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Abstract: The automotive industry increasingly relies on complex embedded systems that inte-
grate software, electronic hardware, electromechanical, and mechanical components. To ensure
quality, the Automotive Software Process Improvement and Capability Determination (ASPICE)
framework has been extended by cybersecurity, which has become a critical concern. Recognizing
these risks, the United Nations Economic Commission for Europe (UNECE) introduced Regulation
No. 155 in 2021, establishing mandatory provisions for vehicle type approval and cybersecurity
management. To address these regulatory demands, ASPICE for Cybersecurity extends the standard
ASPICE model with additional processes focused on identifying, analyzing, and mitigating security
threats. While the combined assessment of ASPICE and ASPICE for Cybersecurity ensures both
process maturity and security compliance, it presents significant challenges for organizations.
Conducting separate assessments for ASPICE and ASPICE for Cybersecurity increases time, cost,
and organizational workload, as many process areas overlap in scope and evidence. This paper
proposes a unified assessment approach designed to evaluate compliance with both ASPICE and
ASPICE for Cybersecurity in a single, integrated process. The approach involves systematically
mapping equivalent or related process areas across the two models. This approach was applied
in an industry case study, demonstrating a reduction in total assessment time and minimizing
disruption to development teams. The results indicate that integrated assessments can maintain
the rigor and comprehensiveness of separate evaluations while improving efficiency and reducing
operational burden.
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1 Introduction

Over the past two decades, the automotive industry has undergone a profound transforma-
tion, driven by technological advances, shifting consumer expectations, and increasingly,
regulatory demands. Modern vehicles are no longer solely mechanical machines [Demele
A. et al. (2022)]; they are sophisticated cyber-physical systems that integrate mechanical,
electrical, electronic, and software-based components into a unified architecture. This
transformation has been accelerated by the integration of advanced driver assistance
systems (ADAS) and automated driving functionalities such as adaptive cruise control,
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blind spot monitoring, and lane-keeping assistance. Such features rely on a tightly cou-
pled interplay between sensors, control units, actuators, communication networks, and
intelligent software, leading to unprecedented system complexity.

An example of this evolution can be seen in the vehicle transmission system. Histori-
cally, the manual shifter represented a purely mechanical interface between the driver
and the gearbox, requiring manual engagement of gears by a trained operator. Modern
equivalents, however, are frequently automatic and may include highly sophisticated
designs such as the Dual Clutch Transmission (DCT)!. In such systems, the act of shifting
is not purely mechanical; instead, it is mediated by a combination of embedded software,
hardware controllers, electromechanical actuators, and traditional mechanical assemblies
[Kurz-Griessnig, B. et al. (2026)]. This shift in design philosophy has fundamentally
altered the nature of vehicle engineering. No longer can a component be considered in
isolation; instead, every element must be viewed in terms of its interactions within a
broader system, including its safety and cybersecurity properties.

The inclusion of cybersecurity [Biré M. et al. (2023), Biro M. et al. (2018), Mashkoor
A. etal. (2023)] as a core requirement is not merely a design preference but a necessity in
the vehicle era. As vehicles become increasingly networked both internally via in-vehicle
networks and externally via vehicle-to-infrastructure (V2I) and vehicle-to-vehicle (V2V)
communications, they become susceptible to new classes of risks. These include data
breaches, system manipulation, remote intrusion, and even malicious control of safety-
critical functions. Cybersecurity considerations now permeate the entire development
lifecycle, from requirements definition to testing and deployment.

This shift has made it imperative for automotive engineering teams to follow struc-
tured and standardized development processes that ensure both functional safety and
robust cybersecurity protections. Among the process models adopted in the industry,
the V-model [Schlager C. et al. (2024)] remains a cornerstone. In the automotive sector,
the V-model is commonly adapted to encompass all core elements of an embedded
system, which are Hardware, e.g., microcontrollers, Electromechanical components, e.g.,
temperature sensors, Embedded software, e.g., bootloader, and Mechanical components,
e.g., gearboxes. The automotive industry has formalized these practices through ASPICE
framework [VDA QMC (2024), VDA QMC (2023)], which serves as a model for as-
sessing and improving software and systems engineering processes. A standard ASPICE
assessment, covering the relevant process groups for a given project, typically requires
approximately six working days [intacs (2020)].

With the growing awareness of cybersecurity threats, ASPICE has been extended to
include ASPICE for Cybersecurity, which introduces additional processes focused on
identifying, assessing, and mitigating security risks. While these additions significantly
improve the robustness of the development process, they also increase the resource
burden. Extending an ASPICE assessment to include the cybersecurity processes typically
adds approximately 2.5 days to the assessment duration [intacs (2021)], increasing the
overall cost and potentially delaying project timelines. The importance of incorporating
cybersecurity into the automotive development lifecycle has been further reinforced by
international regulations. In particular, UNECE Regulation No. 155 (R155) [UN (2021)]
establishes mandatory cybersecurity management requirements for vehicle manufacturers,
suppliers, and integrators.

This regulation applies to all stakeholders in the automotive supply chain, including
original equipment manufacturers (OEMs), tier-1 and tier-2 suppliers, system integrators,
and software developers. Compliance with UNECE R 155 is phased in according to a strict
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timeline: From July 2022, it has applied to all newly approved vehicle types, and from
July 2024, it applies to all vehicles produced for sale in regulated markets [Benyhya M. et
al. (2023)]. Failure to comply with the regulation can lead to severe consequences, such as
the prohibition of sales in compliant markets or others [Faschang T. et al. (2024)]. Given
these regulatory and market pressures, conducting combined ASPICE and ASPICE for
Cybersecurity assessments offers a pragmatic way for organizations to verify compliance
and improve process maturity. However, the extended duration of such assessments
creates a tension between the need for the evaluation and the constraints of project
budgets and schedules. This challenge leads to the central research question of this
paper: How can the duration of an assessment with ASPICE and ASPICE for Cyber-
security processes in scope be reduced? This paper proposes an approach for addressing
this challenge by identifying and aligning processes from ASPICE and ASPICE for
Cybersecurity that share common work products (WP) [Schlager, C. et al. (2023 2)].

By scheduling the evaluation of these processes closely in time, it is possible to reduce
redundancy and achieve significant time savings. Section 4 describes this proposed
approach in detail, while Section 6 validates it through a case study conducted during the
execution phase [ISO/IEC (2019), Schlager, C. et al. (2026)], demonstrating measurable
reductions in assessment duration.

The remainder of this paper is structured as follows: Section 2 reviews related work
on ASPICE, cybersecurity in automotive engineering, and process optimization. Section
3 outlines the yy used for the case study. Section 4 presents the proposed reduction of
time approach. Section 5 outlines the workflow used in the case study. Section 6 reports
on the validation results. Section 7 shows the threats of the approach, and Section 8
concludes with a summary and tasks for future research.

2 Related Work

2.1 Scientific Work

Research in processes, ASPICE, ASPICE for Cybersecurity, and assessment builds on
decades of software and systems engineering. Classical models, such as waterfall and
spiral [Gnatz, M. et al. (2001), Schlager C. et al. (2024)], remain in use due to their
structured approach, but in embedded systems where reliability and traceability are
critical, the V-model is most widely applied. Its clear mapping of development phases to
verification activities allows teams to manage complexity and ensures each requirement
is paired with a corresponding verification activity.

Increasing connectivity has made cybersecurity a central concern, particularly in
automotive systems. High-profile incidents prompted the United Nations to introduce
UNECE R155 in 2021 [Liedtke T. et al. (2023)], establishing mandatory cybersecurity
requirements across the system lifecycle, including engineering, production, decommis-
sioning, and organizational governance [Baldanzi, L. et al. (2019)].

ASPICE for Cybersecurity extends ASPICE by addressing the protection of system
interfaces, which often serve as entry points for attackers, for example, remote keyless
entry or infotainment systems. Inadequately secured interfaces may be exploited via
unauthorized access, data manipulation, or denial-of-service attacks [Baldanzi, L. et al.
(2019)]. The framework integrates cybersecurity into every development stage, embed-
ding security requirements within the V-model to leverage the same traceability and
structured methodology used for functional quality [Schlager, C. et al. (2023)].

Table 1 lists selected cybersecurity issues and the publication in which the issue is
researched.
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Issue Researched in
Spoofin [Ahmad F. et al. (2018), Cheng B. H. C. et al. (2021), Petho
pooting Z.etal. (2021)]
Encryption [Baldanzi, L. et al. (2019)]
Key exchange [Groza B. et al. (2019)]
Cybersecurity req. [Laborde R. et al. (2021)]
Intrusion [Casillo M. et al, (2019), Jehle, I.A. et al. (2020)]
Risk Management [Haitao Z. et al. (2022), Messnarz, R. et al. (2022)]
Penetration [Diirrwang J. et al. (2022), Ekert D. et al. (2021)]
Sensor attack [El-Rewini Z. et al (2020)]
Memory attack [Kalamkar G. et al. (2018)]

Table 1: Issues of Cybersecurity

Assessments covering both ASPICE and ASPICE for Cybersecurity may be con-
ducted onsite or remotely [Sameh S. et al. (2021)]. Their primary goal is to evaluate an
organization’s development and support processes, ensuring compliance with industry
standards for quality, safety, and security.

Specialized tools, such as Capability Advisor (CapAdv)?, help standardize these
assessments by providing structured guidance, documentation support, and automated
analysis. This improves consistency and reduces the effort needed for reporting and
identifying process gaps. A typical ASPICE assessment reviews processes in system
engineering (SYS.1-5), software engineering (SWE.1-6), project management (MAN.3),
and supporting activities (SUP.1, SUP.8-10). Together, they cover requirements handling,
implementation, verification, and project control across the development lifecycle.

Extending the scope to ASPICE for Cybersecurity introduces MAN.7 (Risk Man-
agement), ACQ.2 (Supplier Request and Selection), and SEC. 14 (Cybersecurity Engi-
neering). These processes embed security into design, implementation, and validation,
aligning with UNECE R155 and ISO/SAE 21434.

By combining ASPICE and ASPICE for Cybersecurity, organizations demonstrate
process maturity, product quality, and the capability to manage cybersecurity risks, an
increasingly vital competence in the era of connected and autonomous vehicles.

2.2 Industrial Standards
2.2.1 ASPICE

The automotive industry widely applies the ASPICE framework as a de facto standard
for quality control and process assessment across the development lifecycle. It provides
a structured basis for evaluating engineering processes, ensuring consistent levels of
product quality, safety, and reliability.

The framework covers processes across multiple engineering disciplines. For instance,
hardware engineering (HWE.1-4) defines requirements elicitation, design, implementa-
tion, and testing of hardware components. Software engineering (SWE.1-6) specifies
corresponding processes for software development, from requirements analysis through
design, coding, integration, and verification. Machine learning engineering (MLE.1-4)
extends the scope to Al-based systems, reflecting the growing role of data-driven devel-
opment in modern automotive applications. System engineering (SYS.1-5) ensures that
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system-level requirements, design, and integration are consistently managed throughout
the product lifecycle.

Domain-specific extensions further broaden the model. For example, mechanical en-
gineering processes (MEE.1-5) ensure that mechanical hardware design and integration
are governed by the same principles of traceability, quality assurance, and process matu-
rity [intacs (2024)]. Beyond core engineering activities, ASPICE also defines supporting
and management processes that underpin organizational capability.

These include project management (MAN.3) for planning and tracking execution,
quality assurance (SUP.1) for monitoring compliance, configuration management (SUP.8)
for version and baseline control, problem resolution (SUP.9) for structured defect han-
dling, change management (SUP.10) for managing evolving requirements, and supplier
monitoring (ACQ.4) to oversee external contributions. These processes are considered
part of the recommended scope? for assessments and are highlighted in blue in the figure
below [VDA QMC (2023)].
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Figure 1: Process model of ASPICE [VDA OMC (2023)]

2.2.2 ASPICE for Cybersecurity

Besides ASPICE, the domain of ASPICE for Cybersecurity must also be taken into
consideration when assessing process maturity and compliance [UN (2021), Ebert, C.
(2020), Jadhav A. (2021), Kim S. et al. (2020), Jadhav A. (2021)]. The foundation
for cybersecurity engineering in the automotive sector is given by the international
standard ISO/SAE 21434 [Barmayoun, D. et al. (2022), ISO/SAE (2021), Knauel, E.et

3 https://conference.eurospi.net/images/eurospi/2022/TechDay-20220829 EuroSPI
presentationWlokka.pdf
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al. (2020), Macher, G. et al. (2020)], which establishes a comprehensive framework for
addressing cybersecurity risks throughout the entire lifecycle of a product.

Unlike functional safety standards, which primarily focus on preventing hazards
due to malfunctioning behavior, cybersecurity addresses the protection of assets against
malicious threats and adversarial actions. ISO/SAE 21434 requires cybersecurity consid-
erations to be incorporated at every stage of the lifecycle from initial project conception,
through design and manufacturing, and continuing into operation, maintenance, and also
decommissioning.
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Figure 2: Process model of ASPICE for Cybersecurity [VDA QMC (2024)]

Furthermore, the standard emphasizes the need for cybersecurity management at the
organizational level, ensuring that companies maintain policies, governance structures,
and long-term capabilities that extend beyond the scope of a single project. This includes
the ability to handle complex cybersecurity challenges such as secure key exchange
[Groza B. et al. (2019)], protection against message spoofing [Ahmad F. et al. (2018),
Cheng B. H. C. et al. (2021), Petho Z. et al. (2021)], and the systematic elicitation and
management of cybersecurity requirements [Laborde R. et al. (2021)].

In contrast to functional safety approaches, which are well established through stan-
dards such as ISO 26262 [ISO (2018)], the field of ASPICE for Cybersecurity introduces
a distinct set of processes focusing on threat analysis, vulnerability handling, and coun-
termeasure verification. To align with ISO/SAE 21434 [ISO/SAE (2021)], ASPICE for
Cybersecurity extends the Automotive SPICE process model with cybersecurity-specific
processes. hese include:

— MAN.7 — Cybersecurity Risk Management:
Ensures that risks related to cybersecurity threats are systematically identified, as-
sessed, and managed throughout the lifecycle.
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— ACQ.2 — Supplier Request and Selection.
Focuses on evaluating suppliers with respect to their cybersecurity capabilities and
ensuring that cybersecurity requirements are embedded into supplier contracts.
— SEC.1 - Cybersecurity Requirements Elicitation:
Defines and derives cybersecurity requirements from risk analyses, stakeholder
needs, and system-level considerations.
— SEC.2 — Cybersecurity Implementation:
Addresses the realization of cybersecurity measures in hardware and software.
— SEC.3 — Risk Treatment Verification:
Ensures that implemented security measures are verified against the identified risks.
— SEC.4 — Risk Treatment Validation:
Confirms that the overall system effectively mitigates cybersecurity risks in its
intended operational environment.

It is important to note that ASPICE already defines several process groups that
overlap with cybersecurity-relevant areas. For instance, MAN.7 (Risk Management) and
ACQ.2 (Supplier Request and Selection) are part of process groups in ASPICE that are
extended in the context of cybersecurity. Furthermore, the supplier monitoring process
ACQ.4, which is already described in ASPICE [VDA QMC (2023)], has been adjusted in
the cybersecurity extension to account for the unique challenges of monitoring suppliers
with respect to cybersecurity compliance.

By integrating these extensions, ASPICE for Cybersecurity provides a framework
that complements ASPICE’s existing focus on quality and safety. Together with ISO/SAE
21434 enables organizations to establish a consistent, lifecycle-wide approach to manag-
ing cybersecurity risks in increasingly connected and automated vehicles.

2.3 Integration of Cybersecurity into the Development

This section examines several approaches for integrating ASPICE for Cybersecurity into
the ASPICE framework. The motivation for such integration stems from the increasing
connectivity of modern vehicles, which transforms them from isolated mechanical sys-
tems into complex cyber-physical systems. As vehicles increasingly communicate with
infrastructure, cloud services, and other vehicles, their exposure to external threats grows
substantially. This enlarged attack surface makes it critical to embed cybersecurity not as
an afterthought, but as an integral component of established development processes. Sys-
tematic integration ensures that risks are identified, mitigated, and monitored throughout
the entire lifecycle rather than addressed only during final validation.

One representative approach [Barmayoun, D. et al. (2022)] aligns ASPICE for Cyber-
security practices and requirements with the ASPICE process structure. In this model,
security activities are not treated as separate add-ons but are instead mapped directly to
the work products and process elements already defined in Automotive SPICE. Such
mappings highlight where existing processes may fall short in addressing cybersecurity,
thereby exposing potential gaps.

For example, cybersecurity assessments are introduced during the Development
phase, functioning as structured checkpoints to detect weaknesses early. This supports
the principle of “security by design,” embedding threat considerations into the very fabric
of engineering rather than retrofitting protections at later stages. Concrete examples, such
as linking WP 02-50 Interface Agreement to the Security Quote Appendix — Security
Development Interface Agreement, clarify responsibilities between stakeholders like
OEMs and suppliers.
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These linkages not only reduce ambiguities during collaboration but also provide
auditable, traceable evidence of compliance, which is increasingly required by regu-
latory frameworks. The strength of this approach lies in its structured alignment with
existing standards: it serves simultaneously as a compliance tool and a driver of process
improvement, pushing organizations toward a holistic and secure development lifecycle.
However, it may also face criticism for being relatively rigid, with limited flexibility to
adapt to highly dynamic threat landscapes.

A second approach [Andrade R. et al. (2023)] incorporates agile practices and expands
the traditional requirements framework by introducing abuse stories alongside user
stories. While user stories are well-established mechanisms to capture legitimate system
interactions from the perspective of end users, abuse stories shift the focus toward
malicious actors. They describe how a system might be misused, attacked, or manipulated,
raising awareness of vulnerabilities from the outset. For instance, an abuse story might
depict a scenario where an attacker executes an elevation-of-privileges exploit on a
Linux-based subsystem, highlighting the need for stronger access control mechanisms.
Because abuse stories can accompany requirements elicitation, design, implementation,
and testing, they promote a security mindset that permeates every phase of the lifecycle.
This makes them highly compatible with agile’s iterative, adaptive philosophy, in which
feedback loops and incremental improvements are essential. At the same time, this
approach is not without limitations.

Abuse stories typically depend on the team’s domain knowledge of realistic attack
vectors, which may be shallow in organizations without dedicated security expertise.
Prioritization can also be challenging, as development teams may be reluctant to devote
resources to potential threats when functional features are perceived as more pressing.
Furthermore, the relatively lightweight structure of abuse stories can make them less
suitable for organizations that require strict compliance or highly detailed documentation.
Despite these challenges, the approach fosters a proactive security culture and lowers
the barrier for introducing cybersecurity thinking into agile teams.

A third approach [Luo F. et al. (2023)] proposes the establishment of a Cybersecurity
Requirements Management System (CRMS) to improve communication and alignment
between system engineers and security experts. In many organizations, engineers respon-
sible for system design and those specializing in cybersecurity operate in parallel rather
than in close collaboration, leading to coordination inefficiencies and potential gaps. The
CRMS addresses this by providing a platform where system engineers can model threats
using familiar notations such as UML, while security experts contribute their specialized
knowledge of attack patterns, vulnerabilities, and defense strategies. A matching engine
then integrates these two perspectives, automatically generating cybersecurity require-
ments for engineers and producing threat identifications for security experts. In this way,
the CRMS reduces coordination costs, minimizes misinterpretation, and ensures that
both sides of the development process remain aligned. Its main strength lies in bridg-
ing the cultural and technical gap between engineering and cybersecurity disciplines,
streamlining the path from threat identification to actionable requirements. However,
reliance on tool support may introduce new dependencies, and the system’s effectiveness
depends heavily on the accuracy of threat modeling as well as the completeness of the
domain knowledge provided by experts.

Taken together, these approaches illustrate a spectrum of integration strategies. The
first emphasizes compliance and structured alignment with established standards, en-
suring traceability and auditability. The second prioritizes adaptability and awareness,
embedding security concerns into the fast-moving rhythms of agile development. The
third focuses on collaboration and efficiency, leveraging technical tools to reduce friction
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between distinct expert groups. Each approach carries strengths and weaknesses, and in
practice, organizations may need to blend elements of all three to balance rigor, flexibility,
and collaboration in the pursuit of a secure automotive development lifecycle.

3 Research Methodology

The parallel approach described in Section 4 enhances the efficiency of the assessment
process by enabling activities to be conducted concurrently across multiple projects.
This reduces the overall assessment duration without compromising assessment depth
or quality. The approach is organized into three phases: Preparation, Execution, and
Reporting [ISO/IEC (2019), Schlager, C. et al. (2026)].

During the Preparation phase, QEs from Project 1 and Project 2 provide the LA
with all relevant documentation, including project plans, process descriptions, work
products, and records of nonconformities (2 in Table 2). This enables the LA to gain a
comprehensive understanding of the current project status, identify potential overlaps or
risks, and plan the assessment activities in a focused and efficient manner. Comprehensive
and well-structured documentation facilitates parallel execution, minimizes redundant
efforts, reduces delays, and improves communication between the QEs and the LA.
Overall, thorough preparation ensures consistent and reliable evaluations and establishes
a solid basis for actionable recommendations in the subsequent Reporting phase.

Table 2 presents the strategic documents provided by the QEs to the LA, along with
the corresponding processes to which each document is assigned.

WP Process
Project plan MAN.3
Project schedule MAN.3
Quality plan SUP.1
Quality report SUP.1
CM plan SUP.8
CMI ist SUP.8
Requirements Management Plan SYS.2
Test plan (System) SYS.4-5
Test plan (Software) SWE.4-6
Software Requirements Specification SWE.1, SEC.1

Table 2: Strategic Documents

During the Execution phase, the LA gathers evidence to assess the implementation of
specific practices across the projects. For example, for SEC.1.BP1 — Specify cybersecu-
rity goals and requirements, the LA may ask: If a checklist is used, what questions does
it contain? In Project 1, the cybersecurity manager responded that Questions 8 and 9
refer to cybersecurity, providing qualitative rather than quantitative evidence.

To systematically evaluate such evidence, the LA applies the NPLF (Not, Partially,
Largely, Fully) rating scheme defined in Section ASPICE. Each response is analyzed to
determine the extent of implementation: Fully if all objectives are addressed, Largely or
Partially if only some aspects are covered, and Not if no supporting evidence is available.
This approach enables a consistent and structured quantitative assessment of qualitative
inputs.

In the final Reporting phase, the assessment team compiles and documents the
achieved capability levels of all processes that were evaluated during the assessment, such
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as Capability Level 1 for MAN.3. This documentation includes a comprehensive record
of any deviations, or areas of concern that were identified throughout the assessment
process. The report serves as an official record of the organization’s current process
performance and provides a basis for improvement planning, decision-making, and future
assessments.

By applying the parallel approach, the Execution phase for Project 1 and Project 2
was completed within seven days, compared to 8.5 days when conducted sequentially.
Parallel execution allows overlapping activities such as interviews, work product reviews,
and checklist analyses, thereby reducing delays and minimizing disruption to ongoing
project activities.

4 Proposed Solution

4.1 Approach

The processes belonging to ASPICE (e.g., MAN.3 — Project Management) are highlighted
with a blue background in both Figure 3 and Figure 4. In contrast, the processes defined
for ASPICE for Cybersecurity (e.g., MAN.7 — Cybersecurity Risk Management) are
highlighted in red, allowing a clear visual distinction. This graphical differentiation
illustrates how the two standards overlap and where they introduce unique requirements.
Figure 3 shows the sequential assessment approach, in which the processes defined by
ASPICE are evaluated first, followed by the processes defined by ASPICE for Cyber-
security.

MAN.3 SUP.1 SUP.8 §YS.2 SYS.3 SYS4 SYS.5 SWE.1 SWE.2 SWE3

SWE4 SWES5 SWE6 SUPS9 SUP.10 MAN.7 SECA SEC.2 SEC.3 SEC4

Figure 3: Sequential Assessment with Processes for ASPICE and ASPICE for
Cybersecurity

In this setup, the assessment of ASPICE processes establish a baseline of process
capability across engineering, management, and support activities before additional
cybersecurity-specific processes are introduced into the evaluation scope. E.g., after the
assessment of MAN.3 Project Management within ASPICE, the assessor subsequently
evaluates MAN.7 Cybersecurity Risk Management as defined in the cybersecurity exten-
sion.

This sequential approach ensures that dependencies between ASPICE and ASPICE
for Cybersecurity are systematically handled, as the maturity of the core ASPICE pro-
cesses can be verified before extending the assessment to cybersecurity-specific practices.

Such an order reflects the fact that cybersecurity measures build on the foundation
of well-established engineering and management processes, and therefore depend on
their prior existence and capability. The total assessment duration under this sequential
approach is approximately 8.5 days. This estimate consists of about 6 days for the ASPICE
processes [intacs (2020)]. and an additional 2.5 days for the ASPICE for Cybersecurity
processes [intacs (2021)].
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The separation into two phases allows assessors and organizations to clearly separate
effort and outcomes, but it also increases the total time required compared to a parallel
approach. While sequential assessments reduce complexity and allow assessors to focus
on one domain at a time, they may prolong project timelines and require more organi-
zational coordination, particularly if different teams are responsible for ASPICE and
cybersecurity processes.

The proposed approach, illustrated in Figure 4, integrates the processes of ASPICE
for Cybersecurity directly into those of ASPICE, rather than evaluating them sequen-
tially. The rationale behind this parallel assessment approach is the expectation of a
reduced overall duration for conducting the assessment, since overlapping activities,
work products, and evidence can be jointly considered.

A key example of this integration can be observed in the relationship between SWE.1
— Software Requirements Analysis and SEC.1 — Cybersecurity Requirements Elicita-
tion. Both processes rely on similar artifacts, such as the work product (WP) 17-11
Software Requirements Specification [VDA QMC (2017)] and the Output Information
Item (OII) 17-00 Requirement [VDA QMC (2024), VDA QMC (2023)]. Since these
artifacts are already produced and maintained within the scope of ASPICE, the ASPICE
for Cybersecurity assessment can reuse the same evidence base, avoiding redundancy
and minimizing the additional assessment effort.

Accordingly, in the parallel approach, SEC.1 is assessed immediately after SYS.2
(System Requirements Analysis) and SWE.1 (Software Requirements Analysis), as
shown in Figure 4. This placement ensures that cybersecurity requirements are addressed
directly after system and software requirements are established, reflecting their logical
dependency and reinforcing the principle of traceability.

MAN.3 MAN.7 | SUP.A SUP.3 §YSs.2 SWE.1 SECAa §YS3 SWE.2 SWE.3

SEC.2 SYS4 | SWE4 SEC3 SYS.5 SWE.5 SWES6 SEC4 SUP.S8 SUP.10

Figure 4: Parallel Assessment with Processes for ASPICE and ASPICE for
Cybersecurity

By embedding cybersecurity processes within the ASPICE assessment sequence,
the parallel approach offers several advantages. First, it enables synergies in reviewing
shared work products, as assessors can evaluate both functional and cybersecurity aspects
of a requirement or design element in a single step. Second, it reduces duplication of
assessment activities, leading to a measurable decrease in assessment duration compared
to the sequential model. Third, it provides a more holistic view of process integration,
emphasizing that cybersecurity is not a separate activity performed after engineering,
but rather an inherent part of the development lifecycle.

At the same time, this approach requires assessors to carefully manage process
interdependencies and ensure that the parallel execution does not overlook important
distinctions between functional and cybersecurity perspectives. For instance, while both
SWE.1 and SEC.1 deal with requirements, the nature of cybersecurity requirements (e.g.,
threat resistance, secure communication, vulnerability handling) differs significantly from
functional requirements and must be explicitly verified. Overall, the parallel assessment
approach reflects the industry’s growing recognition that cybersecurity and quality
management must be integrated rather than separated.
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It aligns with the intent of ISO/SAE 21434 and ASPICE for Cybersecurity, which
both emphasize that cybersecurity considerations should be embedded into engineering
processes from the very beginning of the lifecycle.

4.2 Duration

This paper claims that the duration of assessments covering processes for ASPICE and
ASPICE for Cybersecurity, when conducted according to the sequential approach (see
Figure 3), is on average 8.5 days. This duration is derived from multiple assessments
performed in industrial practice and can therefore be considered as a representative value
under typical project conditions.

It should be emphasized, however, that the duration of an assessment is not a fixed
constant. Instead, it is the outcome of several influencing factors, which can shorten
or extend the required time. To ensure transparency, this paper explicitly identifies and
discusses the most relevant input factors.

1. Experience of LA:
The competence and experience of the Lead Assessor play a central role in the
efficiency of the assessment. An assessment covering both ASPICE and ASPICE
for Cybersecurity processes must be led by a qualified LA certified at least at the
Competent Assessor level.
Higher certification levels, such as Principal Assessor or Instructor, are associated
with broader experience, which in principle could reduce the overall duration through
more efficient process facilitation and evaluation [ISO/IEC (2019)]. Nevertheless, as
will be shown later, the data in Table 3 suggest that differences in assessor experience
alone have only a marginal impact on the total assessment duration.

2. Level of Preparation:
The extent of preparation before the assessment has a substantial influence on its
execution. In practice, preparation quality is highly dependent on the completeness
and accessibility of work products, their associated objective evidence items (OlIls),
and the readiness of relevant stakeholders and tools.
This paper distinguishes two levels of preparation: High preparation, where all
processes are prepared and supporting evidence is readily accessible, and Low
preparation, where at least one process lacks adequate preparation. In cases of low
preparation, additional time is required during the assessment to locate or clarify
missing evidence, which can lead to interruptions and extended discussion rounds.

3. Demanded Capability Level of Assessed Processes:
Another decisive factor is the demanded capability level of the processes under
assessment. In the Automotive SPICE model, capability levels range from CLO
(incomplete) to CL5 (optimizing).
The higher the demanded level, the broader and deeper the assessment must be, as
additional process attributes and evidence must be examined and validated. E.g.,
verifying compliance with CL3 involves significantly more effort than with CL1,
since organizational standards, defined roles, and systematic management practices
must be demonstrated.
Therefore, the demanded capability level must be fixed in the planning phase of
the assessment [ISO/IEC (2019)], as it directly influences both the scope of the
interviews and the amount of evidence to be reviewed.

4. Mode:
The assessment mode is another relevant dimension. Depending on organizational
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or project-specific conditions, assessments can be conducted either onsite (physical
mode) or online (virtual mode). On-site assessments are often recognized as more
effective due to the communication and easier access to project documentation.
However, they may also involve logistical overhead such as travel time.
Online assessments, by contrast, offer flexibility and reduced logistical costs, but
they may require additional time for technical setup and can be slowed down by
interruptions such as unstable internet connections or limited screen sharing capabil-
ities.
While the execution mode may slightly influence efficiency, data in Table 3 shows
that it does not lead to major deviations in overall duration.

5. Team Size:
The project team size is defined as the number of individuals who are subject to the
assessment. For example, in the case of process SWE.1 (Software Requirements
Analysis), four roles are typically involved: the software requirements engineer, the
cybersecurity manager, the project manager, and the quality engineer.
Among these, the project manager and quality engineer participate in all process
assessments in scope, while the role-specific experts attend only the processes
relevant to their responsibilities. This ensures continuity across processes while
maintaining domain expertise for individual areas.
Importantly, for the assessments considered in this study, the team size is consistently
four persons, regardless of which process is under review.

6. Scope:
The scope of the assessment, defined by the number of processes to be assessed,
is another crucial parameter. In the assessments summarized in Table 3, the scope
is fixed at twenty processes, which include both ASPICE and ASPICE for Cyber-
security processes. These assessments follow the sequential approach as illustrated
in Figure 3.
For comparison, the assessment experiment described in section 5 also covers exactly
twenty processes but is executed using the parallel approach (see Figure 4). This
consistency ensures that the results obtained for the two approaches are directly
comparable in terms of duration.

7. Depth:
This input factor represents the number of questions posed for a given base practice,
which ultimately determines the rating of the process to which the base practice is
assigned [VDA QMC (2023)]. The quantity and scope of these questions directly
influence the level of detail and confidence of the resulting assessment outcome but
this input factor is not influenced from the type of approach (neither sequential nor
parallel).
This paper distinguishes between two levels of assessment depth: High and Low. At
the High level, all questions associated with the base practice are asked, typically
amounting to approximately ten questions. In contrast, the Low level applies a
reduced set of questions, usually around five, thereby decreasing the assessment
effort while providing a more coarse-grained evaluation.

Table 3 summarizes assessments conducted for an automotive supplier by different
LAs. Interview partners (e.g., cybersecurity managers) provide qualitative responses
to questions about base practices (e.g., SEC.1.BP1: Has an analysis of requirements
been performed?), which LAs translate into quantitative ratings according to the NPLF
scheme [VDA QMC (2023)].

The results show a narrow range of durations, averaging 8.5 days with a standard de-
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viation of 0.5 days. This indicates that factors such as assessor experience or assessment
mode have a limited impact, while the fixed scope of twenty processes and consistent
team size are the main determinants. The sequential approach thus provides highly
predictable assessment durations, supporting reliable planning for similar evaluations.

Input Factors

1 2 3 4 5 6 7 Duration
Comp. | High 1 Onsite 4 20 High 9 days
Comp. | High 1 Onsite 4 20 High 8.5 days

Prin. High 1 Onsite 4 20 High 8 days
Prin. High 1 Online 4 20 High 8.5 days

Table 3: Duration of sequential assessment
4.3 Comparison

This section provides a detailed and systematic comparison of the sequential assessment
approach (Figure 3) and the parallel assessment approach (Figure 4). In particular, the
analysis focuses on the associated costs, including logistical and coordination efforts,
as well as the overall efficiency of the assessment activities. Furthermore, this section
describes and discusses the necessary steps and prerequisites for effectively applying
the parallel approach, such as process analysis, assessment planning, determination of
assessment depth, and reuse of evidence. By addressing these aspects, the comparison
aims to provide a clear understanding of the conditions under which the parallel approach
can offer advantages over the sequential approach while maintaining assessment quality
and consistency.

4.3.1 Costs

The comparison of costs is based on several evaluation parameters that focus on the
organizational and operational effort required for conducting the assessments. These
parameters are outlined and explained below.

— Logistical costs:
This parameter addresses the additional organizational effort and costs that may arise
during the phases Planning and Execution when using the parallel approach. Such
costs are primarily caused by the need to ensure the simultaneous availability of mul-
tiple interview partners, for example, a Cybersecurity Manager for the assessment of
SEC.1, in addition to the standard ASPICE-related roles. This may require advanced
scheduling, extended assessment windows, or additional preparation activities.

— Coordination costs:
This parameter is closely related to logistical costs but focuses specifically on the
effort required to coordinate the involved stakeholders. It includes the time and
resources needed to align schedules, synchronize assessment activities, and manage
dependencies between interview partners. Coordination costs may become particu-
larly significant when assessments are conducted onsite and involved participants
from different organizational units or geographically distributed locations. In such
scenarios, travel arrangements, communication overhead, and cross-site alignment
must also be taken into account.
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Two projects (Section 6) were conducted in accordance with the workflow described
in Section 5 in order to evaluate the practical impact of the parallel approach. For both
Project 1 and Project 2, the application of the parallel assessment approach did not lead
to any observable increase in costs. Specifically, no additional effort was identified with
respect to either Logistical costs or Coordination costs during the planning or execution of
the assessments, indicating that the parallel approach can be applied without introducing
measurable overhead in comparable project settings.

4.3.2 Quality-Efficiency

Quality—efficiency describes the relationship between achieving a high level of quality in
products or services and ensuring an efficient use of available resources. Quality is closely
associated with customer satisfaction and effectiveness, meaning that the correct activities
are selected and executed to fulfill the intended objectives and stakeholder expectations.
Efficiency, on the other hand, focuses on minimizing waste and optimizing the use
of time, effort, and resources by performing activities in a structured and streamlined
manner, thereby contributing to overall cost-effectiveness. In the context of process
assessments, both the sequential and the parallel approaches aim to strike an appropriate
balance between these two dimensions.

The quality and efficiency of an assessment are strongly influenced by the assessment
depth, which constitutes a key input factor of the assessment process. Assessment depth
determines the level of detail, rigor, and comprehensiveness with which processes are
evaluated, for example through the number of questions asked for each base practice.
In this study, the input factor Depth is defined as High for both the sequential and the
parallel assessment approaches, indicating that a complete and equivalent set of questions
is applied in both cases. This ensures that the same level of analytical rigor and evidence
collection is achieved regardless of the chosen approach.

Consequently, when comparing the sequential and parallel approaches under identi-
cal depth conditions, no differences can be identified with respect to either quality or
efficiency. Both approaches lead to comparable assessment results, provide the same
level of confidence in the findings, and require a similar amount of assessment effort.
Therefore, any observed differences between the two approaches cannot be attributed
to variations in assessment depth, but must instead be explained by other influencing
factors.

4.3.3 Conditions

The conditions under which the parallel approach can be applied instead of the sequential
approach are described below. These conditions ensure that the parallel approach can be
executed effectively while maintaining assessment quality and consistency.

1. Analysis of Processes:

As a first step, all relevant processes are systematically analyzed to identify WP
that are created, maintained, or used by more than one process. This analysis aims
to reveal overlaps and dependencies between processes, which form the basis for
parallel assessment activities. For instance, both SWE.1 and SEC.1 rely on the work
product 17-11 [Schlager, C. et al. (2023)] Software Requirements Specification as
well as the OII 17-00 Requirement. Identifying such commonalities enables the
assessor to avoid redundant evaluations.
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2. Planning of the Assessment:
Based on the results of the process analysis, the assessment is planned in a struc-
tured manner. Knowledge of shared WPs allows the assessor to define an efficient
assessment strategy, align interview sessions, and create a consolidated assessment
schedule. One key outcome of this step is a detailed assessment plan that explic-
itly considers parallel evaluation opportunities and coordinates the involvement of
relevant interview partners.

3. Depth of Assessment:
The rating of base practices is performed in accordance with the NPLF scheme
defined in ASPICE, which determines the capability level of the process to which
each base practice belongs. The assigned rating depends on the responses provided
by the interview partners and the supporting evidence. When a work product is
evaluated that is shared across multiple processes, the depth of questioning can be
adjusted by reusing previously obtained answers. For example, the question “How
do you structure your requirements? (e.g., by chapter)” may be asked once for
SWE.I and subsequently reused for SEC.1, provided that the same work product
and practices apply.

4. Reuse of Evidence:
Finally, the parallel approach allows for the reuse of collected evidence across
multiple process assessments. Artifacts such as the WP 17-11 Sofiware Requirements
Specification, which is relevant for both SWE.1 and SEC.1, can be evaluated for
according to the process needs and referenced multiple times. This reuse of evidence
reduces assessment effort, avoids duplication, and contributes to improved efficiency
without negatively impacting assessment quality.

5 Case Study

Section 5 outlines the workflow of the Case Study, which is derived from the procedure
described in Reference [ISO/IEC (2019)] and thus grounded in an established method-
ological framework. Section 6 subsequently validates the Case Study by examining both
methodological conformity and the reliability, reproducibility, and applicability of the
outcomes in real assessment contexts.

The credibility of this validation is strengthened by the author’s qualification as
an intacs certified Principal Assessor 4 , which formally authorizes the conduct and
approval of assessments in line with international standards. Accordingly, the assessments
reported in Section 6 were executed under conditions ensuring methodological rigor and
compliance with recognized frameworks.

The validation results encompass three dimensions: empirical evidence demonstrating
the feasibility of the workflow, quantitative analysis of efficiency gains through potential
time savings, and qualitative feedback from the Lead Assessor and project team regarding
usability, benefits, and limitations. Collectively, these findings confirm the robustness of
the experimental design and highlight its relevance for practical assessment activities.

5.1 Phases
5.1.1 Planning

The input factors identified in Section 4.2 must be explicitly defined to establish a
common basis for the assessment. Central to this is the clarification and agreement

4 https://www.intacs.info/cb-profile/userslist/9-principal-assessors?lastname=Schlager
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between the LA and the Assessment Sponsor (AS) on the scope of the processes to be
evaluated, as well as the target capability level (0-5) that will serve as the benchmark for
assessment results [intacs (2020)].

Early specification of these parameters ensures a shared understanding of the purpose,
depth, and boundaries of the assessment activities. Equally important is the coordination
of the temporal dimension of the assessment. The timing directly affects stakeholder
availability, the efficiency of assessment activities, and the reliability of collected infor-
mation. To address this, a structured schedule is jointly prepared and agreed upon by
the LA and the AS [intacs (2020)]. This schedule specifies the interview partners for
each process (e.g., a cybersecurity requirements engineer for SEC.1), the precise scope
of processes to be covered in each session, the dates and times of interviews, and the
expected duration of each activity.

By providing this level of detail, the schedule establishes transparency, minimizes
conflicts with parallel organizational activities, and facilitates efficient resource allocation
on both sides. Moreover, it strengthens traceability by formally documenting the agreed
alignment of scope and timeline between the LA and the AS.

5.1.2 Execution

The Execution [intacs (2020)] of the Case Study is conducted using the CapAdv tool
[Messnarz R. et al. (2021)], which provides comprehensive support for the assessment
process by embedding all practices required for rating processes according to the NPLF
scheme [VDA QMC (2024), VDA QMC (2023)].

By incorporating the complete set of practices, CapAdv ensures that assessments are
performed in a consistent, standardized, and reproducible manner. Beyond facilitating
process ratings, CapAdv integrates methodological rules that govern both the Rating of
Practices and the assurance of Rating Consistency. The Rating of Practices establishes
clear, predefined criteria for evaluating individual practices, thereby minimizing subjec-
tivity and reducing discrepancies between assessors. The Rating Consistency mechanism
verifies that ratings across different processes and capability levels adhere to coherent
logic and align with the overall assessment objectives.

Through the application of these mechanisms, CapAdv supports the systematic exe-
cution of the experiment while enhancing the reliability of the results. This reliability is
essential to ensure that assessment outcomes provide a robust basis for subsequent anal-
ysis, interpretation, and decision-making. Consequently, the use of CapAdv strengthens
the methodological rigor of the assessment, promoting transparency in execution and
traceability of derived ratings.

5.1.3 Reporting

— Rating Profile:

At the conclusion of the assessment, the tool CapAdv automatically generates a
rating profile. This profile provides an overview of the assessed processes and their
corresponding capability levels (0-5).

Furthermore, it illustrates the ratings of the Process Attributes (PAs) in alignment
with the NPLF scheme of ASPICE, thereby offering a structured representation
of the achieved maturity levels across the evaluated processes. The rating profile
serves as a concise summary for management and stakeholders, enabling a quick
understanding of the overall process capability status.
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— Detail:
In addition to the summarized rating profile, the assessment report also includes
detailed documentation of the results. This section provides comprehensive infor-
mation for each assessed process, covering its Strengths, Weaknesses, Comments,
and the associated Evidences [Messnarz R. et al. (2021)]. The documentation of
evidence ensures traceability and transparency, as it records the basis on which the
ratings have been assigned.
Moreover, the explicit listing of strengths and weaknesses facilitates targeted process
improvement activities by highlighting areas of compliance as well as deficiencies
that require corrective measures.
— Found Deviations:
During the course of the assessment, deviations from the defined processes may be
identified. Such deviations indicate non-conformities or shortcomings in process
execution.
For instance, a deviation may be noted as: Review coverage of the Software Require-
ments Specification is insufficient. All identified deviations are formally documented
and handed over by the LA to the QE. The QE assumes responsibility for processing
these deviations and ensuring their closure within the organization. Each deviation
record follows a standardized structure to ensure completeness and accountability:
1. Affected process(es):
The LA documents which process or processes are impacted by the identified
deviation.
2. Found Deviation:
The LA provides a precise and detailed description of the deviation, outlining
its nature and context.
3. Countermeasure:
A corrective action is defined to address and resolve the deviation. This coun-
termeasure is developed with the support of subject matter experts to ensure
feasibility and effectiveness.
4. Severity:
The LA assigns a severity level to the deviation, e.g., minor or major, thereby
indicating its impact on the overall process performance and compliance.
5. Fulfilment date:
A target date is agreed upon by the LA and QE, specifying when the deviation
must be resolved and closed.
6. Accountable:
The responsible person (QE or other designated expert) is assigned accountability
for implementing the countermeasure and ensuring that the deviation is corrected.
7. State:
The current status of the deviation is tracked to monitor progress. Possible states
include Unprocessed, In Progress, Processed, or Finished.

5.2 Feedback

The issues identified by the assessment team (LA and Co Assessor(s)) are systematically
documented throughout the course of the assessment. This documentation ensures that all
observations, deviations, and non-conformities are recorded in a structured and traceable
manner.

By capturing these issues during the assessment itself, rather than retrospectively,
the integrity and accuracy of the findings are preserved. Furthermore, the documenta-
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tion serves as the foundation for subsequent analysis, corrective actions, and process
improvement measures.

5.3 Measuring Time Reduction

The total duration of the assessment has been estimated to be approximately 8.5 work-
ing days. To evaluate potential efficiency gains, the reduction of assessment time is
determined based on a comparative calculation.

For this purpose, the time savings are expressed as an absolute value of the originally
estimated duration. The reduction is therefore calculated using the following formula:

Reductionrime = 8.5 days — Duration gssessment

6 Results

6.1 Phases
6.1.1 Planning

This phase of the assessment is concerned with defining the key input factors that form
the foundation of the entire evaluation process. In particular, it establishes the scope of
the processes that are to be assessed, thereby clarifying which organizational activities
fall within the boundaries of the assessment and which do not. For each of the identified
processes, the required capability level (ranging from level 0 to level 5, as defined in
[VDA QMC (2024), VDA QMC (2023)]) is specified, ensuring that the assessment
objectives are aligned with the expected maturity targets.

In addition to scope and capability levels, this phase also addresses the dimension of
the assessment by determining the timing aspects, such as when the assessment activities
will take place, how they will be sequenced, and the expected duration of individual
steps. Together, these elements provide a structured basis for the subsequent execution
of the assessment, while at the same time ensuring transparency and alignment between
all stakeholders involved.

— Input Factors
1. Experience of LA: Principal (Prin.) for projects 1 and 2.
2. Level of Preparation: High for project 1 and 2.
3. Demanded Capability Level of Assessed Processes: L1 for project 1 and 2.
4. Mode: Onsite for project 1 and 2.
5. Team Size: 4 for all processes in scope for projects 1 and 2.
6. Scope: See Scope and Capability below for projects 1 and 2.
7. Depth: High for project 1 and 2.

— Scope and Capability
The assessment scope for Project 1 and Project 2, defined according to the organiza-
tion’s process assessment framework, covers a targeted subset of system, software,
security, management, and support processes relevant to the projects’ objectives.
Processes are evaluated at Capability Level 1 (Performed), focusing on their imple-
mentation and the production of required work products, without requiring evidence
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of management, measurement, or continuous improvement. The processes in scope
are SYS.2-5, SWE.1-6, SEC.1-4, MAN.3, and SUP.1 and SUP.§-10.
This approach provides a clear view of process execution within the projects and
establishes a foundation for potential future capability development.

— Timing:
This aspect encompasses all information related to the planning of the assessment,
including the total duration, the time allocated to each process, and the identification
of the interview partners who will provide the necessary input.
These elements are consolidated in a formal schedule [intacs (2020)], which serves
as the central planning document and is agreed upon in advance by the LA and the
AS to align expectations and ensure stakeholder inclusion. The AS is responsible
for notifying all identified participants (e.g., project managers, quality engineers,
developers) to secure their availability, prevent conflicts with other activities, and
ensure they are prepared to provide accurate and comprehensive information.
By defining and coordinating these timing aspects in advance, the assessment process
gains structure, transparency, and improved efficiency and reliability.

6.1.2 Execution

During the Execution phase, the assessment team conducts structured interviews to gather
evidence for evaluating defined processes. The LA poses process-specific questions linked
to practices under review, such as SEC.1.BP1 in cybersecurity, while other assessors
document responses to capture multiple perspectives and reduce bias.

After each interview, the team holds a consolidation session to align individual
ratings, resolve discrepancies, and ensure compliance with ASPICE rules. This iterative
approach enhances the reliability, transparency, and validity of the assessment results.

6.1.3 Reporting

— Rating Profile:
The LA is responsible for compiling the results of the assessment into a comprehen-
sive Rating Profile, which is subsequently presented to the AS.
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This profile provides an aggregated view of the capability levels achieved by the
assessed processes, thereby serving as a central outcome of the evaluation. The
determination of the capability of each process (ranging from level 0 to level 5) is
derived from the ratings assigned to the corresponding base practices (BPs) associated
with Process Attribute (PA) 1.1. This ensures that the evaluation is grounded in
concrete evidence gathered during the assessment interviews and documented in
alignment with the NPLF scheme.
Figure 5 illustrates the rating profile for Project 1 and Project 2. In Project 1, the
process SWE.5 did not achieve Capability Level 1, while in Project 2, the process
SWE.6 failed to reach Capability Level 1. Furthermore, the processes SEC.3 and
SEC.4 did not attain Capability Level 1 in either project, indicating persistent gaps
across both assessments.

— Detail:
For each process listed in Figure 5, the LA provides a detailed rationale to justify the
assigned rating, ensuring transparency and traceability. This rationale documents four
key elements: Strengths, Weaknesses, Comments, and Evidences. Strengths highlight
aspects of the process implemented effectively in alignment with defined practices,
while Weaknesses identify deficiencies and areas for improvement. Comments offer
additional context or observations, and Evidences comprise the artifacts or statements
substantiating the rating.
Systematic documentation of these elements establishes a well-founded justification
for capability ratings, enhancing assessment objectivity and consistency while pro-
viding the AS and stakeholders with insights into both mature practices and areas
requiring attention.

— Found Deviations:
During the assessment, deviations were detected in all evaluated projects, indicating
gaps between the defined processes and their actual implementation. For instance, in
Project 1, the deviation “Last update of TARA: 01.02.2023” revealed that the Threat
Analysis and Risk Assessment (TARA) had not been updated within the required
timeframe.
For each identified deviation, the LA and QE jointly establish the initial attributes,
including the Affected process(es), a clear description of the Found deviation, and
the assigned Severity. This ensures systematic identification, classification, and
prioritization of deviations.
The QE, with support from the LA and relevant domain experts, then completes the
deviation record by defining additional attributes. These include the Countermeasure
describing the corrective action, the planned Fulfilment date, the Accountable person
responsible for implementation, and the current State (Unprocessed, In Progress,
Processed, or Closed).
The QE is responsible for tracking and managing all deviations, ensuring that correc-
tive actions are implemented within the agreed timelines and that each deviation is
formally closed. This structured approach enhances accountability and transparency
while facilitating the incorporation of lessons learned to drive continuous process
improvement across projects.
Table 4 presents the complete lists of deviations identified in Projects 1 and 2, re-
spectively.

Project Process Found Deviation
1 MAN.7 Last update of TARA: 01.02.2023
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Only 30% of the Test Cases reviewed

! SWE.S Test Scripts cannot be shown
> SWE.6 Methods of ISO26262 not applied
) Only 25% of the Test Cases reviewed
No Test Strategy can be shown
12 SEC.3 No Test Cases can be shown
No Test Strategy can be shown
1.2 SEC4 No Test Cases can be shown

Table 4: Found Deviations for Project 1,2

6.2 Feedback

During the assessment, the following issues were found by the LA and the assessment
team:

1.

Time Reduction:

The time reduction in the assessment depends heavily on the order of the processes.
Processes with the same WPs and their corresponding Olls e.g., WP 17-11 Software
Requirement Specification for SWE.1 and SEC.1 [VDA QMC (2017)] and OII 17-00
Requirement [VDA QMC (2023)] shall be placed closely together in the schedule.
This shall be considered in the phase of planning the assessment.

. Consolidation:

A consolidation phase in the assessment team is beneficial if a PA’s rating differs
among team members.

. Review: The evidence for consistency is given by a review protocol e.g., Software

Requirement Specification for processes SWE.1 and SEC. 1. 1t is essential for a good
rating of the consistency (SWE.1.BP5: Ensure consistency and establish bidirectional
traceability.) to have an elaborated checklist.

The feedback provided by the interview partners can be summarized as follows:

. Evidences (WPs):

The questions formulated by the LA for process ratings should be more detailed
with respect to the required evidence. For example, when assessing the process
capability, the Software Requirement Specification should be explicitly requested
as supporting evidence. Providing clarity at the question level helps the interview
partners prepare more effectively and facilitates more precise responses during the
assessment sessions.

. Planning:

The correct assignment of interview partners to each assessment phase is of critical
importance. For instance, involving the software requirements engineer during the
assessment of SWE.1 ensures that the discussion remains focused, efficient, and
evidence-driven. Accurate assignment of interview partners not only improves the
quality of the assessment data but also contributes significantly to reducing the
overall duration of the assessment.

6.3 Measuring Time Reduction

During the assessment, deviations were identified across all projects, reflecting discrep-
ancies between defined processes and actual execution (e.g., “Last update of TARA:
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01.02.2023” in Project 1). The LA and QE jointly define initial attributes, including af-
fected processes, deviation description, and severity, while the QE, supported by domain
experts, completes the record with the countermeasure, fulfillment date, accountable
person, and current state. The QE monitors the timely implementation of corrective
actions and ensures each deviation is closed, promoting accountability, transparency, and
continuous process improvement.

Day Process Name
MAN.3 Project Management
1 MAN.7 Cybersecurity Risk Management
SUP.1 Quality Assurance
SUP.8 Configuration Management
2 SYS.2 System Requirements Analysis
SWE.1 Software Requirements Analysis
SEC.1 Cybersecurity Requirements Elicitation
3 SYS.3 System Architectural Design
SWE.2 Software Architectural Design
SWE.3 Software Detailed Design and Unit Construction
4 SEC.2 Cybersecurity Implementation
SYS.4 System Integration and Integration Verification
SWE.4 Software Unit Verification
5 SEC.3 Risk Treatment Verification
SYS.5 System Qualification Test
SWE.S Software Component Verification and Integration
6 Verification '
SWE.6 Software Verification
SEC.4 Risk Treatment Validation
7 SUP.9 Problem Resolution Management
SUP.10 Change Request Management

Table 5: Duration

7 Threats to Validity

In this section, we outline potential threats to validity that may affect the validation of
the Case Study. As with any empirical study, acknowledging such limitations is essential
to ensure transparency and to delimit the scope of our findings. We adopt the established
classification into construct, internal, and external validity.

Construct validity concerns whether the study accurately measures the intended
concepts, which in our case depends on the adequacy of the criteria, definitions, and
procedures used to execute the Case Study. Internal validity refers to the extent to which
the observed outcomes can be attributed to the studied factors rather than to uncontrolled
or confounding variables, and thus relates to our methodological choices and underlying
assumptions. External validity addresses the generalizability of our results beyond the
specific context of this study, in particular whether the validation of the Case Study can
be extended to other systems, domains, or development settings.

The following subsections examine these threats in turn: Construct Validity (Sec-
tion 7.1), Internal Validity (Section 7.2), and External Validity (Section 7.3).
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7.1 Construct Validity

This threat concerns the design and implementation of the Case Study. Systematic bias
could arise from case study selection, task assignment, measurement timing, or interview
partners’ interactions, potentially confounding the comparison between parallel and
sequential approaches. Without adequate control, observed effects may reflect artifacts
of the setup rather than intrinsic differences between the methods.

To mitigate this risk, the study followed a structured workflow (Section 5), incorpo-
rating representative project selection, standardized assessment procedures, consistent
performance metrics, and controlled sequencing to minimize learning or fatigue effects.
Key variables such as assessor experience, preparation level, capability requirements,
mode, team size, and assessment scope were fixed to predefined values (Section 6). These
controls support the conclusion that the observed 1.5 day reduction reflects methodologi-
cal differences rather than uncontrolled variation.

Although no design can fully eliminate threats to construct validity, safeguards such
as replication across projects, fixed variables, and observer-bias reduction further limit
residual variability. The transparency of the design enhances reproducibility, providing
a robust basis for attributing efficiency gains to the parallel approach and enabling
extension of the methodology to other domains with appropriate adaptations.

7.2 Internal Validity

The Case Study defines a structured workflow in which assessment activities are de-
rived from both ASPICE and ASPICE for Cybersecurity. The scope was deliberately
constructed to include all ASPICE core processes and a selected subset of ASPICE
for Cybersecurity processes identified as most relevant through expert judgment. This
configuration balances comprehensiveness and feasibility, ensuring meaningful coverage
of process capability while remaining manageable within typical assessment constraints.

The overall duration of an assessment is inherently contingent on its defined scope.
Extending the scope necessarily introduces additional activities and increases effort and
completion time. For example, integrating ACQ.4 (Supplier Monitoring) entails not
only evaluating supplier management but also examining contractual compliance and
external stakeholder interactions, thereby adding significant complexity and extending
the assessment timeline.

Accordingly, the results reported in this study are valid only within the implemented
scope. Any attempt to generalize efficiency differences between parallel and sequential
approaches must consider the impact of scope variations, which may influence not
only total effort and duration but also the relative magnitude of efficiency gains. Direct
comparisons should therefore be qualified by explicit reference to scope.

7.3 External Validity

The sequential case study (Table 3) provides the baseline for comparison with the parallel
approach. Across two automotive projects integrating processes for both ASPICE and
ASPICE for Cybersecurity, the parallel approach yielded a measurable reduction of 1.5
days in assessment duration. This controlled setting enabled a systematic evaluation of
efficiency gains from parallelization relative to the conventional sequential method.
These findings, however, are confined to the automotive domain. Regulatory require-
ments, industry standards, and development practices in other safety-critical sectors, such
as railway or avionics, may significantly alter assessment structures and timelines. For



980 Schlager C., Mashkoor A: Assessment with ASPICE and ASPICE for Cybersecurity Processes

instance, avionics assessments often require additional certification and safety-critical
verification, while railway assessments demand extensive supply-chain coordination and
interoperability checks. Such domain-specific factors may affect both the feasibility and
the efficiency of parallelization.

Organizational characteristics further modulate outcomes. Large, distributed projects
may face coordination challenges that diminish efficiency gains, whereas smaller, co-
located teams may benefit more strongly. Differences in tooling, process maturity, and
assessor expertise likewise influence results, suggesting that the observed 1.5 day reduc-
tion should be interpreted carefully outside the studied context. Future research should
replicate and extend these experiments in diverse domains to establish a broader empirical
basis for generalization.

8 Conclusion and Future Work

This paper presents a new approach to reduce the time required for conducting combined
assessments. The approach focuses on analyzing the work products (WPs) associated
with the processes of ASPICE and comparing them with those of ASPICE for Cyber-
security. By identifying overlaps and dependencies between the two domains, processes
that rely on the same WP can be scheduled closely together in time.

In practice, this alignment reduces duplication of effort, avoids repetitive discussions
during interviews, and ensures that the assessment team, as well as the interview partners,
can use their time more effectively. A concrete example illustrates the principle: the
WP 17-11 Software Requirements Specification is required both for SWE. I — Software
Requirements Analysis and for SEC.1 — Cybersecurity Requirement Elicitation. Under
traditional assessment planning, these two processes might be considered in separate
interview sessions, potentially with overlapping sets of participants. In the proposed
approach, SEC.] is intentionally scheduled immediately after SWE. I, since both rely on
the same underlying WP. This sequencing ensures continuity of discussion and allows
the interview partner, such as the cybersecurity manager, to directly build upon points
raised in the earlier session.

Figure 4 visualizes this optimized scheduling strategy and highlights how processes
from different domains can be aligned without losing methodological rigor. The proposed
approach was validated in Section 6, where it demonstrated a measurable reduction in
assessment time of approximately 1.5 days. This result was achieved without compro-
mising the depth or quality of the assessment, which underlines the efficiency potential
of process alignment based on shared WPs. Taking into account the supervision provided
by the LA and the feedback gathered from interview partners, the research question
posed earlier How can the duration of an assessment with ASPICE and ASPICE for
Cybersecurity processes in scope be reduced? can be answered as follows: time savings
are feasible if processes that make use of the same WPs are placed closely together in
the assessment schedule and if the correct interview partners, with relevant expertise,
participate in the corresponding interview sessions. For example, the presence of a cyber-
security manager during the SEC.1 interviews ensures that technical and organizational
aspects of cybersecurity requirements are addressed in detail, while also maintaining a
coherent link with the preceding SWE.1 process.

Nevertheless, the validation also revealed areas that warrant further attention. One
recurring piece of feedback from interview partners concerned the nature of the WP-
related questions. Specifically, they emphasized that these questions should not remain
on a purely descriptive level but rather become more technical and domain-specific. This
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means that instead of merely confirming the existence of a WP assessors should probe
the quality and suitability of its contents. Examples of such questions include: do the
cybersecurity system requirements explicitly relate to specific cybersecurity controls? Is
a consistent naming convention used across requirements, following established state-of-
the-art frameworks such as STRIDE, CVSS, or HEAVENS? Are traceability mechanisms
in place that connect security-related requirements to the broader system requirements
specification? These types of questions not only improve the robustness of the assessment
but also support the identification of weaknesses in project documentation and practices
that might otherwise remain hidden.

However, the introduction of more technical and in-depth WP questions could partially
offset the efficiency gains achieved by aligning processes. If assessors spend more time
evaluating the content of WPs against sophisticated criteria, the overall interview sessions
may become longer, particularly for projects that involve processes for both ASPICE and
ASPICE for Cybersecurity. This observation points to a trade-off between efficiency and
technical depth that requires careful consideration. Future research, therefore, explores
how to balance these two dimensions, for instance, by developing standardized technical
checklists or by tailoring the level of detail according to project maturity, risk profile, or
assessment scope.

In summary, the results suggest that process alignment based on shared WPs is a
promising strategy to reduce assessment duration while maintaining methodological
soundness. The measurable time savings of approximately 1.5 days demonstrate the
practical value of the approach, especially in complex projects where both ASPICE
and ASPICE for Cybersecurity processes are in scope. At the same time, feedback
from practitioners underscores the importance of continuously refining the assessment
approach to ensure that efficiency improvements do not come at the expense of technical
depth or reliability.
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