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1 Introduction

1.1 Privacy-preserving record linkage

Privacy-preserving record linkage (PPRL) addresses the problem of linking records
that represent the same individuals across several datasets without revealing sensitive
information of the individuals [Christen (2012), Christen et al. (2020)]. So far it has at-
tracted broad research attention. Various linkage protocols have been proposed. Interested
readers are referred to a short list of publications on PPRL that includes, but is not limited
to [Christen and Verykios (2012), Schnell et al. (2009), Ariel et al. (2015), Vatsalan and
Christen (2014), Christen et al. (2020), Nitz and Mandal (2024)].

In general, proposals to PPRL can be classified into those that require a third party
for performing the linkage and those that do not. The former are known as ‘three-party
protocols’ and the latter as ‘two-party protocols’. In three-party protocols, a (trusted)
third party (which we call the ‘linkage unit’) is involved in conducting the linkage, while
in two-party protocols only the two database owners participate in the PPRL process. In
this paper, we put our focus on the two-party protocols, whilst an overview of the current
approaches and challenges for the two-party PPRL has been given in [Chen (2020)].

Generally, two-party protocols start by the two database owners agreeing upon and
exchanging any required information, such as parameter settings, preprocessing methods,
encoding or encryption methods, and any secret keys that are required, and further
proceed by the secure transmission or exchange of encoded or encrypted attribute values
to conduct the linkage. The final step is to derive the identified linked records.

The advantage of two-party over three-party protocols is the fact that no database
records are shared with any external party, and thus there is no possibility of collusion
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between one of the database owners and the linkage unit. However, two-party proto-
cols could require more sophisticated encoding or encryption mechanisms because both
database owners know the full details of the agreed parameters or encoding/encryption
techniques, and therefore they can potentially perform attacks on the exchanged (en-
crypted) data between them to infer actual values from each other’s data. In other words,
the core encryption/encoding techniques need to ensure that each database owner cannot
infer any sensitive information (on the non-linked records) from the other database with
knowledge of both encrypted data sets and shared system parameters.

More formally, for the privacy analysis, we assume a semi-honest threat model. We
say that a two-party PPRL protocol is secure in a semi-honest model when neither party
can gain any information from the execution of the protocol other than the information
gained from the protocol’s output (and the other party’s input). The semi-honest security
model is contrasted to the malicious security model, where the latter allows adversaries
to arbitrarily deviate from the specified protocol while attempting to non-consensually
gain information from the protocol’s execution.

1.2 Identification via Channels

For the standard problem of transmission, the model was introduced by Shannon in his
landmark paper [Shannon (1948)] and shown in Fig. 1. The goal is to encode a message
in such a way that after it passes through a noisy channel, the message can be successfully
decoded at the receiver. It turns out that one can send messages that scale exponentially
with the block length and have the error probability of decoding arbitrarily small. For
this case, error control coding provides ways of adding redundancy into messages so
that the receiver can still determine the sent message correctly despite the noise added
during the transmission.

Message a —>| Receiver B What message did A send?

Sender A Transmission Channel

Figure 1: Model for standard transmission problem over channels

For the problem of identification via channels, the model was introduced by Ahlswede
and Dueck [Ahlswede and Dueck (1989)] and shown in Fig. 2. Differently from the
transmission problem, here the receiver is only interested in testing whether a particular
message was sent, but the encoder does not know which message the decoder wants. That
is, the encoder sends a message, a, but the decoder would like to know if message b is
sent. (Another interpretation in a multi-terminal setting is that, suppose that the sender’s
intended terminal is a; upon receiving information broadcast by the sender, each terminal
b could identify whether it is the intended recipient.) It turns out that one can design
systems such that the number of different messages/terminals one can identify grows
doubly exponentially with the block length. For this case, errors are considered in terms
of false identification and missed identification, and the idea behind the optimal coding
strategy is to map each message into a list of codewords and the encoder selects one
randomly; as long as the fraction of the pairwise overlap of these lists is negligibly small,
the error probabilities will be negligibly small.
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Message b

Transmission Channel Receiver B Did A send message b?

Figure 2: Model for identification problem over channels

1.3 PPRL Seen as an Identification Problem

Immediately we notice the similarity between the problem of identification via channels
and the problem of record linkage, especially if we consider the scenario of two-party
PPRL with one data holder A as the encoder, the other data holder B as the decoder, and
each record corresponding to a message/terminal. See Fig. 3 for the two-party PPRL
protocol reformulated as a model of identification via channels. For the record linkage,
data holder A sends information about record r, (e.g., an anonymized form of record r,,)
to data holder B. Data holder B tries to identify whether it is a match with record 13, he has
(e.g., via comparison between the anonymized form of r, with a similarly anonymized
record 13,). Clearly, once two data holders agree on using an identification code for the
two-party PPRL, the encoding procedure is conducted at one data holder to anonymize
its records, while the decoding procedure is employed at the other data holder to identify
whether the record pair is a match.

Record 1,

Record 1, Data Holder A Data Holder B Is r, a match with r,?

Transmission Channel

Figure 3: Model for record linkage problem in a 2-party PPRL protocol

1.4 Contribution and organization of the paper

Inspired by the observation of the similar formulation between two problems, in this
paper, we propose to use the identification codes that are designed for identification
via channels to the problem of two-party privacy-preserving record linkage. Benefiting
from the existing results on identification codes in information theory, we show that its
applications to the two-party PPRL allow an objective evaluation of both linkage quality
and privacy based on parameters of identification codes.

It is worth mentioning that existing constructions of identification codes in informa-
tion theory mostly aim to be optimal in the sense of identification capacity, which does
not immediately indicate an overall optimal performance when using those identification
codes in PPRL problems. In fact, the construction of identification codes that are desired
for PPRL are those that lead to good performance in linkage quality and privacy and, at
the same time, have low implementation complexity and thus scalability.

For the construction of identification codes, in general, we follow the proposal of
[Verdt and Wei (1993)] by first constructing an identification plus transmission code (IT
code) and then deriving the identification code (ID code) from the IT code. Moreover,
the IT code can be constructed by the concatenation of a transmission code and a binary
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constant-weight code (BSWC code). Among many existing proposals for the construction
of the BSWC code, we consider the proposal in [Kurosawa and Yoshida (1999)], instead
of the one proposed in [Verdt and Wei (1993)] (i.e., constructing the BSWC code via
concatenation of error-correcting codes, e.g., Reed-Solomon codes, the performance of
which is investigated in [Derebeyoglu et al. (2020), Lengerke et al. (2023), Hefele et al.
(2022)]). Experimentally we show that our choice of ID code by using the proposal in
[Kurosawa and Yoshida (1999)], i.e., constructing the BSWC code via e-almost strongly
universal (e-ASU) hash functions, leads to good linkage performance with acceptable
implementation complexity, especially in terms of computational efficiency.

The rest of the paper is organized as follows: in Sec. 2, we introduce the definition of
the identification code. In Sec. 3, we discuss the relationship of the different performance
measures used in the identification problem and PPRL problem. In Sec. 4, we describe
the construction of two concrete ID codes based on two concrete constructions of e-ASU
hash functions. In Sec. 5, we present our proposal to apply the identification code to the
two-party PPRL. The performance analysis and experimental study are discussed in Sec.
6. Finally, we conclude and point out directions of future research in Sec. 7.

2 Preliminaries

Before proceeding, we provide some definitions that will be useful in the problem setup,
especially to distinguish between the definition of codes used for error control and codes
for identification. In general, we assume a channel with input alphabet .4 and output
alphabet B. We also notice that the scenario of PPRL corresponds to the noiseless channel
in which A = B.

2.1 Transmission code
For the transmission problem, we use (n, L, \) to denote a transmission code that satisfies

Pr{s is decoded at receiver | s is sent by transmitter} > 1 — X,

for each message s, where each codeword has length n and there are L messages. The
rate of an (n, L, \) transmission code is + log L.

2.2 Identification plus Transmission code (IT code)

Han and Verdu [Han and Verdu (1992)] also introduced the model of identification plus
transmission code (IT code), where a central station wishes to transmit one of the M
messages to one of the N terminals (suppose that codeword f(a, m), of length n, is
sent for message m to terminal a). Upon receiving the codeword, each terminal decides
whether it is the intended recipient of the message and if so it decodes the message. The
decoding reliability of which is measured by (A1, A2) as follows:

1. for each terminal a :

a decides that it is the intended | a is the intended recipient,
P e ; ; ; >1— )\,
recipient, m is decoded m is transmitted
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2. for any pair of terminals b # a :

b decides that it is the intended | a is the intended recipient, <
recipient m is transmitted =72

where the probability is taken over all codewords for terminal a in both equations. The
rate-pair of an (n, N, M, A1, A2) IT code is (+ log M, % loglog N).

2.3 Identification code (ID code)

Given any (n, N, M, A1, A2) IT code, one can immediately construct an (n, N, A1, A2)
ID code by choosing m randomly over {1, -- , M} in the encoding function f(a, m)
foreacha =1,--- , N. We use (n, N, A1, \2) to denote the obtained identification code
(ID code), which satisfies

1. for each terminal a :

Pr{a decides that it is intended | a is the intended recipient} > 1 — A,

2. for any pair of terminals b # a :

Pr{b decides that it is intended | a is the intended recipient} < Ao,

where the probability is taken over all codewords for terminal a in both equations, each
codeword has length n and there are N terminals. The rate of an (n, N, A1, A2) ID code
is 2 loglog V.

3 Relationship between )\, A\, and precision, recall, specificity

For each encoding and decoding that corresponds to a record comparison in two-party
PPRL, the decoding result can be assigned into the following 4 categories: True positives
(TP), False positives (FP), True negatives (TN), False negatives (FN). In particular, we
have

Pr{TP} =Pr{b decides it is intended & b = a | a is the intended recipient};
Pr{FP} = Pr{b decides it is intended & b # a | a is the intended recipient};
Pr{TN} = Pr{b decides it is not intended & b # a | a is the intended recipient };
Pr{FN} =Pr{b decides it is not intended & b = a | a is the intended recipient}.

Note that if an (n, N, A1, A\2) ID code is employed, we have

Pr{b decides it is intended | a is the intended recipient & b =a } > 1 — Ay;
Pr{b decides it is intended | a is the intended recipient & b # a } < As.
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Recall that in the context of record linkage [Christen (2012), Christen et al. (2020)],

Pr{TP Pr{TP
Precision = r{TP} ; Recall = r{TP} .
Pr{TP} + Pr{FP} Pr{TP} + Pr{FN}
Pr{TN
Specificity = r{TN}

Pr{TN} + Pr{FP}"

Then for the employed (n, N, A1, A2) ID code, it is easy to derive the following relation-
ships (see [Chen (2024)] for a detailed derivation):

Pr{TP
Precision > r{TP}

= Pr{TP} + Ay’ Recall > 1 — Ay;  Specificity > 1 — Ao.

In general, smaller A;, Ay imply better precision, recall and specificity scores.

4 Construction of ID codes

4.1 Binary constant-weight code (BCWC)

Definition 1 An (L, N, M, K) binary constant-weight code is a set of N binary strings
of length L and Hamming weight M such that the pairwise overlap (maximum number
of coincident 1's between any two codewords) does not exceed K.

Any (L, N, M, K) binary constant-weight code can be described by an N x M incidence
matrix on {1,--- , L} s.t. the row (s(a, 1),--- , s(a, M)) gives the locations of the M
1’s in the ath codeword, for every a € {1,--- , N}. Define

_log M _loglog N K

B

T logL’ PT TlogL M T M

where (3 is called the weight factor, p is called the second-order rate (as opposed to the
first-order rate % log N), and p is called the overlap fraction of the binary constant-weight
code.

4.2 Construction of ID codes via BCWC

Verdu and Wei [Verdu and Wei (1993), Proposition 1] showed that an IT code can be
obtained by concatenating a transmission code with a binary constant-weight code.

For the transmission code, we consider the special case where the underlying channel
is noiseless, that is, A = B and no errors would occur during the transmission from
the sender to the receiver (thus A = 0). For such a case, a one-to-one mapping can be
used for the encoding and decoding purpose. For instance, taking A = B = {0, 1} and
n = |log, L|, one can define for this transmission code an encoding function ¢(-) that
maps s to the binary representation of s — 1 for s € {1,---, L} in n bits. Since the
channel is noiseless, the decoding function could be simply the inverse mapping ¢~ (-).

According to [Verdt and Wei (1993), Proposition 1], an (n, N, M, 0, u) IT code can
be obtained by concatenating an (n, L, 0) transmission code with an (L, N, M, uM)
binary constant-weight code. Furthermore, an (n, N, 0, 1) ID code could be obtained
from the (n, N, M, 0, u) IT code, the encoding and decoding of which are described in
Algorithm 1 and 2, respectively.
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Algorithm 1 Encoding of an (n, N, 0, 1) ID code from the (n, N, M, 0, 1) IT code via an
(n, L, 0) transmission code with an encoding function ¢(-) & an (L, N, M, uM) binary
constant-weight code with an incidence matrix S.

Input: Intended terminal a. >a€{l,---,N}L
1: Randomly choose m over {1,--- , M}.
2: Compute codeword ¢ := ¢(S(a, m)). > ¢(-) is the encoding function of the

(n, L, 0) transmission code.
> S(a, m) is the element of S in the a-th row, m-th column.
Output: Codeword c.

Algorithm 2 Decoding of an (n, N, 0, 1) ID code from the (n, N, M, 0, 1) IT code via
an (n, L, 0) transmission code with a decoding function ¢—1(-) & an (L, N, M, uM)
binary constant-weight code with an incidence matrix S.

Input: Terminal b and codeword ¢'. >be{l,---,N}.

1: Compute s’ := ¢~ 1(c'). > ¢~ 1(-) is the decoding function of the (n, L, 0)
transmission code.

2: if s € S(b,x) then > S(b, %) is the set of elements in the b-th row of S.
3: flag < TRUE; > b declares that it is the intended recipient.
4: else
5: flag + FALSE; > b declares that it is not the intended recipient.
6: end if

Output: flag.

4.3 Construction of BCWC via e-Almost Strongly Universal Hash Functions

While some explicit constructions of BCWCs (e.g., via concatenation of error correcting
codes) were presented in [Verdu and Wei (1993)] that lead to ID codes that are optimal
for identification; in [Kurosawa and Yoshida (1999)], different constructions of BCWCs
(e.g.: via e-almost strongly universal hash functions) were proposed. In this section, we
consider the constructions of BCWCs (and eventually ID codes) proposed in [Kurosawa
and Yoshida (1999)].

Let X and Y be finite sets such that |X'| > ||, and H be a set of functions such that
h:X — Yforeachh € H.

Definition 2 We say that H is an e-almost strongly universal (e-ASU) class of hash
functions provided that the following two conditions are satisfied.

— forany x € X,y € ), there exist exactly %functions h € H such that h(x) = y;

— from any two distinct elements x1, xo € X and for any two (not necessarily distinct)
elements y1,y2 € Y, there exist at most e% functions h € H such that h(zx;) =
Yi, i=1,2.

Let H be an e-ASU class of hash functions from X to ). The incidence matrix of H
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is an |X||Y| x |H| binary matrix defined by

1, if h(x) = y;
((z,y), h)-th element = 1 ¢, (2)=yy = {0, otherwise.

Then the incidence matrix of H is an (L, N, M, K) binary constant-weight code with

_ M

- ) K - 9
V] Ry

L=H], N=I[x[Y], M
and the overlap factor u = 4; = e.

4.4 Construction of the ¢-ASU class of hash functions

Let ¢ be a prime power and let 1 < k < q. Let X = {(ay,--- ,ax)|a; € GF(q)} and
Y = {the elements of GF(q)}.

4.4.1 1D code Cq

den Boer [den Boer (1993)] described the following e-ASU class of hash functions from
Xto):

Definition 3 For Vey,e1 € GF(q), let
Bieo,ey (@1, - ap) = €o + arey + -« + agel.

Then G(q, k) = {P(ey,e,)} is an e-ASU class of hash functions from X to Y such that
|G(q, k)| = q* and e = g.

Such an e-ASU class of hash functions implies an (L, N, M, M) binary constant-weight
code with
G (g, k)| k

L=16(¢.F)l=q* N=I[X|Y]=q"", M==py =¢ u=e=_

If we consider an (n, L, 0) transmission code with n = 2 and L = ¢ (i.e., each
codeword is of length 2 over GF(q)); and an (L, N, M, uM) binary constant-weight
code constructed by G(q, k) as defined above with L = ¢*>, N = ¢"*!, M = ¢ and
= %, then we obtain a (2, ¢**1,0, %) ID code C; according to [Verdu and Wei (1993),

Proposition 1]. Note that this code could identify N = ¢**! terminals. Each terminal
can be indexed by (a, o), where a = (ay,- -+, ax) with a; € GF(q) fori =1,--- |k
and « is an element of GF(q).

The encoding and decoding of this specific ID code instance are described in Algo-
rithm 3 and 4, respectively. Compared with the general ID codes constructed by using
binary constant-weight codes, this specific construction offers a few advantages. It pro-
vides efficient encoding and decoding algorithms (i.e., reduced computational complexity
for each encoding-decoding procedure). Besides, there is also no need to store the NV by
M incidence matrix S at both the encoder and decoder (thus saving the storage cost at
both sides).
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Algorithm 3 Encoding of the C; : (2,¢*1,0, %) ID code

Input: Intended terminal (a, cv). >a=(a, - ,ax) € GF(q)* and o € GF(q).
1: Randomly choose e; over GF(q). > A random choice from those ¢ choices of
(60, 61) s.t. h(ewl)(a) = Q.
2: Compute eg s.t. eg + aje; + - -+ + apel = a.
Output: Codeword (eq, e1). > eg, e1 € GF(q).

Algorithm 4 Decoding of the C; : (2, ¢**1,0, g) ID code

Input: Terminal (b, 3) and codeword (eq, e). >b= (b1, - ,bx) € GF(q)* and

B € GF(q).
1: ifeg +brey + - - - + byel == 3 then > Check whether A, .,)(b) =  hold or not.
2 flag + TRUE; > (b, 8) declares that it is the intended recipient.
3: else
4 flag «+ FALSE; > (b, B) declares that it is not the intended recipient.
5: end if

Output: flag.

4.4.2 1D code Co

Stinson [Stinson (1994)] showed a composition construction of an e-ASU class of hash
functions as follows.

Proposition 1 [Stinson (1994), Theorem 5.5] Let C' = (n,|C|, d) be an error-correcting

code over an alphabet X . Let H be an e-ASU class of hash functions from X to Y. Then

Jorall i with 1 < i < nandVh € H, define a hash function g¢; ) : C — Y by the rule
9(i,n) () = h(the i-th symbol of the x-th codeword of C)

Let Ho = {9(,n) }- Ho is an E-ASU class of hash functions from C and Y such that

d
€:E+1_ﬁ; |He| =n|H|.

Take C by a [¢*, ¢'] Reed-Solomon code over GF(¢") s.t.
— the length of a codeword is n = ¢*;
— the number of codewords is |C| = (qk)qt;

— the minimum Hamming distance is d = ¢* — ¢* + 1.

Let G = (G1,--- ,G ) be a generator matrix G = (G1,--- ,G k) of C.
Let H be the %—ASU class of hash functions as defined in Definition 3.
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Then, according to Proposition 1, we obtain a é&-ASU class of hash functions from C to
Y such that

k d k 1 1
+

F—t ok
q

_ |HC‘:nq2:qk+2-
q n q (¢

Furthermore, such an é-ASU class of hash functions implies an (L, N, M, K) binary
constant-weight code with

N =[Cl[Y] = g"*1,

_ _ Hol _ k41
M =57 =4

)

- K=l = k" + 41 g,

where t < k < g and ¢ is a prime. It is easy to calculate this binary constant-weight code
has the overlap fraction i as follows:

If we consider an (n, L, 0) transmission code withn = k+2and L = ¢“*2 (i.e., each
codeword is of length k + 2 over GF(q)); and an (L, N, M, M) binary constant-weight

code as defined above with I = ¢*+2, N = ¢*k4'+1 M = ¢"1 and p = §+ qk{t — ﬁ’

then we obtain an (k + 2, ¢*7 1,0, S + q,},t — q%) ID code Cs according to [Verdi and

Wei (1993), Proposition 1]. Note that this code could identify N = q’“ft+1 terminals.
Each terminal can be indexed by (a, o), where a = (a1, -+ , a, ) with a; € GF(g*) for
i=1,---,q" and « is an element of GF(gq). The encoding and decoding of this specific
ID code instance are described in Algorithm 5 and 6, respectively.

Algorithm 5 Encoding of the Cy : (k + 2, "' 1,0, % + q,}_t - qik) ID code

Input: Intended terminal (a, «r), generator matrix G = (G'1,- -+, G ) of [¢", q'] Reed-
Solomon code C. >a=(ar, - ,aqq) € GF(¢*)?" and
a € GF(q).

1: Randomly choose i € GF(¢").
2: Calculate the i—th symbol of a’s codeword in C, by x = aG; over GF(¢*), and
denote its vector representation over GF(q) as x = (xy,- -+ , xg).
3: Randomly choose e; over GF(q).
4: Compute g s.t. eg + z1€1 + - + el = .
Output: Codeword (i, e, e1). >i € GF(¢¥) and eg, e; € GF(q).
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Algorithm 6 Decoding of the Cy : (k + 2, ¢*7' 11,0, % + = — qik) ID code

qk—t
Input: Terminal (b, 3), codeword (i, g, 1), and generator matrix G = (G\, - -+, Ggr)

of [¢*, ¢'] Reed-Solomon code C. bb= (b, - ,by) € GF(¢¥)" and
B € GF(q).

1: Calculate the i—th symbol of b’s codeword in C, by y = bG; over GF(¢"), and
denote its vector representation over GF(q) asy = (y1, -+ , Yk)-

2: ifeg +yier + - + yref == 3 then

3: flag < TRUE; > (b, ) declares that it is the intended recipient.

4: else

5 flag + FALSE; > (b, 8) declares that it is not the intended recipient.

6: end if

Output: flag.

5 Using ID codes in two-party PPRL

For a two-party PPRL, suppose that data holder A sends the anonymized data set to data
holder B; and data holder B conducts the linkage based on the anonymized data set from
A and its own data set. Then an ID code could be used in a two-party PPRL protocol by
considering each record as a terminal. In more detail, the record anonymization procedure
at the data holder A for each record is corresponding to the encoding procedure by taking
the record as input, whilst the record linkage procedure at the data holder B for each
record pair is corresponding to the decoding procedure by taking the received codeword
and record at B as input. The decoding outputs a TRUE or FALSE to flag a match or
non-match of the record pair.

More specifically, an (n, IV, 0, 1) ID code can be used to link any two records from
N different entities. And, for each record, a codeword of length n needs to be transmitted
from data holder A to data holder B. According to the discussion in Sec. 3, a simple
application of the code (using a single match key as shown in [Chen (2024)]) offers a
performance for the two-party PPRL with Recall = 1 and a Specificity > 1 — p.

5.1 Using multiple match keys

Note that inconsistency between matching variables can occur in a number of different
forms. A single match key alone might not be able to resolve all the inconsistencies that
occur between records belonging to the same individual or identify every individual
uniquely. Here we can use multiple match keys, each made up of different combinations
of personal identifiers and designed to resolve a certain type of inconsistency that often
occurs between records belonging to the same individual. Furthermore, we can use an
OR-construction of the linkage scheme that is based on a unique match key, as the one
proposed by the Office for National Statistics UK (ONS) [ONS (2013)]. Clearly, for the
sake of the linkage performance, match keys should be carefully chosen so that they
retain a high level of uniqueness for the majority of records to be matched and at the same
time eliminate some of the discrepancies between matching pairs. Interested readers are
referred to [ONS (2013), Figure 5] for the structure of the possible match keys and the
uniqueness of those keys.
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Assume that both database owners A and B have agreed upon a series of multiple
match keys (assume in total p different match key constructions), and an ID code for
the anonymization and linkage in the two-party protocol. (Note that multiple ID codes
could be used, for instance, one ID code for one specific match key construction.) For
simplicity, we only detail in the following the scheme with one agreed ID codes. Besides,
we assume that the data sets at both data holders have been deduplicated.

Furthermore, we assume an (n, N, 0, 1) ID code is known to both data holder A and
data holder B. And, this ID code is obtained by concatenating an (n, L, 0) transmission
code with an (L, N, M, uM) binary constant-weight code (that is described by the N
by M incidence matrix 5).

The two-party protocol using multiple match keys based on one ID code can be
described as follows.

At data holder A,

— for each record i, the quasi-identifiers are transformed into a series of match keys,
ie., mki1,---,mk;,. (Note that some of the match keys might be impossible due
to the missing data problem.)

Then for each match key construction j, where j = 1, - - - , p, remove the empty or
duplicated match keys and only keep the unique ones.

Now suppose that {41, --- ,;} is a list of indexes, indicating under which construc-
tions the multiple match keys are generated and unique for record . (Note that [
could be different for each record at data holder A.)

To apply the ID (n, N, 0, ) code, mk; ; € {1,--- ,N} for j = iy,--- ,4; are
prepared.

— Consider record i. For each j € {iq,---,4;}, taking mk; ; as the input to the
encoding procedure of the agreed (n, N, 0, ) ID code (see Algorithm 1), each
output gives an anonymized form of the record ¢. More specifically, S(mk; ;,7; ;) is
the output if taking the encoding and decoding function of the (n, L, 0) transmission
code to be the identity function (here r; ; is randomly chosen over {1,--- , M} in
the encoding procedure).

For each record 4, in total I anonymized forms, i.e., {(j, S(mki ;,7:;))|7 € {i1,
- ,41}}, are generated using [ different match keys.

After this is done, data holder A sends the list of {(j, S(r; ;, mk; ;))|j € {i1,--- ,u}}
to data holder B. Since S(mk; ;,r; ;) takes values over {1,--- , L} and j takes values
over {1,--- , p}, for each record, maximal p - |log, pL| bits need to be transmitted to
data holder B for linkage purpose.
At the data holder B, upon receiving from A the list {(j, S(r; ;, mk; ;)i € {i1,
- ,4;}} as an anonymized version of record r 4, B tries to decide whether r 4 is a match
or not with its record r 5. Due to the OR-construction of this scheme, the matched records
could be identified due to possessing at least one private match key. The detailed steps
are given as follows:

— Recall that {7y, - - - ,4;} indicates the specific match key constructions used by record
Irpa.
Accordingly multiple match keys under the same constructions are generated for
record rp.

We suppose that there are in total I’ match keys are generated, where I’ < [. (Note
that I’ < [ may happen due to the missing data problem in the data set at B).
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— For these I’ match keys, a match will be identified if there is at least one indexed by
7', under the j’-th construction (from a total of p different constructions of match
keys), the match key for record rp is mk’,, and mkj, = mk; ;.

In particular, data holder B employs the decoding procedure (as described in Al-
gorithm 2) of the agreed (n, N, 0, u) ID code. If mk, = mk; j, then it is clear
that S(mk; jr,ri ;) € S(mkj, %), where S(mkj,, x) is the set of elements in the
mk;,—th row of S. The decoding algorithm will return flag = TRUE and this results
in a match.

In general, this multiple match keys scheme based on one ID code has a Recall = 1
and Specificity > (1 — p - p).

5.2 Some observations
For the proposed scheme, we have the following observations:

— Record-level flexibility with the multiple match keys generation: once the total
number and the different constructions of the match keys are agreed upon between
two data holders, data holder A has the flexibility to generate a certain number
of match keys according to its record-level data quality to facilitate the linkage
performance.

— Probabilistic encryption of records: in the two-party PPRL protocol based on the ID
code, M different values of r; ; could be randomly chosen for each specific match
key construction.

— Low communication cost: data holder A just needs to send the encrypted data set
to data holder B once. Differently from the two-party protocols that are based on
multi-party secure computation techniques, this is a one-shot game with a low
communication cost.

— Identification of match or non-match: note that the match keys under p constructions
can be pre-computed at each data holder. Using the ID codes, match and non match
are indicated by a verification equation.

— Minimal leakage beyond the matching status: using the ID code, only match and non-
match are derived between records, without involving the calculation of similarity
tables or the distance profiles between records (which may leak a significant amount
of information and are susceptible to frequency attacks).

— A primitive for multi-party PPRL: this scheme could conveniently serve as a funda-
mental element in a multi-party PPRL scheme without a linkage unit.

— Further possibilities to improve the performance: this scheme, using one ID code
with multiple match keys, can be extended to use different ID codes for different
match keys to reduce the transmission cost and improve the overall specificity.
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6 Performance analysis

For simplicity of the performance analysis, in this section, we focus on the scenario of
applying ID code to two-party PPRL using a unique match key. Assume data holder A and
data holder B each hold a set of records, independently chosen from the population. To
conduct the record linkage, data holder A and data holder B agree on using an (n, N, 0, i)
ID code, which is obtained by concatenating an (n, L, 0) transmission code with an
(L, N, M, uM) binary constant-weight code (that is described by the N by M incidence
matrix .S). Straightforwardly, we have the following interpretation of the parameters (if
applying this code to 2-party PPRL with a single match key):

N : the maximal number of entities that can be identified, i.e., identification capacity.

n : the length of the codeword, i.e., the number of digits that data holder A needs to
transmit to data holder B for each record, i.e., transmission cost.

M : the maximal number of anonymized forms that can be generated for each record,
i.e., randomness for anonymization.

Pr{TP}

priTPye and

1 : probability of false identification that leads to Precision >
Specificity > 1 — p.

Let C denote the (n, N, 0, 1) ID code shared at both data holders. For each record r 4,
wherery € {1,---, N}, data holder A sends a codeword ¢(r 4 ), which is an anonymized
form of r4, to data holder B. A natural question is that, how much information does data
holder B gain on record r4 by receiving ¢(r4)? This information gain at data holder B is
measured by

H(ralrp,C) — H(ralc(ra),rB,C),

where H(-) is the entropy function. In other words, this is the information leakage
about r4 from data holder A. The less it is, the better the privacy. Besides, a normalized
definition is the relative information gain that is measured by

H(I‘A|I‘B,C) — H(I‘AIC(I'A),I‘B,C) or H(I‘A‘I‘B,C) — H(I‘A|C(I'A),I‘B,C)
H(ralC) log, N ’

Proposition 2 The information gain at data holder B is < log, % bits.

First we note that

H(rale(ra),rs,C) = H(ra,c(ra)lrs,C) — H(c(ra)lrs,C)
= H(I‘A|I'B,C) =+ H(C(I‘A)‘I'A,I'B,C) — H(C(I‘A)‘I'B,C).

Then the information gain at data holder B is

H(ralrg,C) — H(ralc(ra),r5,C) = H(c(ra)|tp,C) — H(c(ra)|ra,t5,C)
= H(c(ra)lrp,C) — H(c(ra)lra,C)
< 10g2 L— 10g2 Ma

where the last inequality is because
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1. H(c(ra)lra,C) = log, M. This is because given the code C (with incidence matrix
S), ¢(r4) is chosen randomly from the locations of M 1’s in the row of matrix S
that is corresponding to r4;

2. H(c(ra)lrp,C) < H(c(ra)) < log, L, since conditioning reduces entropy and
¢(ra) takes value over {1,---, L}.

So the information gain at data holder B is < log, % bits and the relative information
log, L/ M

gainis < log, N

6.1 Shared parameters

To apply an ID code to a two-party PPRL protocol, the ID code needs to be shared by
data holder A and data holder B for the purpose of the successful linkage. For the ID code
is constructed via an (L, N, M, M) binary constant-weight code that is described by an
N by M incidence matrix .S (as discussed in Sec. 4), the storage cost for the incidence
matrix S could be expensive, especially if both data holders have to store the codebook
and when NV is large (which is supposed to be at least as large as the size of the merged
data set A and B).

Some specific constructions of the (L, N, M, uM) binary constant-weight codes
could avoid such problems. For instance, the construction via the e-ASU class of universal
hash functions as discussed in Sec. 4.4.1 is an attractive option, with which there is no need
to store the incidence matrix .S at both data holders to facilitate the encoding and decoding
procedures (see Algorithms 3 and 4; S is not needed for both the encoding and decoding
procedures). However, we notice that the construction involving a Reed-Solomon code
C, as discussed in Sec. 4.4.2 requires that both data holders share the generator matrix G
of C in GF(q") (see Algorithms 5 and 6), which can be costly in memory to produce
and easily become too large to handle, as being noticed in [Derebeyoglu et al. (2020)].

6.2 Computational cost

For the ID code constructed via an (L, N, M, uM) binary constant-weight code that is
described by an N by M incidence matrix S (as discussed in Sec. 4), the computation
cost for the anonymization or linkage could be expensive, especially when M is large.

Again, some specific constructions of the (L, N, M, uM) binary constant-weight
codes could offer efficient encoding and decoding of the ID code (and thus efficient
anonymization and linkage). Here the construction via the e-ASU class of universal
hash functions as discussed in Sec. 4.4.1 is again an attractive option also in this aspect.
Especially for the decoding procedure, instead of checking whether the received codeword
belongs to a set of M elements, only one equality needs to be checked (see Algorithms 2
and 4). However, we notice that the construction involving a Reed-Solomon code C' as
discussed in Sec. 4.4.2 requires the calculation in extension field GIF(¢*) (see Algorithms
5 and 6), which can be very computationally expensive, as being noticed in [Derebeyoglu
et al. (2020)].

6.3 Some concrete choices of ID codes

Consider the following two concrete ID code families as we discussed in Sec. 4.4:
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1. Cy :the (2,¢"*1,0, %) ID code;

2. Cy:the (k+2,¢*'+1,0, 1) ID code with pr = & 4+ L — J-and t < k.

Some observations on performance evaluation can be made as shown in Table 1.

‘ Performance ‘ (2,¢"+1,0, %) ID code ‘ (k+2,¢"+1)0, g + qkl,L - q%) ID code ‘
Identification capacity gttt g
Transmission cost 2log, g bits (k + 2) log, ¢ bits
Randomness for anonymization | log, g bits (k + 1) log, g bits
Prob. missed identification 0 0
Prob. false identification < % < % + qk—l,, — q%
Information gain < log, ¢ bits < log, ¢ bits
Relative information gain < %_H < kq} =

Table 1: Performance of C1 and Cs in 2-party PPRL with unique match key

If the records are uniformly distributed over {1, - - - , N'}, then code C; offers arelative
information gain < ;=; whilst code C; offers a relative information gain < 7.

It is worth mentioning that the probability of false identification  is the probability
to link a random pair of records erroneously. Suppose that the data holder A has a dataset
of n4 records, while data holder B has a dataset of n g records, and there are nj, true
matches between these two datasets. Then an estimate for the number of erroneously
linked pairs of records is given by u - (na — nys) - (np — nar) and upper bounded
by u - nanp. For instance, if ID code C; is used for the record linkage, to obtain a
low homonym error rate, (k, ) can be chosen such that % -nanp < 1, which leads to

q > knang.

6.4 Comparison to hash-based two-party PPRL
6.4.1 Data

We are using the ‘voter ID data’ that is available at https://dl.ncsbe.gov/index.html?prefix=
data/. The data sets at data holder A and B are generated by independently sampling the
‘voter ID data’ with sampling size ranging from 500 to 2500 records.

6.4.2 Linkage

For comparison purposes, the first and last name attributes are merged into a single string
per record. The following 3 methods are considered:

— plain text, i.e., data holder A sends the strings in plain text to data holder B;
— Hash, i.e., data holder A hashes the strings and then sends them to data holder B;

— ID code, i.e., data holder A applies the ID code to (the hash of) each string and then
sends the coded version to data holder B.

The experiment is set up to simply compare the anonymization time by using hash and
ID code and the linkage time by using these three different methods.


https://dl.ncsbe.gov/index.html?prefix=data/
https://dl.ncsbe.gov/index.html?prefix=data/
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6.4.3 Implementation details

All 3 different encoding methods and linkages are handled using R 4.0.1. In particular,
the R package fastdigest [Becker and Jenkin (2015)] is used to create 128-bit hashes of
randomly drawn strings. For the ID code, we choose different (k, ¢) values in code C; to
illustrate how they impact on the performance.

6.4.4 Linkage quality measures

For simplicity, we take the plain text comparison as the golden standard and only consider
the exact matching (with a single match key).

Setting different parameters (k, ¢), one can obtain different ID codes. As one can see
from Fig. 4, ¢ plays an important role in the linkage quality, which is reflected by MPR
(mean of precision and recall). In general, the larger is ¢, the better the MPR. Especially,
the largest choice, ¢ = 82589933, is larger than kn 4np for the choices of k,n4,np
in the experiments. As expected, it gives the best performance on the linkage quality.
Besides, we also notice that increasing k does not imply an improve on MPR, although
it could potentially improve the privacy (in terms of relative information gain) as given
in Table 1.

q

0.99 —e— 86243

—e— 900007

6972593

82589933

S

500 1000 2000 2500

1500
File Size

Figure 4: MPR for ID code with different (q, k) settings

6.4.5 Complexity

In general, it takes data holder A (whose task is mainly the anonymization, which has a
linear complexity) much less time than data holder B (whose task is mainly the linkage,
which has a square complexity) in a two-party PPRL protocol. For each data holder
who has a data set with around 1000 records, anonymization takes about 104 ~ 103
minutes, as one can see from Fig. 5; while linkage takes about 10~2 ~ 10! minutes, as
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one can see from Fig. 6 and 7. Now let us consider only the hash and ID code. As one
can observe from Fig. 5 and Fig. 6, for both the anonymization and the linkage phase,
using hashing (especially with pre-computation of the hash values of the records) is
more time efficient than using ID codes. Nevertheless, it is worth mentioning that if the
pre-computation of the hash values is not employed in the hash-based method, then ID
code verification, i.e., linkage, can be faster, as shown in Fig. 7.

Method
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—4— D code

0.0015
- Plain

/I

Anonymization Time in Minutes
g
8
=
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0.0000 L - - - ]
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Figure 5: Comparison on Anonymization Time
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Hash —

—4&— ID code
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o
3
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o
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Figure 6: Comparison of Linkage Time (Hash-based Method - with Precomputation)
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Figure 7: Comparison of Linkage Time (Hash-based Method - Without Precomputation)

6.4.6 Dictionary attack

In this section, we discuss the security of the hash-based approach and the ID code based
approach against a dictionary attack.
In a dictionary attack, it is assumed that the attacker

— has access to an encoded database; and
— knows the encoding method and all relevant parameters.

Using publicly available data, ideally a large database covering a full population, the
attacker can apply the encoding method on all values in the public database to see if any
generated value matches with a value in the encoded database. In this way, the attacker
learns the plaintext of the matching record in the encoded database.

It is easy to see that the hash-based encoding method, if without involving any secret
key in the encoding process, is not secure against a dictionary attack [Christen et al.
(2020)]. While using the ID-code based method as a keyless approach, the same record
can be encoded into different values (e.g. ¢ different values if the ID code C; is used).
Moreover, the ID-code-based approach allows a tiny probability of false identification
(e.g., up-bounded by k/q if the ID code C; is used). In a dictionary attack, this means that
there could be more than one record from the publicly available database that matches to
one encoded record in the encoded database, (especially if the number of records in the
full population is larger than ¢/k in case that the ID code C; is used), which makes the
unique identification of the encoded record difficult or even impossible. Nevertheless,
we notice that a dictionary attack can be still effective, especially in narrowing down the
possible plaintexts of the matching records.

Nevertheless, it is worth mentioning that there are alternatives to the hash-based
method that involve a secret key pre-shared between database owners that could make it
a nearly impossible task for an attacker to conduct a dictionary attack. One alternative is
simply to concatenate each record with a secret key before the hashing takes place, as
mentioned in [Christen et al. (2020)], where the security relies on the preimage resistance
of the hash function and the secrecy of the key. Another alternative (suggested by Prof.
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Frederik Armknecht), which involves a pre-shared secret key and allows encoding each
record differently, is described as follows:

Let mk denote the match key formulation of the record. We assume that data holders
A and B share a key key and use some secure block cipher like AES in a secure mode of
operation, e.g., CBC.

As described in Algorithm 7, data holder A does the following:

— For each mk, data holder A chooses a random value r as the initial value.

— Compute ¢ = Enc(key, r, Hash(mk)), i.e., encrypt Hash(m#k) under key key and
an initial random value 7.

— Send the pair (r, ¢) to data holder B.

Algorithm 7 Encoding of the Hash-based Alternative with a Pre-shared Key

Input: Record in match key transformation as mk, pre-shared key key.
1: Randomly choose a random number 7.
2: Compute ¢ = Enc(key, r, Hash(mk)). > Enc(-) could be the encryption of AES in
a secure mode of operation, e.g., CBC.
Output: Codeword (r, ¢).

As described in Algorithm 8, data holder B does the following:
— For each pair (r, ¢) it receives from A, data holder B computes h = Dec(key, r, ¢).
— Checks if h appears in its database.

Note that we assume that data holder B has already prepared a sorted list of Hash(mk)
for all records in its database, as in this way the linkage can be made more time-efficient.
That is, for each h it computes, it checks if h can be found in the list. If it is found in
the list, then the respective record from data holder A is also contained in the database
at data holder B with overwhelming probability. Otherwise, we declare that there is no
match in database B to the respective record from data holder A. The security of this
alternative scheme relies on the preimage resistance of the hash function and the security
of the encryption procedure.

Clearly, involving a secret key pre-shared between database owners serves as an
effective countermeasure against a dictionary attack. This idea can also be conveniently
used to strengthen the ID code-based approach.

7 Conclusion

In this paper, we show that the identification problem over channels in information
theory also models the record linkage problem. This observation inspires us to apply
the identification codes to the privacy-preserving record linkage problem. Note for the
PPRL, linkage quality is typically evaluated experimentally, and for privacy, there are
no clearly stated privacy criteria in the legislation [GDPR], and so far no commonly
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Algorithm 8 Decoding of the Hash-based Alternative with a Pre-shared Key

Input: Record in match key transformation as mk, pre-shared key key and (r, c).

1: Compute h = Dec(key,, c) > Dec(-) is the decryption function of Enc(-).
2: if h == Hash(mk) then

3 flag < TRUE; > It is declared as a match.
4: else

5 flag < FALSE; > It is declared as a mismatch.
6: end if

Output: flag.

accepted privacy measures available that allow an objective evaluation. Our approach
of identification code could provide an objective evaluation on both linkage quality
(by diminishing the probability of false identification) and privacy (by up bounding
the relative information gain) based on parameters of the concrete identification codes
implemented.

Furthermore, we show some concrete construction of identification codes and demon-
strate the advantage of their application in PPRL over the classical hash-based approaches.
Our numeric results suggest that a good linkage performance can be achieved; the com-
putational efficiency is comparable to the hash-based method; and it has an advantage
over the hashed-based method against the dictionary attack (while both schemes can be
strengthened by introducing a pre-shared key) and in the transmission cost (while the
identification code can be considered as a light-weighted hash).

We also notice that, despite the formulation similarity between the PPRL and the
identification problem, there are different interests from the respective communities.
For the identification problem, it is addressed with more focus on the fundamental
limits [Ahlswede and Dueck (1989), Ahlswede and Zhang (1995)] (e.g., on capacity-
achieving construction of identification codes), while the implementation complexity
often is the bottleneck that hinders the application of such codes in practical systems
[Derebeyoglu et al. (2020), Lengerke et al. (2023), Hefele et al. (2022)]. Although the
capacity-achieving ID code could offer better privacy (by relative information gain, as
for code Cs in Table 1), for the PPRL problem, the linkage quality and implementation
complexity (especially in terms of computational cost and efficiency) are important to
address to make it salable and attractive for the application. This work hopefully will
inspire the information theorists to have a fresh look at the identification problem in
a potential application scenario (where the code is not necessarily optimal in capacity-
achieving) and bring new formulations and possible solutions to the PPRL problems and
other domains in practice.
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