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Abstract: This work presents a novel Field Programmable Gate Array (FPGA)-based
architecture for encrypting telemetry together with high-definition video data in unmanned aerial
vehicles (UAVs). The design uses the Advanced Encryption Standard (AES-128) to secure data
and video streams, ensuring protection against cyberattacks. The proposed system integrates a
pipeline data path for video and telemetry data, coupled with FIFO buffers, enabling efficient
handling of different bandwidth requirements while maintaining high throughput. Our platform
encrypts/decrypts both down-stream and up-stream telemetry data and encrypts down-stream of
video data. To the best of our knowledge, no such architecture has been proposed in the literature,
as existing research focus on encrypting only a part of the aforementioned types of data.
Experimental results demonstrate that the proposed architecture performs efficiently without
adding serious execution delays comparing to existing FPGA platforms, while keeping energy
consumption low.

Keywords: UAV, FPGA, encryption, drones, AES, decryption, FC, MAVLink
Categories: B.2.2, B.3.3,B.4.4,D4.8, E3,E.4
DOI: 10.3897/jucs.154482

1 Introduction

UAVs are constantly improving our daily lives. There is a significant growth of
unmanned aerial vehicle (UAV) applications in several domains e.g. military missions,
shipment and delivery, information gathering, surveillance, and geographical mapping.
UAVs are quite beneficial as they provide flight services with low cost [Shakhatreh,
19]. However, the applications use, manage and control sensitive information related
to telemetry and video. Telemetry consists of general flight information, e.g. altitude,
speed and position. Additionally, data generated by sensors from internal subsystems
are included, like engines and communications. This information is transmitted from a
UAYV to its Ground Station (GS). Moreover, commands sent from a GS to a UAV are
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also included in telemetry data. Video data are generated through the UAVs’ cameras
and transmitted to the respected GSs. Current applications require high definition (HD)
video quality, resulting in high processing and transmission rates demands [Lee, 10],
[Nosheen, 20]. Communication mechanisms for transmitting UAV data have been
proposed in Yu et al. [Yu, 21] where a design of a multi-UAV full-duplex system is
proposed for joint high-specification video, i.e., 4K video, transmission and stable flight
control.

Both telemetry and video are information streams that must be protected from
malicious interceptors, as they could take control of the vehicle or compromise other
systems e.g. its GS. Using encryption/decryption algorithms, transmitted data are
secured eliminating the chances of interception. Advanced Encryption Standard (AES)
algorithm is preferred for encryption/decryption of video and sensitive data [Tsai, 18],
[Dayane, 22], [Altigani, 21], [Rajasekar, 16], [Dey, 18]. AES can be implemented using
software or hardware platforms. Common UAV implementations are based on software
platforms, which focus on encrypting/decrypting the transmitted telemetry data. This is
not very efficient as they consume much power and their performance is limited. In
modern UAV applications, telemetry data are processed in parallel with the large
amounts of video data. Therefore, there is a need for secure UAV platforms that operate
with low latency and consume low power.

Existing hardware platforms like Shoufan et al. [Shoufan 15] and Kim et al. [Kim
21], are based on Field Programming Gated Arrays (FPGAs) that focus on
encrypting/decrypting of only the telemetry data which is the key information for
controlling a UAV. Kotel et al. [Kotel 14] implement FPGA-based AES video
encryption only, with no support for telemetry data at all. They are very efficient in
performance and power consumption. However, securing video and telemetry data is
not an option at these platforms.

In this work, an FPGA-based platform is proposed for encrypting/decrypting all
data (video and telemetry related) exchanged between a UAV and its GS. A mechanism
is introduced for frequent selection of video data for encryption and a less frequent
selection of telemetry data for encryption/decryption. Experiments show that the
processing of the combined telemetry/video data is done with insignificant delays,
comparing to existing hardware platforms which process only telemetry data. The novel
aspects of this architecture include a dual-pipeline design, optimized for different
bandwidth requirements, and the use of FIFO buffers to eliminate data loss and
metastability issues. Compared to prior work, this architecture achieves high
throughput and energy efficiency, making it well-suited for power-constrained UAV
systems.

The remaining of the paper is organized as follows. In section 2 the related work is
given. In section 3 the proposed architecture is presented. In section 4, the experimental
methods and results, in terms of execution time and throughput, are analysed. Finaly,
section 5 concludes this work.

2 Related Work

In recent years there is an increased use of UAVs in applications related to delivery of
goods, engineering, agriculture, communication etc. Cornelius et al. [Cornelius, 15]
explore the necessity, viability, and dangers of using UAVs to transport medical
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supplies during emergencies. Giordan et al. [Giordan, 20] provide solutions by using
UAVs in a number of engineering and geology applications. Tka¢ et al. [Tkac, 19]
present an extensive review of UAV usage in civil engineering. Liuzza et al. [Liuzza,
18] is a study on methods for using UAVs with multispectral, thermal, and vision
cameras for precision agriculture monitoring. The primary restrictions for each
application are indicated, along with the factors to be considered before flight
execution.

UAV communication aspects have been explored in the literature. Critical
technologies have been adapted e.g. machine learning, energy efficiency, security,
telemetry etc. Abhishek et al. [Abhishek, 20] presents the most recent advancements in
UAV communication technology. Furthermore, it investigates path planning, while
machine learning technologies are exploited for improving current UAV
communication systems. Techniques for power management and encryption are
considered, in order to provide safe and long-lasting connections. The development of
a communication system for UAVs, is presented in Jahwar et al. [Jawhar, 17].
Suryanegara et al. [Suryanegara, 15] explore the communication technologies that
support Unmanned Aircraft System (UAS) operation.

In the context of UAVs, telemetry refers to the system that collects data related to
flight and transmits them to a GS [Hristov, 16]. These data are crucial for monitoring
the vehicle's location, altitude, speed, battery life, and other critical parameters.
Moreover, they are important for controlling flight paths, payloads and overall mission,
ensuring safe operation within limits.

Telecommand, on the other hand, is the system that allows the remote control and
guidance of the UAV from a ground station. Telecommand enables the operator to send
commands and instructions to the UAV through telemetry, allowing for real-time
adjustments to the vehicle's flight plan, payload, and other operational parameters as
needed. The combination of telemetry and telecommand is essential for the safe and
effective operation of UA Vs, providing the operator with the necessary information and
control to ensure the successful completion of the UAV's mission [Mozaffari, 19].

Imaging and sensing systems provide important features to UAVs in various
applications. These systems consist of several methods for capturing images or
measuring ranges e.g. RGB, thermal, optical HD, infrared (IR), multispectral, Light
Detection and Ranging (Li-DAR) etc. The transmission of the produced data is done
using analog or digital Video Transmitters (VTx). An analog VTx uses an analog
modulation technique, often providing longer range but potential interference and lower
image quality compared to digital VTx. Digital VTx utilize digital modulation, offering
improved image quality and reduced interference, although they may have a shorter
transmission range. An overview of current developments in UAV communications is
provided in Zeng et al. [Zeng, 19], with a focus on integrating UAVs into cellular
networks of the fifth generation (5G) and beyond. Moreover, Guirado et al. [Guirado,
21] offer a workable way to use 4G telecommunications to directly connect UAVs to
the internet and take advantage of data collected by UAVs, such as telemetry and
pictures, with a particular emphasis on video transmission. However, both analog and
digital VTx can be vulnerable to security issues, as the video feed could be intercepted
by unauthorized parties, posing privacy and data security risks.

Malicious attempts may be performed for seizing control of a UAV, for stealing
important data or for taking its control in order to violate other elements. An example
of such an attempt is by spoofing Global Positioning System (GPS) data, for altering
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coordinates and making the UAV to deviate from its programmed course. Wagner et
al. [Wagner, 23], discuss the detection of GPS spoofing attacks against cyber-physical
systems using a confidence attribution scheme based on machine learning. Telemetry
data, videos, images and mission data are UAV critical information and must be held
secured. Li et al. [Li, 17] presents a high throughput architecture with FPGAs for AES
encryption and decryption. Moreover, Kim et al. [Kim, 21] propose a module for
encrypting only UAV telemetry data.

The most common implementations for UAV encryption/decryption are using
software platforms. They are easy to maintain, and offer code portability [Li, 22], [
Zhang, 20], [Cheng, 19], [Deebak, 20], [Botta, 13], [Prapulla, 16]. However, their
throughput is limited and they consume a lot of power. A platform using ESP32 can be
used for implementing security protocols, offering satisfactory execution time and
power consumption [Barybin, 19], [Podder, 21], [Setiawan, 21], [Igbal, 18]. Raspberry
Pi Pico is also used for encryption/decryption tasks [Nooruddin, 23], [Desbiens, 23].
STM32 processor is used for secure video data on IoT systems [Tian, 18], but its
performance is limited when used for real-time HD video encryption [Schwabe, 17].

On the other hand, hardware platforms have several advantages. They consume
low power and execute tasks with low latency while processing high volumes of real-
time data. These platforms can be implemented using FPGAs [Jahanirad, 23], [ Molina,
22], [Dipankar, 03]. An FPGA AES implementation is proposed on [Visconti, 20],
where data are encrypted/decrypted in a pipelined approach. It is used for general
purpose applications, and it is not beneficial for the special needs of UAV data.
Therefore, even though the achieved throughput is 28,16 Gbps, it is not designed to
process both telemetry and video data which are arriving to the architecture’s input with
different rates. Standaert et al. [Standaert, 03] propose an AES implementation,
optimized in terms of area. Despite the system’s low latency, it is a general-purpose
architecture which cannot process telemetry and video data in parallel. Another notable
FPGA AES implementation is Kotel et al. [Kotel, 14], which is used for
encrypting/decrypting video data with achieved throughput 4,28 Gbps.

Our work is beneficial for encrypting/decrypting UAV data, which consists of
processing both telemetry and video data while exploiting the advantages of FPGA
architectures.

3  Proposed Architecture

A real-time video and telemetry data encryption for UAVs is described in this section.
Since UAV missions are time sensitive, encryption/decryption tasks must be executed
with low latency. However, as existing UAV batteries have limited capacities, our
encryption/decryption architecture needs to consume low power. Therefore,
implementing software encryption on UAVs could cause flight instabilities and reduced
flight duration. By using in the proposed approach an FPGA architecture all of the
previously mentioned requirements are met.
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Figure 1: Proposed Architecture

Figure 1 shows the proposed FPGA architecture. For encryption/decryption a
pipelined AES 128 architecture Visconti et al. [Visconti, 20] is used. The video data
are sent from the UAV’s camera. Then they are processed by the proposed architecture
and sent to the GS using a video transmitter. Respectively, telemetry data are initially
sent from the Flight Controller (FC) to the AES Controller Encryption/Decryption
module and the encrypted data are sent to the telemetry transceiver which transmits
them to the GS. Respectively, when the GS sends data to the UAV, a decryption
procedure is performed until the decrypted data are passed to the FC.

In the proposed architecture different clock domains are used. Data are sent to the
FC-Telemetry path, using a frequency described by the FC’s specifications. However,
data are processed in the AES Controller Encryption/Decryption module using a higher
frequency for maximizing performance. Therefore, for avoiding metastability issues
First In, First Out (FIFO) buffers are introduced and analysed in the next section. Also,
in the Camera data Encryption path, similar FIFOs are introduced and analysed at the
following sections since there are differences in the frequencies used for data sent by
the Camera and the ones used for processing data, described by the camera’s
specifications. The proposed architecture uses one AES  Controller
Encryption/Decryption module for both, video and telemetry data. The different types
of data are multiplexed before their encryption.

3.1 Telemetry TX Encryption

At figure 1 the architecture for receiving data from the FC and delivering them to the
GS through the encryption module can be seen. Data are received in serial mode in
packets of 8bits and are stored in the Universal asynchronous receiver-transmitter
(UART) Receive (RX) FIFO component until their size becomes 128 bits, 16 packets.
This is the amount of data needed for initializing the encryption process. After the
completion of encryption, the produced cyphertext is temporarily stored at the UART
Transmit (TX) FIFO, in order to be sent to the GS using serial transmission. It must be
noticed that the clock frequency used in the UART FIFO buffers, is much lower
comparing to the one used for encryption. The existence of these buffers assures that
there will be no metastability issues. Also, there will be no data losses in the RX side,
since newly received data will arrive much later than the completion of
decryption/encryption.
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3.2  Telemetry RX Decryption

At figure 1 the architecture for receiving data from the GS and delivering them to FC
through decryption module can be seen. Data are received in serial mode in packets of
8 bits and are stored in the UART RX FIFO component until their size becomes 128
bits, 16 packets. This is the amount of data needed for initializing the decryption
process. After the completion of decryption, the produced plaintext is temporarily
stored at the UART TX FIFO, in order to be sent to the FC using serial transmissions.
As in the process of encryption, the decryption buffers are used to eliminate the
metastability issues and data losses.

3.3  Video Encryption

At figure 1 the architecture for receiving video data from a digital parallel output
camera and delivering them to Transmitter through encryption module can be seen.
Data are received in parallel mode and are stored in the Camera Interface FIFO
component in packets of 8 bits until their size becomes 128 bits (16 packets). This is
the amount of data needed for initializing the encryption process. After the completion
of encryption, the produced cyphertext is temporarily stored at the TX FIFO, in order
Encrypted Video Data to be sent to the Transmitter. Also, at this architecture, buffers
are used to eliminate the metastability issues and data losses.

3.4  AES Controller Encryption/Decryption

This module is used for encryption/decryption. For this process, the pipelined AES 128
architecture [Visconti, 20] is used without any changes.

The encryption process is used for data sent from the UAV to the GS. Initially,
there is a selection between data generated by the Flight Controller (FC) and the ones
by the camera. The two different types of data are multiplexed assuring there is no data
loss. For achieving this, video data are processed with high priority. Telemetry data is
received using Micro Air Vehicle link (MAVLink) protocol within a heartbeat message
using a frequency of 1 Hz [Atoev, 17], [Kwon, 18], [Koubaa, 19]. This message is
transmitted serially to this module. When telemetry data are encrypted, the incoming
video data are temporarily stored in FIFO buffers.

The decryption process is used for data sent from the GS to the UAV. These data
are processed by this module and finally are sent to the FC.

35 Architecture Evaluation

The target of this research is not to present a new AES architecture as it uses an already
efficient one proposed in the literature. This work proposes a complete solution for
securing all types of UAV data exchanged with the GS (video and telemetry data) while
in literature there are architectures that secure only one type of data.

Table 1 compares the proposed architecture to other FPGA-based AES
implementations. Unlike previous work, this architecture supports simultaneous
encryption/decryption of telemetry and video data, offering a unique advantage for real-
time UAYV operations. In Shoufan et al. [Shoufan, 15] the encryption is performed on
video data while data sent from remote controller, used for navigation, are decrypted.
In this platform there is no secure transmission for the telemetry data sent from the
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UAYV to the GS. In Kotel et al. [Kotel, 14] the encryption is performed only on video
data.

Telemetry  Telemetry Video
Platform Encryption is Decryptionis Encryption is
Supported  Supported Supported

Proposed Yes Yes Yes
[Shoufan, 15] No Yes Yes
[Kotel, 14] No No Yes

Table 1: Comparison with Prior FPGA Work

Moreover, the most common solutions for the implementation of these
architectures are based on software platforms. This approach uses an FPGA platform
which performs more efficiently while it consumes less power. Experimental results
shown in the next section, indicate the achieved data throughput is much higher than
the one needed for transmitting HD video. Additionally, it combines data paths with
different throughputs (video and telemetry) assuring efficient data synchronization due
to different rates. Besides, comparing to existing FPGA architectures for UAV
security, this approach has similar results in terms of performance and power
consumption as no serious delays are added to the data path nor extra consuming
components.

4 Experimental Methods and Results

For the implementation of the proposed architecture, the Artix-7 XC7A35T-
1CPG236C development board is used [Xilinx, 22]. All architecture’s sub-blocks
between the FC, the Transmitter and the Receiver are implemented in the FPGA using
VHDL description language. The FPGA is configured using a bitstream generated from
Vivado synthesizer [Townsend, 17].

Figure 2: Experimental Set Up on Bench of UAV Platform
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Figure 2 shows the experimental setup of our platform. A custom made F450 frame
UAYV with a Pixhawk 2.4.8 FC is used for the telemetry data that are sent to the FPGA
board attached on it, for further processing. An OV2710 HD complementary metal-
oxide semiconductor (CMOS) camera is used, which features an 8-bit data output. It
supports a maximum video resolution of 1920x1080 pixels in RGB RAW format, with
an output data rate of 30 frames per second (fps). All camera interface signals are
connected to the FPGA development board, where video data is processed and
encrypted before being transmitted. Mission Planner is used as GS for exchanging all
UAYV information. A USB protocol analyzer to captures the MAVLink signal.

The FPGA’s performance is estimated using Vivado’s timing reports, for
extracting the system’s clock frequency. The number of clock cycles needed for
execution are extracted using Vivado’s post implementation simulation process.
Moreover, the FPGA’s power consumption is extracted using Vivado’s power reports.

1,777.000 ns

Figure 3: Camera Data Encryption

Figure 3 shows the Camera data encryption procedure at Vivado’s simulation. The
cam_data ready signal indicates whether the cam_plaintext vector contains data ready
for encryption. When cam_data ready is set to 1, data are available for processing.
During encryption, the r cam_aes_busy signal remains 1, signifying active encryption.
The entire encryption and data transfer process takes 68 ns.

8 r_uart_aes_|
@ fc_uart_data_ready
rt_plaintext[127:0]] 0f0e0d0cObO)

uart_data_ready | 0

W fc_rx_ciphertext[127:0] | e1b6293ea1
W trv_tx_fifo_data[7:0] 42

& trv_write_enable

8 tv_tx_read_valid

@ trv_tx_read_enable
W trv_uart_tx_byte[7:0]

8 trv_tx_serial

Figure 4: FIFO Module
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Figure 4 shows the FIFO module simulation in Vivado for Telemetry data before
they are sent to AES module. The FIFO module temporarily stores data before they are
given to the AES encryption/decryption module, preventing metastability issues and
data losses.

When the fc_rx _uart data ready signal is set to 1, the UART Transmitter Buffer
stores the fc_rx_ciphertext vector. Subsequently, the trv_write enable signal is set to
1, enabling the storage of 8-bit data blocks from the trv_tx_fifo data vector into the
FIFO buffer.

Once this process is complete, the trv_write_enable signal is reset to 0. The total
time required for this operation is 72 ns. Considering that data are sent using MAVLink
every | sec, the remaining time is used for processing video data, minimizing idle time.
Therefore, the total throughput is defined by the rates for arriving and processing video
data.

1,986,895.000 ns

6 r_message_flag
4 r_new_message

4 r_message_over

é fc_read_enable

8 fc_rx_read_valid

W r_uart_nx_data[7:0]

@ r_cam_aes_busy

8 r_uart_aes_busy

6 fc_uart_data_ready

W fc_uart_plaintext[127:0]

@ fc_nx_uart_data_ready

Figure 5: Telemetry Data Encryption

Figure 5 shows the simulation for the telemetry encryption process. When the
fc vart data ready signal is set to 1, the data contained in the fc uart plaintext vector
is stored in the AES Encoder/Decoder component. While the encryption process is
ongoing, the r_uart aes busy signal remains 1, indicating that the module is busy. The
encryption process takes 10 clock cycles (60 ns) from the moment the data enters the
AES Encoder/Decoder component until the encrypted data is produced. Once

encryption is complete, the encrypted data is stored in the fc rx_ciphertext vector, and
the fc rx_uart data ready signal is set to 1.

output{7:0]

8 trv_aes_busy
W trv_aes_input{127:0]

8 trv_dec_finished
8 fc_tx_fifo_full

8 fc_tx_write_enable 5 g B N 0.020000 us  0.040000 us  0.060000 us

Figure 6: Telemetry Data Decryption
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Figure 6 shows the simulation for the decryption process. The AES
encryption/decryption module is responsible for decrypting the telemetry data received
by GS. When the trv_aes_start signal is set to 1, the data contained in the trv_aes_input
vector is stored in the AES Encoder/Decoder component. While the decryption process
is ongoing, the trv_aes busy signal remains 1, indicating that the module is actively
decrypting. Once decryption is completed, the decrypted data is stored in the
trv_decoded output vector, and the trv_dec finished signal is set to 1. The decryption
process requires 10 clock cycles (60 ns) to complete.

The AES implementation used is pipelined for optimized throughput. Table 2
shows the proposed architecture’s measurements extracted after implementation. The
clock frequency is 200MHz which means that each clock period is 5ns. As the
architecture is pipelined, the encryption of first cypher text (128 bits) requires 10 clock
cycles and 1 clock cycle for every other cyphertext (in the case of 100% utilization).
The system’s maximum throughput is 25,6 Gbps according to equation (1), where AES
bits are 128, Encryption Cycle is 1 (AES pipelined implementation) and Clock Period
is 5ns.

Throughput = AES bits / (Process Cycles x Clock Period) (1)

Proposed Architecture Values
Clock frequency 200 MHz
Clock period Sns
Cycles f.or first AES 10
encryption

Cycles for pipelined AES
encryption

Architecture Throughput 25,6 Gbps

1

Table 2: Proposed Architecture’s post implementation measurements

Table 3 presents the specifications of the camera used in the proposed architecture.
The frame size is calculated using Equation (2), where Quality represents the total
number of pixels, obtained as the product of 1920 pixels (horizontal resolution) and
1080 pixels (vertical resolution). Each pixel is 18 bits in size, as it is encoded in RGB
RAW format.

Camera Values

Clock frequency 80 MHz

Clock period 12.5ns

Frame Size 37,324,800 bits
Throughput 640 Mbps

Table 3: Camera’s specifications
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Frame size = Resolution x Size of each pixel 2)

The current experimental setup, the OV2710 camera is configured to transmit data
to our system, in a maximum bit rate of 640 Mbps. This throughput is lower than the
proposed architecture’s throughput. Therefore, there are no data loses by the proposed
architecture, concerning the video data. For the same reason, there are no loses
concerning the telemetry data, as they are sent from the FC with rate 115200 bps.

Utilization PostSynthesis | PostImplementation Utilization Post-Synthesis | Postmplementation

Graph | Tabie Graph | Table

Lt 99 Resource Utlization Available Utlization %
LUTRAM 1 2 Lt 20514 20800 9863
FF 1 LUTRAM 150 9600 156
BRAM - FF 6758 41600 16.25
(3 at BRAM 450 50 9.00

0 34 106 3208
0 2% 50 75 100 BUFG 2 2 625
Utilization (%)

Figure 7: Post-Implementation Utilization

Figure 7 illustrates the utilization of FPGA system resources for the proposed
architecture. These metrics, obtained from Vivado, provide insights into how the
FPGA's resources, such as logic elements, memory blocks, and input/output pins, are
allocated and utilized. This information is critical for evaluating the efficiency of the
proposed design and ensuring that the resource usage is within the FPGA's capacity,
enabling seamless operation without exceeding hardware limitations.

FROM TO TIME

Data Selection AES Out Total Logic Net
Delay Delay Delay

1 AES Cont Enc Dec/AES  AES Cont Enc Dec 4.884 1.247 3.637
/register_roundS/current s /AES/register round6/curr
tate reg[112]/C ent state reg(11)/D

2 AES Cont Enc Dec AES Cont Enc Dec 4769 1.282 3.487
/AES/register_round5/curr /AES/register_round6/curr
ent state reg(21)/C ent state reg(52)/D

3 AES Cont_Enc Dec AES Cont_Enc Dec 4.766  1.247 3.519
/AES/register_round5/curr /AES/register_round6/curr
ent state reg(107)/C ent state reg(33)/D

4 AES Cont Enc Dec AES Cont Enc Dec 4282 0.419 3.863
/AES/in_reg_reg/C /AES/roundl_in_reg[51]/
CE

5 AES _Cont_Enc_Dec AES Cont_Enc Dec 4269 0.419 3.850
/AES/in_reg_reg/C /AES/roundl _in_reg[40]/
CE
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6 AES Cont_Enc Dec AES Cont_Enc Dec 4269 0.419 3.850
/AES/in_reg reg/C /AES/roundl in reg[41]/
CE
7 AES Cont_Enc Dec AES Cont_Enc Dec 4269 0.419 3.850
/AES/in_reg_reg/C /AES/roundl _in_reg[44]/
CE
8 AES Cont_Enc Dec AES Cont_Enc Dec 4264 0.419 3.845
/AES/in_reg reg/C /AES/roundl_in_reg[24]/
CE
9 AES Cont_Enc Dec AES Cont_Enc Dec 4264 0.419 3.845
/AES/in_reg_reg/C /AES/roundl _in_reg[27]/
CE
10 AES Cont Enc Dec AES Cont Enc Dec 4264 0.419 3.845

/AES/in_reg_reg/C

/AES/roundl _in_reg[35]/
CE

Table 4: Critical Paths

Table 4 shows the most critical paths of the proposed architecture, which are
included in the component for data processing of AES encryption/decryption.
Vivado’s report indicates that the critical path of our proposed architecture is
approximately 4.89 ns, which corresponds to a maximum achievable frequency of
about 204.49 MHz. This timing margin confirms stable operation at the claimed
frequency of 200 MHz.

30,0

25,0

20,0

15,0

10,0

5,0

0,0

Proposed [Shou
platform

Figure 8: Performance Comparison

Throughput (Gbps)

fan, 15] [Kotel, 14] [Standaert, 03]

[Hodjat, 04]
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Figure 8 shows the normalized throughput for different AES platforms using 100% data
utilization. For having a fair comparison, the actual throughput values were modified
for using the same clock frequency as in the proposed platform. From this figure it is
derived that no serious delays are introduced in the proposed architecture which
performs efficiently. The reason for the decreased performance of Shoufan et al.
[Shoufan, 15], Kotel et al. [Kotel, 14] and Hodjat et al. [Hodjat, 04] is that these
platforms need more clock cycles for producing an output than in the proposed platform
and in Standaert et al. [Standaert, 03] as these two latest platforms use pipelined
architectures.

The power dissipation of the proposed system is shown in Table 5 and was
characterized using the Vivado Power Analysis tool. The total measured power
consumption is approximately 0.198 W. Specifically, 0.124W is Dynamic (97% Video
Encryption/Decryption, all the rest of the components consume the rest 3%) and
0.074W is Device Static. Compared to existing FPGA-based AES implementations
such as Kotel et al. [Kotel, 14] and Shoufan et al. [Shoufan, 15], the proposed
architecture demonstrates lower or similar power consumption while handling both
telemetry and high-definition video streams simultaneously, thus ensuring minimal
impact on the UAV’s flight endurance.

Abeywickrama et al. [Abeywickrama, 18] analyze the power consumption of
UAVs and concludes that the average power consumption for horizontal flying is
245.2815W with a standard deviation of 0.2540W. Our implementation consumes
0.198W which is the 0.081% of the overall power consumption. Therefore, our
proposed platform has an insignificant impact on a UAV’s flight time.

Utilizatio Name Clocks Signal Data Clock Set/Res Logic BRAM 1/O

n (W) s(W) (W) Enable et (W) (W) (W) (W)
W)
0,124 Top
0,120 AES_Con 0.080 0.024 0.024 <0.001 <0.001 0.016 <0.001 <0.001
t_Enc_D
ec
<0.001 UART_T <0.001 <0.001 <0.001 <0.001 <0.001 <0.001 <0.001 <0.001
X_FIFO
<0.001 UART_R <0.001 <0.001 <0.001 <0.001 <0.001 <0.001 <0.001 <0.001
X_FIFO
<0.001 Camera_ <0.001 <0.001 <0.001 <0.001 <0.001 <0.001 <0.001 <0.001
Interface
_FIFO

<0.001 TX_FIFO <0.001 <0.001 <0.001 <0.001 <0.001 <0.001 <0.001 <0.001

0.002 AES_Con <0.001 <0.001 <0.001 <0.001 <0.001 <0.001 <0.001 <0.001
t_Enc_D
ec
0.001 UART_T <0.001 <0.001 <0.001 <0.001 <0.001 <0.001 <0.001 <0.001
X_FIFO
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Table 5: Power Consumption of Critical Components

5 Conclusions and Discussion

This work presents a novel FPGA-based encryption architecture that integrates both
real-time telemetry and video encryption/decryption, providing a secure UAV
communication without affecting the system’s performance. The proposed architecture
uses hardware acceleration to maintain high-speed encryption and decryption while
ensuring continuous video transmission and stable UAV operations, without any
significant burden on the flight time.

Compared to existing FPGA-based AES implementations, our platform achieves
efficient performance in terms of throughput, 25,6Gbps and latency, only 1 clock cycle
in pipeline mode, while introducing a crucial advantage, video encryption together with
telemetry encryption. Many prior implementations focus on telemetry or video
encryption only, whereas our approach integrates both functions using a single pipeline
AES module, reducing hardware complexity and resource overhead. This design
consumes low power, making it particularly suitable for UAVs.

Finally, this work demonstrates that secure telemetry and real-time video
encryption can coexist within a single FPGA-based architecture, without sacrificing
throughput, energy efficiency or flight stability because it only burdens 0.081% on
overall power consumption.

The reported 0.198 W refers only to the power consumption of our FPGA
encryption/decryption module, as estimated by Vivado’s power-analysis tool using real
switching activity (SAIF) data. Our FPGA architecture does not necessarily consume
less power than other hardware architectures. Our architecture exploits the UAV
characteristics (video and telemetry encryption/decryption) with no serious decrements
in performance and increments in power consumption comparing to existing general
purpose architectures.

In our simulation we assumed a fully utilized data path. Meaning that there is zero
idle time between sequential encryptions/decryptions. The system’s throughput (25,6
Gbps) is by far higher than the minimum demand for 4K video (~3 Gbps). Therefore,
no extra power consumption should be considered in the case of video surveillance, as
no extra effort is needed for satisfying these demands. For this reason, the ratio Total
UAYV Power/FPGA Power is not expected to increase.
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