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Abstract: Wearable devices capable of capturing psychophysiological data have emerged as a
tangible reality. Recent academic investigations emphasize the pivotal role of developers’ cog-
nitive indicators, such as attention levels and cognitive load, in influencing their effectiveness
in understanding and managing code-related tasks. However, existing Integrated Development
Environments (IDEs) and code editors, such as Visual Studio (VS) Code, lack comprehensive
contextual information on cognitive indicators alongside source code. This article, therefore,
introduces CognlDE, a novel tool-supported methodology aimed at seamlessly integrating psy-
chophysiological data linked to cognitive indicators into VS Code. Addressing this crucial gap,
CognlDE enriches VS Code by offering actionable contextual cues alongside dynamic source
code. The evaluation of CognIDE, involving a survey with six industry professionals and in-depth
interviews, examined its perceived utility, ease of use, and real-world applicability. Encourag-
ingly, professionals demonstrated high acceptance, indicating CognIDE’s potential to identify
and prioritize code segments with specific cognitive indicators, notably related to bugs or code
comprehension issues. This underscores CognIDE’s promise in improving code review processes.
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1 Introduction

Wearable devices have become popular in recent years [Niso et al. 2023]. These devices
can measure and collect different types of psychophysiological data and biometrics
[Menzen et al. 2021], including heart rate, cognitive activity, body temperature, and
glycemic index. Neurosky Mindwave Mobile' would be an example of these personal
electroencephalography devices. The current wearable devices can measure the neural
activity of individuals and make them available in applications, allowing access to data
on the level of attention and meditation [Chu & Wong 2014], sleepiness, or even enabling
the brain-computer interaction (BCI) capacity [Bablani et al. 2019].

Recent studies [Sharafi et al. 2021, Siegmund et al. 2020, Floyd et al. 2017, Duraes et
al. 2016] sought to understand the brain activity of developers while performing software
development tasks. Sharafi et al. (2021) [Sharafi et al. 2021] reported that there is a
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distinction in neural representation when reading source code and natural language text.
It is possible to classify the type of task performed considering the brain activity. EEG
devices have been explored in the realm of software engineering practices [Menzen et
al. 2023, Segalotto et al. 2023, Weber et al. 2021]. Menzen et al. (2023) [Menzen et al.
2023] introduce an approach utilizing machine learning and EEG-derived biometric data
to recommend software tasks tailored to a developer’s skill set, enhancing task execution
efficiency and reducing negative emotional states.

Segalotto et al. (2023) [Segalotto et al. 2023] use EEG data to reveal that while devel-
opers invest less cognitive effort to comprehend instructions in modular code compared
to non-modular code, the temporal effort increases in modular code without significantly
improving the rate of correct code comprehension, thereby emphasizing the need to
refine modularization practices to align with developers’ cognitive processes. Weber et
al. (2021) [Weber et al. 2021] introduces a thorough overview of existing works using
brain and/or autonomic nervous system activity measurements to investigate software
engineering phenomena. Other studies [Fritz & Muller 2016, Radevski et al. 2021] ex-
plored the effects of mental states on the production of defective software artifacts. These
studies showed the importance of collecting psychophysiological data and relating them
to tasks performed and artifacts generated by developers. Typically, software developers
use Integrated Development Environments (IDEs) to perform software development
tasks. However, IDEs and wearable devices are not integrated. This makes it difficult or
even challenging to collect psychophysiological data while developers perform tasks in
IDEs like Microsoft Visual Studio (VS) Code.

Despite the need to integrate psychophysiological data into IDEs, the current literature
still lacks an approach capable of addressing this issue. Even worse, current IDEs and
code editors like VS Code fall short of providing contextual information on cognitive
indicators located throughout the source code. Prior empirical investigations [Murphy
2019, D’Avila et al. 2020] have suggested that leveraging contextual information in
software development projects and overall software development practices can enhance
correctness during software maintenance activities while reducing the effort required
to execute these tasks. Murphy (2019) [Murphy 2019] argues that using contextual
information as a first-class construct is an emerging research field and can take the current
tools developers use one step further. Such contextual information of cognitive indicators
might enhance the human capacity to deal with software development issues [Murphy
2019]. For example, software architects might be more effective in choosing pieces
of code to be refactored when choosing those requiring greater mental effort to be
properly understood. Siegmund et al. (2020) [Siegmund et al. 2020] also highlight
the importance of understanding cognitive processes that are strictly involved in code
comprehension tasks. Today, recent empirical studies [Fritz et al. 2014, Siegmund et
al. 2014, Muller et al. 2016] in this field have a configuration that does not match the
reality of software developers. Because such studies require participants to perform
tasks involving small pieces of code mentally, avoiding body movement as much as
possible. However, understanding source code involves cognitive, motor, social, and
human-machine interaction activities, mainly using IDE resources via debugging tools
and syntax highlighting.

The primary novelty of our article lies in integrating biometric data, specifically
psychophysiological indicators, into the software development process, particularly in
Integrated Development Environments (IDEs) like Visual Studio Code. While previous
research has explored the impact of cognitive indicators on developers’ efficacy in
comprehending and maintaining code-related tasks, our work introduces CognlDE,
a novel tool-supported methodology designed to integrate such psychophysiological
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data with the code editing environment seamlessly. This integration fills a critical gap
in existing IDEs, which often lack comprehensive contextual information concerning
cognitive indicators alongside source code. By introducing CognIDE, we propel IDEs
toward a more enriched developmental framework, providing developers with actionable
contextual cues alongside the dynamic source code. Through a rigorous evaluation
involving industry professionals and in-depth interviews, our study demonstrates the
considerable potential of CognlIDE in effectively identifying and prioritizing segments
of source code presenting specific cognitive indicators, thereby enhancing code review
processes and improving overall software development productivity. The emerging
results are encouraging and show the potential for using CognIDE to support contextual
information, like cognitive indicators and IDE events, alongside the source code, thus
enabling such data to be analyzed and related to the code snippets that originated them.

After scrutinizing the current literature (Section 3), we highlight two research prob-
lems mitigated in this work:

— Inadequate contextual information integration in IDEs: Before CognIDE, there was
a lack of tool-supported approaches that effectively integrated psychophysiological
data, such as cognitive indicators, into IDEs like Microsoft Visual Studio Code. This
absence of integration hindered the provision of actionable contextual information
alongside the source code, posing challenges in analyzing and correlating such data
with the corresponding code snippets.

— Limited understanding of the effects of cognitive indicators on sofiware development:
The absence of tools like CognlIDE led to a gap in understanding how cognitive
indicators impact software development in IDEs. By evaluating CognIDE’s effects on
professionals’ perceptions of its usefulness and ease of use, the study aims to address
this gap by exploring how integrating cognitive indicators and IDE events alongside
source code can potentially enhance developers’ workflows and decision-making
processes.

Our work paves the way for a more enriched developmental framework that provides
actionable contextual cues, thus improving the human-computer interaction (HCI) aspect
of code comprehension and maintenance tasks. Moreover, the successful evaluation of
CognlIDE among industry professionals highlights its potential to enhance code review
processes. This means that professionals recognized that our approach can identify
source code snippets presenting specific cognitive indicators. This can improve the
HCI experience by mitigating bugs and enhancing developers’ comprehension of code
snippets in the IDE environment.

This work extends our previous work [Vieira & Farias 2020] in some aspects. First,
this study includes more detailed discussions (Section 7), in which we identify some
practical implications for industry and academia and outline future research directions
and challenging questions worthy of investigation by the scientific community. Secondly,
the proposed component-based architecture was revisited and improved by properly
describing each component. Moreover, each section of our article underwent substantial
enhancements and refinements to ensure comprehensive improvement. This article
presents additional discussion, identifies open challenges and trends, and outlines key
underlying issues that must be tackled in future investigations.

The remainder of the paper is organized as follows. Section 2 presents the main
concepts required to grasp the proposed approach. Section 3 describes the related work.
Section 4 introduces the CognIDE approach. Section 5 describes how we evaluated
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the proposed approach. Section 6 introduces our initial results. Section 7 introduces an
additional discussion, highlighting practical implications and future research directions.
Section 8§ discusses some actions taken to mitigate threats to the validity of our results.
Finally, Section 9 outlines some initial conclusions and future research directions.

2 Background

This section presents the key concepts to understand the proposed approach correctly.

2.1 Psychophysiological Metrics and Data

The psychophysiological data” refers to the set of metrics related to the human body’s
physiological processes that appear as answers to external stimulus from specific situ-
ations. Metrics might be explored by correlating their variations to identify a specific
subject’s mental states or cognitive processes using informational labels assigned to
them when exposed to certain controlled situations [Li & Jain 1988, Andreassi 2007]. A
wide array of biometrics, encompassing eye, brain, skin, and cardio-respiratory metrics,
are being extensively employed in contemporary research and technological applications
[Menzen et al. 2021].

Eye metrics. They can be obtained using sensor devices known as eye-trackers.
Typically, these devices use laser beams or infrared light to measure some attributes
related to the subject’s eyeball, e.g., eye movement trajectory, pupil dilation, focus, eye
gaze, and eye blinking frequency. When applied in specific contexts, the data collected
using eye-trackers can indicate a set of psychophysiological processes, such as cognitive
load, excitation, attention, anxiety, or even stress. Knowledge regarding such psychophys-
iological conditions has been applied to particular software engineering domains, such
as software development process [Fritz et al. 2014], debugging strategy [Lin et al. 2016],
the usability of IDEs, difficulty in new languages learning, and others [Hejmady &
Narayanan 2012].

Brain metrics. The neural activity of the human brain generates a potential difference
along the cranial surface due to the communication between the chains of neurons. The
generated electrical manifestations can be captured using an electroencephalography
(EEG) device [Fritz & Muller 2016, Andreassi 2007]. Researchers have identified the
possibility of translating the neural activity and its voltage fluctuations into a wave
spectrum grouped by different frequency bands, being able to be related to a respective
set of activities (Table 1). For instance, the alpha wave («) can often be observed in
subjects who are in states of meditation or relaxation, being attenuated as physical or
mental activity intensity increases [Andreassi 2007, Fritz & Muller 2016]. Electrodermal
activity and skin surface temperature measurement have already been correlated with
psychological processes, such as excitation and some specific emotions [Fritz & Muller
2016].

As well as voltage fluctuations on the cranial surface, the neural activities trigger
biological processes according to the execution of both physical and mental activities,
such processes as the brain blood and oxygen supply, can be measured employing
techniques like functional Near-Infrared Spectroscopy (fNIRS) and functional Magnetic

2 In academic literature, we often find the term biometric data; however, in this article, the authors
have adopted the term psychophysiological data, to avoid ambiguity across the process to assign
an identity to a subject based on his biological data (aka.: biometry)



Vieira R., Farias K.: A tool-supported approach to integrate cognitive indicators ... 687

Wave Symbol Band Relationship

Alpha a 8—12Hz Relaxation, Meditation, Reflection
Beta I6] 12 - 30Hz Alert State, Focus

Gamma [y 31 - 120Hz High Brain Activity, Learning
Delta 0 0,4—4Hz Deep Sleep

Theta 0 4—-7THz Drowsiness

Table 1: Brainwaves spectrum and its frequently related activities.

Resonance Imaging (fMR1). Unlike EEG, fNIRS and FMRI can generate clear images of
brain activity in well-defined regions, enabling their relation to cognitive and biological
processes [Fishburn et al. 2014, Li & Grani¢ 2009, Solovey et al. 2015].

Skin metrics. The set of metrics related to a variation on the skin’s surface properties,
such as temperature and Electrodermal Activity (EDA), is known by Skin metrics, the
last one is often found in the literature under the term Galvanic Skin Response (GSR).
The EDA sensor devices usually collect data from skin’s electric resistance as a response
to some external stimulus. For instance, when a subject is in a state of excitation, sweat
glands increase their activity, triggering an increase in sweat production. Therefore, it
reduces the skin’s electrical resistance, enabling a better electrical current conductibility
across it [Fritz & Muller 2016, Haag et al. 2004].

Cardio-respiratory metrics. In the revision process of the studies used as theoretical
grounding, four main metrics were identified and associated with the cardiorespiratory
aspects presented by the subjects analyzed in the experiments: Blood Volume Pulse
(BVP), Heart Rate (HR), Heart Rate Variability (HRV), and the Respiratory Rate (RR).
On the one hand, the heart rate refers to the number of cardiac cycles (systolic and
diastolic movements) performed by cardiac muscle for one minute; on the other hand, the
heart rate variability points to time variation between two consecutive cardiac cycles. As
just the HR, the respiratory rate stands for the cycles performed by the lungs to provide
oxygen to the body. The blood volume pulse, also found in literature as just “pulse”,
measures the blood flow in human body-specific areas according to changes driven by
Sympathetic Nervous System (SNS), especially when a subject is exposed to stressful
situations [Andreassi 2007, Fritz & Muller 2016]. The presented metrics are strongly
linked to cognitive load and several emotions [Fritz & Muller 2016].

2.2 Cognitive Load Theory

The human body supplies not only physical but also mental resources, such as memory,
attention, and reasoning, to sustain vital functions. These cognitive resources can be
directed toward complex tasks, such as solving logical problems during software devel-
opment. The term Cognitive Load refers to the amount of mental effort, particularly the
use of working memory, required to carry out cognitive activities, whether simple or
complex [Sweller et al. 2011, Sweller 1988]. Due to its kind, the Cognitive Load can
still be split into three specialized categories:

1. Intrinsic Cognitive Load: It is related to the difficulty level associated with a simple
instructional topic. All instructions have an inherent difficulty level associated with
them, which cannot be modified by the instructional agent. However, the mental
schema used to represent a task might be decomposed into smaller pieces, enabling
the possibility to be handled singly and posteriorly regrouped without compromising
semantically the original schema.
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2. Extraneous Cognitive Load: Such a kind of cognitive load can be generated ac-
cording to the way informational content is presented by an agent to one who will
perform an activity. Different approaches to presenting information can generate
distinct levels of extraneous cognitive load.

3. Germane Cognitive Load: Different from such other cognitive load categories,
the germane cognitive load can be considered a type of artificial cognitive load
once it results from the process of mental schemes creation used to represent a
collection of instructions, such as automation, analogies, or event deconstruction
and construction of concepts, intending to provide easiness in the comprehension
and learning regarding a specific topic.

In short, the developer’s cognitive load, for instance, can be affected by many factors,
including the source code presentation in IDES, their expertise regarding a specific
programming language, their knowledge about faced errors, and their solution compre-
hension at all [Fritz & Muller 2016].

2.3 Integrated Development Environment

Integrated Development Environments (IDEs) are the primary tools developers use for
writing and maintaining source code. They include code editors, file navigators, compilers,
debuggers, refactoring assistants, syntax highlighters, and other features [Snipes &
Butler 2015]. For developers, mastering these tools is as important as understanding the
programming language and the logic of the problem at hand [Astromskis et al. 2017].

In recent years, researchers have been conducting studies about the usage of IDEs by
developers, both in the software development process [Astromskis et al. 2017, Zayour &
Hajjdiab 2013] and their efficacy as a debugging tool [Zayour & Hajjdiab 2013]. Usually
employing eye-trackers to collect quantitative data, the authors evaluate aspects like
usage ease, user graphical interface organization and disposition, the set of available
tools, and other resources according to the solution provider.

Looking for the evolution of such tools and to facilitate the development of related
studies, some authors have produced articles aiming to perform a better way to integrate
biometric data, such as those collected by eye-trackers, in integrated development envi-
ronments in a way that data can be analyzed and related to the generated source code, or
even, to the developer’s interaction while executing his tasks, with no need of external
tools [Guarnera et al. 2018].

2.4 Psychophysiological Data in Software Engineering

Psychophysiological data has great applicability in understanding what experiences devel-
opers are subjected to while performing their tasks during an intense, fully development-
focused work cycle and when facing some difficulty understanding a piece of code [Fritz
& Muller 2016].

In the context of software engineering, the use of psychophysiological data has
been emerging as it refers to the understanding of the cognitive processes involved in
software development and their correlates [Fritz & Muller 2016]. Studies in this area
have explored everything from devising new low-cost sensor devices that are capable of
reliably measuring psychophysiological signals to examining how novice and experienced
developers understand source code writing [Lee et al. 2016, Szu et al. 2021] and how
this can help improve software artifact production [Radevski et al. 2021].
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Despite the increase in the production of studies in this area, some authors advocate
the low consistency and lack of consensus presented by them, thus seeking to conduct
surveys that bring a current and consolidated view around the use of psychophysiological
data in the context of software engineering [Bolzan & Farias 2025, Gongales et al.
2021, Obaidellah et al. 2018]. Through the development of mapping and systematic
reviews, the authors aim to identify gaps in the theme that may serve as input for the
preparation of new studies able to address the problems presented.

3 Related Work

This section discusses some studies that are strictly close to the theme explored in this
article. We seek to bring together studies that explore psychophysiological data in the
context of software development tasks [Siegmund et al. 2020], experimental studies
involving code understanding and EEG devices [Peitek 2018, Siegmund et al. 2017,
Fakhoury et al. 2018], and the use of data, e.g., to predict code quality and task difficulty
using machine learning techniques [Fritz & Muller 2016, Muller et al. 2016, Gongales
et al. 2021]. In addition, we paid attention to literature review studies that created an
overview of the current literature [Vieira & Farias 2020, Bolzan & Farias 2025, Menzen
et al. 2021].

The pursuit of relevant literature was conducted using Google Scholar’. We only
used Google Scholar due to its extensive coverage of scholarly literature across various
disciplines, including software engineering and neuroscience. It provides access to
various academic publications, including journals, conference proceedings, theses, and
other scholarly sources. This makes it a comprehensive platform for retrieving relevant
research articles and papers in the context of our study. The selection process primarily
involved works identified through searches using the keywords “EEG” and “IDE.” This
specific terminology constituted an integral aspect of the search strategy, delineating the
investigation’s scope and focal point. We carefully selected six studies to examine and
contrast with our proposed work.

3.1 Analysis of the Related Work

Stolp et al. (2024) [Stolp et al. 2024]. This article proposes CognitIDE, which em-
phasizes data collection, supporting multimodal streams like EEG and eye-tracking in
IntelliJ-based IDEs. CognIDE and CognitIDE integrate psychophysiological data into
software development, yet differ in focus and execution. CognitIDE’s strength lies in
real-time mapping of gaze and physiological signals to code, but it offers limited support
for interpretation or developer interaction. CognlDE, by contrast, embeds cognitive
indicators directly into Visual Studio Code, providing contextual cues that guide com-
prehension and debugging. This integration is seamless and accessible, encouraging
adoption without disrupting developer workflows. While both tools display source code
in text and support native IDE integration, CognIDE emphasizes meaning and utility, not
just signal mapping. It clearly defines its research challenge—improving code review
through cognitive insights—and supports its claims through evaluations with industry
professionals. The discussion it offers goes beyond technical detail, exploring how cog-
nitive feedback can reveal bugs or comprehension issues. In sum, CognIDE moves from

3 https://scholar.google.com/
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data capture to actionable insight, offering a richer, more user-centered approach with
practical relevance and empirical grounding.

Vieira & Farias (2020) [Vieira & Farias 2020]. This study proposed an approach
(named CognIDE) designed to integrate psychophysiological data, particularly cognitive
indicators, into Visual Studio (VS) Code. It addresses the limitations of existing IDEs
and code editors by incorporating contextual information related to cognitive indicators
dispersed in source code. The study evaluated CognIDE’s impact on perceived utility,
ease of use, and real-world applicability through surveys and interviews involving
six professionals. The proposed tool received high acceptance among professionals,
indicating its potential in identifying and prioritizing code sections presenting specific
cognitive indicators, notably those associated with bugs or inadequate comprehension of
code snippets.

Ioannou et al. (2020) [loannou et al. 2020]. This study explores novel eye-tracking
and pupillometry approaches in software engineering and aims to visualize a devel-
oper’s gaze and pupil dilation linked to source code artifacts. It proposes innovative
visualizations correlating gaze patterns with code comprehension across multiple files
and emphasizes the established connection between pupil dilation and cognitive load.
The proposed tool seeks to provide insights into developers’ cognitive processes during
code comprehension tasks by associating pupil dilation with code artifacts. The article
outlines a feasibility study to analyze pupil dilation in tandem with code artifacts. It
outlines some initial findings, which, while promising, necessitate further elaboration
and detailed discussion on practical implications and interactive visualization aspects for
a comprehensive evaluation.

Arnaoudova et al. (2020) [Arnaoudova et al. 2020]. This study highlights the
limitations of existing tools in integrating physiological and eye-tracking data with
source code elements in empirical software engineering research. It emphasizes the
scarcity of tools allowing representation and analysis of multi-modal biometric data,
relying on an available tool that visualizes such data temporally but lacks direct mapping
to code elements. This absence prevents a comprehensive integration of physiological and
eye-tracking data with specific code artifacts, further limited by the tool’s use of images
and inability to support extensive or multiple code files. Proposing VITALSE, the authors
aim to introduce a solution facilitating interactive visualization of synchronized biometric
data for software engineering tasks. VITALSE offers customizable heatmaps, file support,
user annotations, and adaptable metric summaries, enabling a deeper understanding of
developers’ cognitive processes interacting with software artifacts.

Peitek et al. (2019) [Peitek et al. 2019]. This study states that program comprehen-
sion is a pivotal cognitive process in programming and highlights the use of multi-modal
psycho-physiological and neurobiological measurement methods to enhance compre-
hension understanding. The authors noted inadequate tool support tailored for program
comprehension research. They emphasize the absence of a tool enabling synchronized
exploration of multiple modalities of data, specifically designed to meet the demands
of research in program comprehension. CodersMUSE arises to address this identified
gap, presenting a prototype designed to fulfill the essential requirement for synchronized,
conjoint multi-modal data exploration in the context of program-comprehension research.

Clark & Sharif (2017) [Clark & Sharif 2017]. This study introduces iTraceVis, an
eye-tracking visualization component tailored for iTrace, an Eclipse plugin capable of
mapping raw eye gaze data onto corresponding source code elements based on their
abstract syntax graph hierarchy. Unlike other tools, iTraceVis allows for visualizing
eye-tracking data on larger source code files, surpassing the limitation of displaying only
screen-fitting elements. The visualization component offers four distinct views: heat map,
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gaze skyline, static gaze map, and dynamic gaze map, aiming to facilitate comprehension
for researchers and developers during eye-tracking sessions. The authors conducted a pilot
user study involving 10 senior students, presenting an existing eye-tracking developer
session and assessing user interaction with iTraceVis in Eclipse. Results suggest that the
visualizations effectively aid users in understanding the represented sessions, highlighting
areas for potential improvement in future iterations.

3.2 Comparative Analysis and Research Opportunity

Ten Comparison Criteria (CC) have been meticulously selected to compare the proposed
work and the chosen articles objectively. This strategic choice enables an unbiased
assessment, fostering a methodical evaluation of similarities and distinctions. Such a
framework is paramount in identifying research opportunities and clarifying subjective
biases that might influence the analysis. We chose these criteria for several reasons.
Primarily, they allow for a comprehensive evaluation of various facets, ensuring a
holistic comparison. Secondly, they provide a standardized framework that enables an
impartial and fair assessment across multiple works. Lastly, this approach has been
previously validated [Junior et al. 2021, Rubert & Farias 2021, Carbonera et al. 2023],
ensuring its reliability and effectiveness in enabling objective evaluations in academic
research. The description of each criterion is outlined below:
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Table 2: Comparative analysis of the selected related works

1. Analysis of Data Types (CCO01): It determines the tool’s capacity to analyze diverse
data types concurrently.

2. Real-time Data Integration (CC02): It assesses the tool’s capability to integrate
data in near real-time, enabling online analysis for experiments requiring immediate
processing.

3. Interactive Visualization (CCO03): It evaluates whether the tool offers interactive
visualization for both collected data and associated code snippets over time.

4. Contextual Data (CC04): It focuses on evaluating tools providing contextual data
in Integrated Development Environments (IDEs), encompassing both psychophysio-
logical data and code snippets.

5. Source Code in Text (CCO05): It assesses if the tool presents analyzed code snippets
in text format, enabling symbol analysis without reliance on Optical Character
Recognition (OCR) tools for text extraction.
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6. Integration with IDEs (CCO06): It determines if the tool allows seamless data inte-
gration into existing IDEs, eliminating the need for a separate editor for conducting
experiments and analyses.

7. Takeaway Messages (CCO07): It emphasizes the key takeaway messages derived
from the analysis.

8. Challenge Statement (CCO08): It evaluates the clarity and appropriateness of the
research challenge addressed by the tool.

9. Practical Implications (CC09): It explores the practical implications of the con-
ducted study and its potential impact.

10. Additional Discussion (CC10): It examines the depth and relevance of the additional
discussion provided, considering the acquired data and its implications.

Research opportunity. Table 2 compares the selected studies, showing they did not
meet all criteria. The following gaps were observed from the comparisons: (1) no work
covered all the comparison criteria, except the proposed work; (2) the literature still lacks
studies that explore the integration of psychophysiological data into source code; and (3)
no study has explored textual aspects, considering the definition of takeaway messages,
challenge statement, practical implications, and additional discussion. Therefore, this
work seeks to provide comprehensive contextual information concerning cognitive
indicators alongside source code by proposing an innovative approach and striving to
describe findings and reflections that can inspire new research.

4 The CognIDE Approach

This section presents CognIDE, a tool-supported approach for integrating psychophysio-
logical data of cognitive indicators into the Microsoft Visual Studio Code. The CognIDE
can interact with lightweight EEGs, enabling data extraction, transformation, and loading
to external tools, such as IDEs. It was designed to extend the Microsoft Visual Studio
Code editor. In this sense, CognIlDE’s main objective is to provide data integration
across sensor devices and IDEs, facilitating the analysis process in both academic and
industrial contexts. CognIDE presents data visually in the source code editor and external
dashboard tools. This resource can be used in scientific experiments, helping in the
psychophysiological process identification presented by the developers, as a decision
support tool applied to support software development tasks, assisting developers in the
decision process in different contexts.

4.1 Overview of the CognIDE approach

Figure 1 introduces an overview of the intelligible workflow of the CognIDE approach.
The built-in process steps seek to collect, transform, classify, and exhibit actionable
contextual information related to the developer’s cognitive indicators and code snippets.
This process seeks to contextualize cognitive indicators by placing them next to the
code snippet responsible for generating them. Thus, the focus is on integration, not the
evaluation of the collected data from wearable devices. Each step of this process is
described as follows:
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Figure 1: An overview of the CognlDE's intelligible workflow.

— Step 1: Data acquisition: This step aims to collect the electrical signals produced
by the developer’s neural activity during a source code comprehension task or de-
bugging defects. For this, wearable EEG devices for personal use, such as NeuroSky
Mindwave Mobile 2# were used to acquire raw values from neural activity.

— Step 2: Data processing: The raw data from the acquisition phase are formatted and
filtered, aiming at removing any possible noisy data, and their features are extracted
using specific algorithms, thus serving as input for the next stage of the process.

— Step 3: Data storage: At this third step, the raw data collected from neural electrical
activity has already been converted into contextual indicators of neural activities,
e.g., attention, meditation, drowsiness, using the set of libraries and APIs provided
by the adopted EEG device. These indicators are formatted and sent to their storage
in a time series database engine.

— Step 4: Psycho-data classification: Before the actual storage of the indicator sets
collected from each observed developer, they are previously labeled with a series
of metadata from the IDE being used, such as the line of code and the files that
were being edited at the exact moment when the metric was collected. Therefore,
CognIDE is responsible for collecting and processing data from the developer’s
neural activity and contextualizing metrics with the respective events related to them.

— Step 5: Psycho-KPI dashboard creation: With the contextual information duly
included in the database, the next step is to present these in a user-friendly manner.
In this regard, CognIDE allows the creation of a set of visualization panels (or dash-
boards) of the collected indicators to present relevant information to the professional
responsible for the analysis.

* https://store.neurosky.com/pages/mindwave
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Figure 2: An overview of the component-based adopted architecture.

— Step 6: Dashboard visualization: This step involves rendering and viewing the
dashboard by the CognlIDE user. Typically, with tight time and projects with hundreds
of modules, team leaders tend to follow their intuition when prioritizing which
module to review or even refactoring. Rather than going to the gut, they can use the
psycho-KPI dashboard to make decisions based on cognitive indicators upfront. If a
team leader identifies that a developer changed a snippet of source code with little
attention, then she or he can prioritize the review of this code snapshot right away.

After delineating the workflow to gather, transform, classify, and showcase actionable
contextual information linked to developers’ cognitive indicators and code snippets, we
propose a component-based architecture to support it. This architecture serves as the

backbone supporting and empowering the proposed workflow.

4.2 Proposed Component-based Architecture

Figure 2 introduces a component-based architecture to support the implementation of the
CognlDE approach. Together, the components are responsible for implementing each
step of the proposed process in Figure 1. For a better comprehension of the proposed
architecture, each module is described from an abstract point of view regarding its

behavior rather than the applied technology as follows:

— Connector: This component receives the binary data from the device used to collect
psychophysiological data using low-level communication, such as serial commu-
nication (SSP) over Bluetooth, and applies the specific communication protocol
adopted by the EEG. In addition, this component performs the serialization of data
and makes it available in a high-level format that other applications, such as JSON

and XML, can consume.
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Adapter: It is responsible for providing an agnostic interaction of format between
the Connector and Processor components. This component aims to reduce the archi-
tectural coupling in case the Connector is replaced, allowing it to be interchangeable
through configurations according to the need of the device used in the data collection.

— Processor: It applies a predetermined sequence of calculations on the values of the
raw data provided by the Connector to extract its features and transform them into
information that can be analyzed.

— Recorder: Its primary function is to abstract the data persistence layer, making it
available to record and read previously processed data operations.

— Server: It acts as the main component of the architecture, receiving the data from
the Connector, processing it using the Processor, and sending it to be consumed and
viewed by the IDE, in addition to relating it to the source code snippets produced
and persisting them in the storage system through the Recorder component.

— IDE Plug-in: Communicating with the data server is its main responsibility, handling
and presenting the exchanged data within the IDE, precisely alongside the source
code, aiming to provide a better data visualization capable of enabling insights
regarding the presented data and related code snippets.

Privacy issues remain an ever-present concern when psychophysiological data from
humans are collected. Given this issue, the proposed approach can be adapted to store
and group the development team members’ data according to their roles. In this way, the
team member’s identity is preserved, ensuring privacy. After presenting an overview of
the proposed process (Section 4.1) and introducing the architectural components, the
following section discusses the implementation aspects of the prototype of the CognIDE
approach.

4.3 Implementation Aspects

This section aims to introduce the implementation aspects, reporting the decisions taken
to enable the development of a prototype®. Section 4.3.1 presents the first version of
the psycho-data dashboard, discussing how the main architectural components were
implemented in terms of the used technology. Section 4.3.2 presents the Visual Studio
Code extension to support psychophysiological metrics located throughout the source
code.

4.3.1 A Proposal of Psycho-data Dashboard

Figure 3 displays our initial version of the psycho-data dashboard. We randomly gener-
ated default psychophysiological metrics, such as Attention and Meditation, to simulate
data collection by the Neurosky Mindwave Mobile 2 EEG device. This simulation was
adopted solely for illustrative purposes and convenience, as the primary focus of this
study is to evaluate tool acceptance and the influence of data presentation alongside
source code.

The Connector component (Figure 2) was accomplished using the ThinkGear Connec-
tor, a free option available on the market that supports the Mindwave Mobile devices, a

5 https:/github.com/rogerdenisvieira/cognide-prototype
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product line of lightweight EEG devices produced by the NeuroSky company and widely
adopted in Brain-Computer Interaction projects and emerging neuroscience experiments.

The data server, namely CognIDE Server, was developed using the server-side
JavaScript engine NodeJS. This choice was based on NodeJS’s capabilities of handling
requests without blocking the main thread (called event loop) and its event-driven support.
All IDE and Data Server transactions were performed through JSON over the Hypertext
Transfer Protocol (HTTP), managed by NodeJS’s HTTP library, Express.

As a mechanism for storing processed data, InfluxDB®, a time-series database, was
adopted. This sort of database allows a high rate of insertion operations in addition to
facilitating the analysis of value oscillation over time. The data stored in InfluxDB was
consumed by Chronograf 7 dashboard engine, which was responsible for presenting the
processed data in an easy-to-use way (Figure 3). This choice was made based on the
native integration across Chronograf and InfluxDB, once the same company produced
both solutions.

Figure 3: A sample of Chronograf dashboard used to illustrate how the generated
metrics are being presented for the helloWorld.cs artifact in 15 minutes.

4.3.2 An Extension of Visual Studio Code

CognlDE extends Visual Studio Code, namely CognIDE extension, to present the psy-
chophysiological data together with code snippets, which are responsible for producing
them. This way, the data is contextualized, providing visual feedback to the code editor.
The development of the CognIDE extension occurred using the Microsoft Visual Studio
code editor, which provides a high-level API for the development of custom extensions
(or plug-ins). Figure 4 exhibits the cognitive metrics contextualized in the source code.
In line 1, for example, the metrics of attention and meditation were recorded, assuming
values of 40.16% and 99.27%. This means the developer had 40.16% attention and
99.27% meditation when editing line 1.

6 https://www.influxdata.com/products/influxdb/
7 https://www.influxdata.com/time-series-platform/chronograf/
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The proposed extension was implemented using the TypeScript superset and used
CodeLens®, a popular feature in Visual Studio Code, to support actionable contextual
information located throughout the source code. An important question was to define how
to associate psychophysiological data with code snippets, capturing and contextualizing
the data. CognIDE captures the line of code changed by the developer and then associates
the psychophysiological data captured during the change of the code snippet. As the
developer writes code, the CodeLens captures the typing events and sends them to the
data server, which returns a set of psychophysiological metrics that will be presented
near the code snippet that has triggered the event.

We bring some reflections after demonstrating the feasibility of incorporating psy-
chophysiological data in source code into Visual Studio Code in a seamless way. First,
incorporating cognitive metrics contextualized in the source code, as illustrated in Fig-
ure 4, offers a novel dimension to software development practices. The specific indication
of metrics like attention and meditation at particular code segments, exemplified by the
attention and meditation metrics, signifies a pioneering approach in integrating neuro-
physiological data in software artifacts assembled throughout the software development
process.

Moreover, this convergence can allow for a deeper understanding of the cognitive
states of developers during code manipulation, potentially enabling a more insightful
comprehension of how cognitive fluctuations impact the coding process. The obtained
results highlight the feasibility of embedding cognitive metrics into an IDE and highlight
the role of real-time neurophysiological data in enhancing the developers’ awareness
of their cognitive states during code-related tasks. These findings can hold promising
implications for software developers, mainly empowering them to optimize their work
patterns based on cognitive insights, thereby potentially enhancing task performance and
mitigating the occurrence of errors [Menzen et al. 2023].

Secondly, these results offer a rich avenue for further exploration in the realm of
neuroscience applied to software development. Researchers can explore the intricate
relationship between cognitive indicators and programming activities. To further enhance
the utility of such integrations, ongoing research could explore refining the precision
and granularity of these metrics. The CognIDE approach can enable developers and
researchers to have more detailed interpretations and practical applications in software
engineering workflows.

(N=6) T totally[I partially[Neutral[I partially [T totally
’ agree ‘ agree ‘ disagree ‘disagree
Ease of Use Perception

T considered CognIDE easy to use 3 3 0 0 0

I considered the CognlDE easy to set it up 3 3 0 0 0
Usefulness Perception

CognIDE would help to find points that 6 0 0 0 0
the developer faced difficulties

CognIDE would enable the identifying of 6 0 0 0 0
potentially harmful code snippets

CognIDE would assist in code review 4 | 1 0 0
CognIDE would facilitate to decide 6 0 0 0 0
across code refactoring prioritization

Behavioral Intention to Use

T would use CognIDE as a code review tool 5 I 0 0 0

I would use CognIDE as a decision support 5 1 0

tool in code refactoring prioritization

__Table 3: Distribution of Technology Acceptance Model questionnaire responses.
8 https://code.visualstudio.com/api/references/vscode-api



698 Vieira R., Farias K.: A tool-supported approach to integrate cognitive indicators ...

C# helloworld.cs ®

c: » Users > roger > Desktop > €¥ helloWorld.cs

1 public static void main(string args[])

2

3 var message = "Hello";

4 var who = "World"

5 Console.Writeline($"{message} {whol}");
6 )

-

Figure 4: Psychophysiological metrics being presented alongside the source code.

5 Evaluation

The research methodology used in our study can be categorized as a mixed-methods
research approach [Wohlin et al. 2012], which involved the development of a tool
alongside the qualitative research applying the Technology Acceptance Model (TAM)
questionnaire with experts. The mixed-methods research approach combines qualitative
and quantitative research methods to gather comprehensive insights into the phenomenon
being studied, allowing for a more nuanced understanding by incorporating both qualita-
tive data from the expert interviews and quantitative data from the TAM questionnaire.
The study repository has the materials used throughout the research, including the ques-
tionnaires’.

5.1 Goal and Research Question

This study seeks to assess the effects of the CognIDE approach on our selected partici-
pants’ perceived usefulness, ease of use, and behavioral intention to use (Section 5.2).
These effects are explored by considering realistic scenarios in which CognlIDE can be
used and adopted while developers use an IDE in real-world settings. The goal of this
study is stated based on the GQM template [Wohlin et al. 2012] as follows:

Analyze the use of CognIDE approach
for the purpose of investigating its effects
with respect to the perceived usefulness, ease of use, and behavioral intention to use
from the perspective of software developers
in the context of source code review in an IDE.

In particular, this goal aims to explore ease of use, perceived usefulness, intention to
use, influencing factors, and attitudes toward adopting the CognIDE tool. In particular,
this study aims to perform a qualitative study to grasp the effects of the CognIDE

9 https://rogerdenisvieira. github.io/#resources
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approach. To do this, we sought to answer the following research question: To what
extent do software developers perceive the ease of use of the newly integrated cognitive
indicators in Visual Studio (VS) Code using the CognIDE tool?

5.2 Subject Selection

The subject selection for this research article was based on convenience sampling [Wohlin
et al. 2012]. We use convenience sampling for two reasons: considering its inherent suit-
ability and feasibility in our qualitative assessment. First, given the nature of our study,
where the proposed approach was demonstrated in real-time scenarios, convenience
sampling allowed us to recruit participants readily available in academic and industry
environments. That is, the participants selected for this study were deliberately chosen
from the authors’ professional and academic circle, ensuring the inclusion of individuals
possessing highly suitable profiles for the research, thereby circumventing the selection
of participants lacking academic or professional experience in using Integrated Devel-
opment Environments (IDEs) and unfamiliar with the objectives of academic research.
This selection approach facilitated a pragmatic assessment of the tool’s functionality and
usability among practitioners actively engaged in software development tasks. Secondly,
employing the Technology Acceptance Model (TAM) questionnaire [Maranguni¢ &
Grani¢ 2015] aligns with the convenience sampling strategy, enabling a comprehen-
sive evaluation of users’ acceptance and adoption of the CognIDE. In this context, the
pragmatic nature of convenience sampling allowed for a practical and feasible means to
gauge the tool’s usefulness and user acceptance, thereby contributing to a more proper
assessment of its real-world applicability.

In total, six participants were selected. They have worked in the software development
industry on over five real projects and have used different programming languages. The
eligibility of the participants was considered based on their experience and availability to
participate in the stages. We can explain our decision to involve a limited number of six
participants for two reasons. First, our focus was placed on understanding the proposed
approach’s functionality and usability in a controlled setting and considering the limited
scope of our study. We highlight that involving a smaller cohort of participants facilitated
a more in-depth and comprehensive examination of their interactions with the CognIDE,
allowing for a detailed analysis of their feedback, perceptions, and experiences. Secondly,
given the technical nature of the proposed integration with the Visual Studio code, a
smaller sample size ensured meticulous attention to each participant’s input. It facilitated
the extraction of insights and observations, ultimately contributing to the quality of the
evaluation process. Additionally, a smaller sample size was considered more manageable
and practical in the constraints of the study’s timeline and available resources. Still,
our study represents an initial exploration aimed not at definitive conclusions but at
comprehensively understanding the foundational viability and coherence of the proposed
approach in the context of an objective statement.

5.3 Experimental Process

The experimental process involved a set of steps employed by the participants to engage
with the CognIDE tool in Visual Studio Code, encompassing the following detailed
procedures:

— Step1: Participants initiated the experimental process by logging into a remote
computer housing Visual Studio Code alongside the running CognIDE server, estab-
lishing the essential environment required for the following tasks.
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— Step 2: Upon access to the Chronograph dashboard, participants were presented with
a comprehensive array of metrics derived from psychophysiological data captured
by the CognIDE tool. This dashboard facilitated the observation and analysis of
cognitive indicators, offering participants an interface to comprehend and interpret
the collected metrics.

— Step 3: Participants were tasked with performing an independent analysis based
on their subjective perceptions of the presented metrics. This step allowed them to
leverage their cognitive assessment and comprehension skills to interpret the data
offered in the Chronograph dashboard.

— Step 4: Engaging with Visual Studio Code, participants were instructed to open a
designated snippet of source code previously implemented. They were then prompted
to interpret and discern the metrics displayed by CognlIDE in the IDE, leveraging
their cognitive perceptions to comprehend the information associated with the source
code snippet.

Each step in this experimental process was designed to engage participants with the
functionalities of the CognIDE tool in Visual Studio Code, facilitate their interaction with
psychophysiological metrics, and enable subjective interpretation based on individual
cognitive perceptions.

Post-experiment data collection. Once the experimental process execution was
accomplished, a set of three questionnaires was applied as the post-experimental data
collection:

— Characterization of participants: A sociodemographic questionnaire was applied,
aiming to provide an overview of the developer’s profile;

— Application of TAM: To measure the acceptance level, the participants fulfilled the
contextualized version of the Technology Acceptance Model (TAM) questionnaire
[Maranguni¢ & Grani¢ 2015];

— Interview: The authors performed a structured interview [Wohlin et al. 2012] with
the selected participants, collecting feedback on aspects the previous questionnaires
have not covered.

It is worth noting that such metrics used in the experimental phase are not intended to
assess the relationship between them and the source code produced, nor the quantity of
any actual psychophysiological state of the subjects during the experiment. The following
section presents the obtained results.

6 Results

This section delves into an analysis encompassing the participant profiles, outcomes
derived from the Technology Acceptance Model (TAM) questionnaire, and a discussion
of the interview results.
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6.1 Analysis of Participant’s Profile

After applying the experimental and feedback collection phases in a group of six partici-
pants, it was possible to verify that half comprised individuals aged between 20 and 29.
In contrast, the second half comprised those aged between 30 and 39. Half are Software
Developers, followed by Software Engineers, Tech Leads, and Software Architects.
Regarding their work experience, five of them have worked in software development for
six years or more. When asked about their belief that the software development process
can be affected by human factors and not entirely technical ones, the whole sample
agreed with a repeated response when asked if psychophysiological data could be related
to code quality.

6.2 Results of TAM questionnaire

Applying TAM made it possible to evaluate the perceived ease of use, perceived utility,
and behavioral intention to use the CognIDE approach. As shown in Table 3, participants
agree that CognIDE is easy to use and set up (half fully agree, and the other half partially
agree). There was unanimity in agreeing that the tool would help to identify points of
difficulty in the code by the developers, defective snippets of code, and facilitate the
decision on how to refactor the code. However, there is some resistance to its usefulness
in code review (four totally agree, one partially agree, and one is neutral). As for the
intention of future use, the participants demonstrated the use as a code review tool and
a data provider to assist in prioritizing code refactoring (five totally agreed and one
partially agreed in each aspect).

6.3 Interview findings

Regarding the interview, it was possible to verify that there was unanimity in the accep-
tance of the CognIDE approach by the participants, mainly in its usage as a novel tool
capable of helping in estimating task sizes since it brings metrics that can be related to the
complexity level of the proposed activities. Another aspect brought by the interviewees
was the possibility of identifying smells in the code based on specific psychophysiological
patterns, similar to what occurs in tools such as Coverity and SonarQube. Finally, even
though the participants showed concerns about privacy in collecting psychophysiological
data to be used as a metric, they expressed acceptance regarding the tool, improving the
software development process and their productivity.

Finally, we highlight the initial nature of our findings, requiring further research
to validate and expand upon these initial insights in a broader context. The primary
emphasis in this evaluation was to showcase feasibility, initiate novel directions, and
stimulate further directions for future investigations. In this sense, we present additional
discussions on these initial findings and outline their broader implications.

6.3.1 What were your impressions of CognIDE?

We examined the interview responses to derive some qualitative findings from them. The
interviews revealed multifaceted perceptions and potential implications for employing
comprehensive contextual information of cognitive indicators alongside source code
using the CognIDE approach. Participants exhibited varied impressions, mainly acknowl-
edging the novelty and originality of the approach. One expressed concerns about privacy
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and apprehension concerning being measured (Participant 01), indicating a need for
addressing potential ethical or privacy-related aspects when implementing such tools in
real-world settings. Participant 02 emphasized the subjective nature of estimating cogni-
tive indicators and the potential intellectual property implications. This subjective nature
and variability in estimation might pose challenges in standardizing such measurements
across developers. Participant 03 highlighted the intriguing and enjoyable aspects of
CognlIDE, emphasizing its integration in the Visual Studio Code environment and the
potential for generating an “interruption metric.” This interruption metric could serve as
a data-driven well-being indicator, shedding light on the interruptions experienced by
developers during their workflow. Recognizing such metrics signals an opportunity to
foster developers’ well-being by considering interruptions during the coding process.

Furthermore, Participant 04 emphasized the tool’s potential for enhancing productiv-
ity without harming developers. He/she indicated the widespread applicability in software
engineering contexts. Finally, Participant 05 echoed sentiments regarding the innovation
of the tool and its ability to generate estimates. These perceptions suggest promising
implications for leveraging comprehensive contextual information of cognitive indicators
alongside source code. However, they also highlight the need to address concerns related
to privacy, standardization, and subjective variability in estimation while integrating such
tools into software development environments. Our understanding is that while CognIDE
shows promise, further refinement and consideration of these aspects are crucial to ensure
its effective utilization in practice.

6.3.2 What improvements to CognIDE would you suggest?

The responses revealed constructive suggestions for refining and advancing the CognIDE
approach, which has significant implications for integrating comprehensive contextual
information about cognitive indicators in source code. Participant 01 advocated for
a more visual representation directly in the source code. This indicates a need for a
smoother integration of cognitive indicator data with IDEs. This can help developers
easily interpret and engage with cognitive indicators while working on source code.

Participant 02 proposed a multifaceted well-being approach, advocating for longitu-
dinal data collection to enhance accuracy and provide more generalized information for
developers. He or she offered a more focused perspective on well-being by suggesting
that software development actions or decisions be based on cognitive indicators to im-
prove well-being during coding sessions. This recommendation highlights the potential
of cognitive indicator data for immediate insights, long-term analysis, and suggestions
to enhance developer well-being. Participant 03 emphasized that capturing contextual
noise and integrating suggestions for process improvements are important. This presents
an opportunity for CognIDE to not only offer cognitive metrics but also to contextual-
ize these metrics in the broader software development process, thereby contributing to
process enhancement suggestions. For example, agile practices (such as sprint review
ceremonies and sprint planning) could be improved by considering this cognitive aspect:
How long should the ceremonies last to maintain favorable cognitive indicators for
software developers in this practice?

Participant 04 suggested broadening the tool’s applicability to other programming
languages and highlighted the need to provide feedback while being mindful of potentially
causing anxiety in developers. This recommendation underscores the importance of
adaptability across various programming environments and the necessity for sensitive
feedback mechanisms that consider developers’ emotional well-being. Participant 05
proposed code refactorings similar to ”smells” based on difficulties encountered, drawing
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parallels to design patterns in software development. This innovative suggestion hints
at the potential for using cognitive indicators to propose specific “Neuro Refactoring
Patterns.” In particular, this observation opens a pathway for new research by enabling
developers to identify source code anomalies [Souza et al. 2018] and subsequently
optimize such code based on mental patterns formed during the coding process. Lastly,
these recommendations highlight an opportunity for CognIDE to expand its scope by
offering insights into code-related patterns and proposing personalized solutions for
developers’ well-being and coding efficiency.

7 Additional Discussion

This section examines practical implications and future research directions based on the
proposed approach and our initial results.

7.1 Practical implications for Industry and Academia

Developer efficiency and cognitive insights. CognIDE’s integration of psychophysio-
logical data into Visual Studio Code can enhance a nuanced understanding of developers’
cognitive indicators, such as attention levels and cognitive load while coding. For ex-
ample, if a developer’s attention level significantly drops during the coding process,
CognlIDE may flag this as a potential sign of code comprehension issues. This insight
provides developers with real-time awareness of their cognitive state, identifying critical
moments when their focus wanes and enabling proactive interventions or breaks to reduce
errors or inefficiencies. For instance, Segalotto et al. [Segalotto et al. 2023] reported that
using EEG data shows promise in generating valuable cognitive insights in software
development contexts. They presented compelling evidence, demonstrating that high
cognitive load can predict potential software design problems and a high likelihood of
misunderstanding the code.

Software quality via bug identification or task recommendation. CognIDE’s
ability to identify specific cognitive indicators associated with bugs or poor code com-
prehension offers a proactive approach to improving software quality. If a developer
consistently shows increased cognitive load when working on specific code segments,
CognIDE could highlight these areas during the code review process. This focuses on
potential bug-prone sections, allowing developers to address errors or ambiguities be-
fore they escalate, enhancing code quality and software reliability. Additionally, we
can utilize biometric data, especially EEG-based biometrics, to provide more accurate
recommendations for aligning software development tasks with individual developers’
cognitive skills and competencies. Some studies are already researching this direction.
For instance, Menzen et al. [Menzen et al. 2023] outline the implementation of 4Experts.
This innovative methodology uses machine learning and biometric data obtained through
EEG to recommend software development tasks suited to developers’ skill sets and
competencies. This approach aims to optimize task assignment by evaluating developers’
cognitive load through EEG data to reduce frustration and improve task performance.

Optimization of code review processes for improved decision-making. Code
reviews become more targeted and efficient by leveraging CognIDE’s ability to prioritize
segments of code associated with specific cognitive indicators, such as instances of
insufficient comprehension. Case developers spend much time comprehending specific
code snippets, and then CognIDE might flag these segments for deeper review. This
focused approach allows teams to allocate resources more effectively, concentrating
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efforts on areas requiring greater attention, thereby improving code robustness and
enabling better-informed decisions throughout the software development life cycle.

7.2 Future directions and challenging aspects

Real-time cognitive monitoring for adaptive IDEs. Exploring the feasibility of in-
tegrating real-time cognitive monitoring in development environments like CognIDE
presents a compelling avenue for future research. Specifically, we believe that inves-
tigating mechanisms to continuously monitor developers’ cognitive indicators during
coding or modeling sessions and dynamically adjust the environment based on these
indicators poses a significant challenge. Designing algorithms or Al-driven systems that
recognize cognitive patterns in real-time and provide adaptive interventions, such as
recommending breaks or altering interface elements to align with developers’ cognitive
states, remains a promising yet challenging area. Menzen et al. [Menzen et al. 2023]
demonstrated 83% accuracy in predicting developer expertise using machine learning
and EEG data. Furthermore, leveraging cognitive indicators to guide developers toward
taking breaks and relaxing, rather than continuing with erroneous code writing or misun-
derstanding source code, can lead to developing more effective and context-aware tools
in the software development landscape.

Ethical considerations. As integrating psychophysiological data into software de-
velopment tools like CognIDE progresses, it raises ethical concerns regarding data
privacy, consent, and potential biases. Future research should delve into establishing
ethical guidelines and frameworks governing the collection, storage, and utilization of
developers’ psychophysiological data in such environments. Addressing these ethical
implications and ensuring developers’ rights and privacy while using tools that collect
sensitive cognitive data constitutes a worthwhile investigation.

Validation across diverse development environments. Conducting extensive vali-
dation studies and generalizing the findings across diverse development environments
and developer demographics represents an important future direction. Exploring how
CognlDE’s effectiveness translates across various programming languages, software
development methodologies, and diverse developer skill sets poses a challenging yet
crucial area of investigation. After conducting our study, we believe that performing
robust studies across different contexts to evaluate CognlIDE’s efficacy and adaptability
remains an imperative challenge for future research endeavors in this domain.

7.3 Empirical study, replications and human factors

A quality model for the integration of biometrics in software development. Some
quality models have emerged over the past decades to assess design modeling in soft-
ware engineering [Lange 2007, Junior & Farias 2021]. However, these models typically
focus on software modeling [Lange 2007], gamified software modeling [Junior & Farias
2021], and UML model composition [Farias et al. 2014] in a broader context rather
than explicitly addressing the integration of biometric data. To advance this field, future
research could extend existing quality models to encompass the unique challenges and
considerations of integrating biometric data into software development processes. This
extension could draw from practical insights gleaned from developers’ experiences with
integrating biometric data in real-world projects, as well as insights from empirical
studies conducted by researchers. By leveraging evidence-based approaches, such as
controlled experiments, industrial case studies, interviews, and observational studies,
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researchers can develop a comprehensive quality model tailored to the nuances of bio-
metric integration. Such a model would guide developers and researchers in planning and
executing empirical studies to address integration challenges effectively. Additionally,
it could establish a common terminology for integration-related activities and artifacts,
facilitating a systematic approach to assessing quality through qualitative and quantita-
tive metrics. Through this structured framework, researchers can identify and evaluate
factors impacting biometric integration’s effort, accuracy, granularity, and scalability.
For example, the quality model could aid developers in selecting appropriate metrics
and methodologies to assess how factors such as abstraction levels, domain-specific
considerations, and development or refactoring techniques influence the precision and
accuracy of biometric integration approaches. Moreover, the quality model could serve
as a reference framework for structuring and comparing empirical studies conducted by
researchers, enhancing the reproducibility and generalizability of their findings in the
burgeoning field of biometric integration in software development.

Enhancing empirical understanding of biometrics’ benefits in software engineer-
ing. Despite the existing empirical studies, there remains a need for further research to
deepen our evidence-based understanding of the advantages of incorporating biometrics
into software engineering practices. For instance, conducting controlled experiments
could shed light on the benefits or usefulness of particular biometrics, such as cognitive
load, in revealing the efficiency of developers in producing accurate software models
or source code. We can collect different biometrics of developers while performing
development or maintenance tasks, but their comparative effectiveness remains largely
unexplored. Moreover, there is a lack of experimental studies examining the influence of
prior experience with a particular technology on developers’ productivity. For instance,
researchers could design controlled experiments involving participants with varying
levels of experience to assess how prior familiarity with a particular IDE, for example,
affects the development outcomes. These outcomes might be measured using biometrics.
Such empirical investigations can uncover valuable insights into the role of biometrics in
measuring or predicting the effectiveness of developers in software engineering contexts.

Understanding the impacts of biometrics on software development tasks. An
important research endeavor for the scientific community focuses on understanding the
effects of biometrics on various software development tasks, including source code com-
prehension, refactoring, and software modeling. Specifically, there is a need to examine
how human cognitive processes, decision-making methods, and collaborative efforts
interact with the integration of biometric data into software development workflows.
It is clear that integrating biometrics involves complex activities, such as identifying
patterns, resolving discrepancies, and managing interdependencies, all requiring human
involvement. Therefore, exploring human factors can provide valuable insights into
optimizing the biometric integration process. For instance, research could investigate the
influence of different cognitive biases or heuristics on decision-making processes while
integrating biometric data. Understanding how cognitive biases, such as confirmation
bias or anchoring bias, affect the identification and resolution of merge conflicts can
yield valuable insights into potential challenges and suggest strategies to mitigate their
effects.

Seamless integration of biometrics in software engineering workflows. A piv-
otal research challenge in the domain of using biometrics in software development
involves the creation of robust and reliable methodologies for seamlessly integrating
biometric data into existing software engineering workflows. The potential benefits of
incorporating biometric information, such as physiological and cognitive indicators, into
software development processes are clear. However, a lack of standardized approaches
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for effectively leveraging this data remains. Researchers must explore methodologies
that facilitate the integration of biometric data to enhance developers’ understanding,
productivity, and overall software quality. This requires addressing various technical,
methodological, and ethical considerations, such as ensuring data accuracy and relia-
bility, designing user-friendly interfaces for data visualization and interpretation, and
establishing privacy-preserving mechanisms to protect sensitive biometric information.
Additionally, exploring ways to mitigate potential biases or disparities introduced by
biometric data usage is an essential avenue for future research in this field. By tackling
these challenges, the research community can pave the way for the effective use of
biometrics to enhance software development processes and outcomes.

Federated learning and biometrics. A pressing research challenge at the intersection
of federated learning [Antunes et al. 2022] and biometrics in the context of software
development revolves around ensuring the privacy, security, and ethical implications of
using sensitive biometric data in distributed learning environments. Federated learning
offers opportunities for collaborative model training across decentralized devices without
centralizing raw data, but integrating biometric data into this framework presents unique
challenges. For example, individual data on developers’ cognitive performance cannot be
revealed. Ensuring the confidentiality and integrity of biometric data during the federated
learning process is crucial to prevent unauthorized access, data breaches, and potential
misuse. Additionally, researchers need to explore techniques for federated aggregation
of biometric data that preserve individual privacy while still enabling effective model
updates. Addressing concerns relating to data anonymization, differential privacy, and the
robustness of federated learning models in the presence of diverse and dynamic biometric
inputs is essential for building trust and acceptance of federated learning approaches
in software development contexts. Moreover, investigating the ethical implications of
leveraging biometric data in federated learning, including issues regarding consent,
fairness, and algorithmic bias, is critical to ensure such technologies’ responsible and
equitable deployment. By tackling these challenges, the research community can advance
the development of federated learning techniques that harness the power of biometric
data while upholding privacy and ethical standards in software development practices.

8 Threats to Validity

This section briefly discusses the strategies adopted to manage potential threats to the
study’s validity. In particular, we manage validity threats regarding external threats.

It refers to the validity of the results obtained in broader contexts. We seek to under-
stand to what extent the results obtained can be extended or generalized, for example,
to other IDEs (e.g., IntelliJ, NetBeans, PyCharm, and Spring Tool Suite 4), wearable
devices (e.g., Emotiv EPOC), and participant profiles. In this sense, we analyzed whether
the results could be maintained by making some variations. As this study has not yet been
replicated, we chose to use the theory of proximal similarity to understand the degree of
generalization of our results. Three criteria were defined to establish the comparisons:
(1) the IDE needs to be extensible; (2) wearable devices must have an API for capturing
psychophysiological data; and (3) participants with experience with different IDEs and
programming languages. Given that these criteria can be observed in real project contexts,
the generalization of our results becomes feasible for similar contexts.

Additionally, decisions were made to minimize threats associated with the proposed
approach. First, we selected tools and wearable devices widely accepted in the industry,
facilitating the transfer and application of the approach in other contexts. This choice
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ensures that the approach is not tightly linked to a specific, non-extensible device or tool.
Second, the component-based architecture enhances the implementation and compre-
hension of modules, emphasizing modularization and the connections between the main
features of the approach. This facilitates the evolution of the proposed architecture by
allowing for the flexible addition, modification, and removal of architectural components.
Third, the wearable device generates the cognitive indicators utilized, thereby minimizing
potential issues when computing such indicators. Although this initial study requires
replication and expansion, we have established strategies to mitigate potential threats.

9 Conclusions and Future Work

This article introduced a tool-supported approach for integrating psychophysiological
data into Visual Studio Code. The CognIDE was evaluated through interviews and a
technology acceptance questionnaire with six professionals. Despite being a preliminary
assessment, the acceptance obtained by the subjects encourages the implementation of
a richer version of CognlIDE in terms of new features and the development of future
studies to evaluate it across a larger number of developers. We can outline two takeaway
messages from our study. First, CognIDE represents an important step toward bridging
the gap between developers’ cognitive indicators and code comprehension in IDEs.
This tool successfully integrates psychophysiological data into Visual Studio Code,
offering contextual cues that can significantly aid in understanding and maintaining code-
related tasks. Secondly, CognIDE shows promise in improving code review practices
by effectively identifying code segments associated with specific cognitive indicators.
Its potential in pinpointing areas related to bugs or insufficient code comprehension
(based on cognitive metrics) highlights its potential to enhance code review processes,
potentially leading to improved software quality. In future work, we list a series of
research avenues that can be explored by the research community.

Data Volume. During the development phase of the CognIDE tool, the EEG Neu-
roSky MindWave Mobile 2 was utilized. This sensor features a measurement channel
and a sampling rate of only 512 Hz, which is lower than other EEGs in the same market
segment. Despite these specifications, the MindWave Mobile 2 can generate extensive
data during use, mainly when operating synchronously. It sends the data stream to a
computer with the data connector installed. This characteristic is a limiting factor in
manipulating such a large volume of data for proper analysis and in the required storage
capacity.

Processing Capacity. Notwithstanding the resources required to store the collected
data, the computer on which the CognIDE tool operates demands a high processing
and memory capacity, given that data manipulation from the EEG takes place in real
time. This behavior is shown as a limitation given that CognIDE would be operating
concurrently with the other tools present on the host computer, such as the IDE itself and
the development environment, competing for resources and reducing its performance
and performance of other applications.

Electroencephalography. EEG devices, especially the basic low-cost models, can
suffer from environmental interference, from myoelectric noise of synergistic muscle
interaction to electromagnetic interference from electronic equipment, especially those
with inductive and capacitive loads. These interferences can lead to artifact formation
during the data analysis, leading to erroneous results in the data collected.

Ethical and privacy aspects. Although CognIDE’s evaluation did not use psy-
chophysiological data collected from real developers, the popularization of sensor de-
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vices, in addition to the possibility brought by CognIDE in the use of such devices as
input for the creation of metrics in the IDEs, from an ethical point of view and of privacy,
can lead to the limitation of the applicability of the tool to only the academic environment.
Therefore, it is emphasized that such use of data in companies may violate current legis-
lation regarding the privacy of their employees. Despite the limitations presented, the
emerging results encourage exploring such limitations as opportunities for research and
development of future works, aiming to evolve both the tool and the proposed approach.
Therefore, the authors will explore the following main research opportunities.

Controlled Experiment. The authors plan to perform a controlled experiment to
assess the impact of language features, such as Lambda expressions and syntax sugar,
on the cognitive load of developers when they perform maintenance tasks. The proposed
approach will allow the authors to capture the cognitive load while the developer changes
code snippets. Furthermore, metrics for the coarser-grained block of code will be intro-
duced in the CognIDE. In this sense, they plan to use a Language Server to improve the
granularity level of the metrics, for instance, alongside a method or iteration block.

Device Support. In its first version, CognIDE only supports integrating psychophys-
iological data from EEG NeuroSky Mindwave Mobile 2. However, the architecture
adopted for implementing CognIDE can support new devices. In future works, it is
possible to work on the creation of components capable of collecting data from EMGs,
Eye-trackers, EDA, among others, and integrating them in Visual Studio Code using the
approach suggested by CognlIDE, thus enabling new types of controlled experiments.

Support for IDEs. As with device support, the initial version of CognIDE was
designed to work with Visual Studio Code. Despite this, its architectural flexibility
allows new extensions to be implemented to support other existing IDEs.

Language Server Implementation. As mentioned in Section 4.3, both CognlDE
Extension and CognIDE Server use line code change events as a trigger to trigger the
collection of measurements from the EEG. Such event granularity can be worked by
developing a language server capable of identifying blocks of code, such as methods,
classes, or variables, to allow a more accurate generation of events. Furthermore, through
the language server, it would be possible to support the syntax of any existing program-
ming language for generating events.
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