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1 Introduction

In today's interconnected world, where digital technologies impregnate every aspect of
our lives, cybersecurity has emerged as a critical concern for governments, businesses,
and individuals alike. With the proliferation of cyber threats such as data breaches,
ransomware attacks, and state-sponsored espionage, the need for robust cybersecurity
measures has never been more pressing. As a result, cybersecurity policy has become
increasingly important in safeguarding national security, protecting critical
infrastructure, and preserving individual privacy rights [Febriawan & Hizra, 24].

The digital era has brought forth a unique period of innovation and
interconnectedness, enabling new opportunities for communication, commerce, and
collaboration. In fact, the number of Internet of Things (IoT) devices worldwide is
forecast to almost double from 15.1 billion in 2020 to more than 29 billion IoT devices
in 2030 [Bnacenko, 23]. However, it has also exposed vulnerabilities in our digital
systems, leaving them susceptible to exploitation by malicious actors. Cyberattacks
have grown in frequency, sophistication, and impact, posing significant risks to
governments, businesses, and citizens worldwide. From disrupting essential services to
stealing sensitive information, cyber threats can have far-reaching consequences that
threaten our economic prosperity, national security, and personal privacy [Achmed,
24].

In response to these challenges, policymakers around the globe have recognized
the need for comprehensive cybersecurity policies that address the complex and
evolving nature of cyber threats. These policies aim to establish clear guidelines and
regulations for protecting digital assets, securing critical infrastructure, and deterring
malicious activities in cyberspace. However, developing effective cybersecurity
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policies is not without its challenges, particularly when it comes to striking the right
balance between security imperatives and individual privacy rights [AllahrakhaN, 23].

The rapid advancement of technology has blurred the lines between security and
privacy, raising ethical dilemmas for policymakers tasked with safeguarding. On one
hand, there is a compelling need to enhance cybersecurity measures to combat
emerging threats and protect national interests. On the other hand, there is a growing
concern about the potential erosion of privacy rights and civil liberties in the name of
security. Policymakers must navigate these competing priorities while upholding
fundamental values such as freedom of expression, due process, and individual
autonomy.

The ethical dilemmas faced by policymakers in cybersecurity establishment are
complex and multifaceted, requiring careful consideration of competing interests and
values. Striking the right balance between security and privacy is essential to build trust
and confidence in our digital systems while preserving the rights and freedoms of
individuals in the digital age. As we continue to grapple with these challenges, it is
imperative that policymakers engage in open and transparent dialogue with
stakeholders to develop ethical and effective cybersecurity policies that promote
security, privacy, and human rights for all.

The remainder of this paper is organized as follows: Section 2 recalls current
landscape of cybersecurity policy and privacy. Section 3 presents key ethical principles
in frameworks in cybersecurity policies as well as some case studies. In Section 4,
challenges and dilemmas in cybersecurity policy making are discussed. Section 5
proposes some ethical guidelines for security policy. Finally, section 6 concludes the

paper.

2 Current Landscape of Cybersecurity Policy and Privacy

In the realm of cybersecurity, policy and privacy considerations play a crucial role in
shaping the digital landscape. This section provides an overview of the current state of
cybersecurity policy and privacy, highlighting key challenges and developments in this
rapidly evolving field.

2.1  Overview of current cybersecurity threats and challenges

In today's interconnected digital landscape, cybersecurity has become a paramount
concern for individuals, organizations, and governments worldwide. This section
provides an overview of the current cybersecurity threats and challenges [Smith, 23].

Ransomware Attacks: pose significant threats to organizations and individuals,
with cybercriminals encrypting sensitive data and demanding ransom payments for
decryption keys. According to a report by a leading cybersecurity firm!, ransomware
attacks increased by 78% in 2024 compared to the previous year, with an average
ransom payment of $1.85 million.

Supply Chain Attacks: target third-party vendors and suppliers to infiltrate the
networks of larger organizations, enabling cybercriminals to compromise multiple

!https://www.getastra.com/blog/security-audit/ransomware-attack-statistics/ (April
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entities through a single attack. In fact, supply chain attacks increased by 124% in 2024,
with cybercriminals exploiting vulnerabilities in software supply chains to distribute
malware [Smith, 24].

Zero-Day Exploits: target previously unknown vulnerabilities in software,
allowing attackers to gain unauthorized access to systems and networks before security
patches are available. According to recent statistics, zero-day exploits accounted for
27% of all detected vulnerabilities in 20242, highlighting the growing sophistication of
cyber threats.

Data Privacy Violations: involve the unauthorized collection, use, or disclosure
of personal information, leading to privacy breaches and regulatory compliance issues.
A survey conducted by a privacy advocacy group revealed that 68% of consumers
expressed concerns about the privacy of their personal data, leading to increased
demand for stronger data protection measures®.

Insider Threats: involve malicious or negligent actions by employees,
contractors, or trusted partners that compromise the security of an organization's
systems and data. Insider threats accounted for 45% of all reported cybersecurity
incidents in 2024, according to a survey conducted by a cybersecurity consulting firm,
highlighting the need for enhanced insider threat detection and mitigation measures*.

2.2 Analysis of existing cybersecurity policies and regulations at national and
international levels

Cybersecurity policies are critical for safeguarding digital assets, mitigating cyber
threats, and protecting individual privacy rights. In this section, we will delve into an
analysis of existing cybersecurity policies and regulations at both national and
international levels, examining key components, strengths, weaknesses, and emerging
trends.

National Level Policies and Regulations:

At the national level, governments have enacted various cybersecurity policies and
regulations tailored to address the unique challenges and priorities of their respective
jurisdictions. These policies typically outline frameworks for identifying cyber threats,
establishing incident response mechanisms, and promoting collaboration among
stakeholders. For example, the United States has implemented the National Cyber
Strategy, which focuses on securing critical infrastructure, enhancing cybersecurity
workforce capabilities, and deterring malicious cyber activities through diplomatic,
economic, and military means [Truitte, 19].

Similarly, European Union member states have adopted the Network and
Information Security Directive (NIS Directive), which mandates the implementation of
cybersecurity measures by operators of essential services and digital service providers.
The NIS Directive aims to enhance the resilience of critical infrastructure and ensure
timely incident reporting and cooperation among member states [Dimitra, 19].

2 https://www.sentinelone.com/cybersecurity-101/zero-day-vulnerabilities-attacks/ (April 2024)
3 https://www.ey.com/en_hu/news/2021/06/ey-future-consumer-index-68-of-global-consumers-
expect-companies-to-solve-sustainability-issues (April 2024)

4 https://www2.deloitte.com/us/en/pages/risk/articles/cybersecurity-threat-trends-report-
2024.html (April 2024)
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While national cybersecurity policies vary in scope and approach, common themes
include the promotion of risk-based approaches, the establishment of cybersecurity
governance structures, and the integration of public-private partnerships to enhance
cybersecurity resilience. However, challenges persist in terms of harmonizing disparate
policies across jurisdictions, ensuring regulatory compliance, and addressing evolving
cyber threats effectively.

In Tablel, we propose a comparison of some national strategies e.g. in Europe,
USA, China and Africa according to privacy aspects.

Aspect Europe USA China Africa
. Priva tron, .
Data protection rvacy Stro 1S Emerging
. . acknowledged, emphasis on .S
Privacy and privacy as recognition of
. may be state control .
Emphasis fundamental privacy
. secondary to and .
rights . . importance
security surveillance
Multilateral Focus on
. L State control .
collaboration Public-private L capacity
4 . . prioritized over a1
[pproach with partnerships for R building and
. . . individual .
international cybersecurity ivac regional
organizations P Y cooperation
neral Data . Developin
Gener . . Cybersecurity eveloping
. Protection National Cyber frameworks with
Regulations . Law, Great .
Regulation Strategy Firewall privacy
(GDPR) considerations
_ . Vari ith
Data Limited data Strict data 1128, Wit
.. Generally not o . some countries
Localizatio localization localization for e
mandated . considering data
n requirements state control .2
localization
Strong Collaboration Emphasis on Focus on
Capacity emphasis on between domestic building regional
Building international government and cybersecurity cybersecurity
cooperation private sector capabilities capacity

European cybersecurity strategies,

Table 1: National Cybersecurity strategies comparison

such as the European Union's (EU)

Cybersecurity Strategy, often prioritize data protection and privacy as fundamental
rights. This emphasis is reflected in regulations like the General Data Protection
Regulation (GDPR), which imposes strict requirements on data handling and privacy.
Moreover, European nations tend to favor a multilateral approach to cybersecurity
governance, collaborating closely with international organizations and neighboring
countries to address shared cybersecurity challenges while safeguarding privacy rights.
The Network and Information Security (NIS) Directive, introduced by the European
Union, has had a substantial impact on enhancing cybersecurity preparedness across
member states. One of the primary outcomes has been the increased national
cybersecurity capabilities, with member states developing or strengthening their
national cybersecurity strategies. This includes the establishment of national Computer
Security Incident Response Teams (CSIRTs) and significant investments in
cybersecurity infrastructure. The directive has also improved coordination among
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national authorities, promoting a more unified approach to managing and responding
to cybersecurity incidents.

In terms of critical infrastructure, the NIS Directive has imposed stricter security
requirements on operators of essential services and digital service providers, leading to
improved security measures and risk management practices in sectors such as energy,
transport, and healthcare. Additionally, the requirement for organizations to report
significant cybersecurity incidents to national authorities has increased transparency,
aiding in the rapid identification of threats and facilitating information sharing across
the EU.

The directive has fostered enhanced cross-border cooperation by promoting
collaboration between member states and leading to the establishment of the EU
Agency for Cybersecurity (ENISA). This central body has become pivotal in
coordinating cybersecurity efforts and disseminating best practices. Improved
mechanisms for sharing information and expertise across borders have further
strengthened the collective ability of member states to address and mitigate cyber
threats.

However, there are challenges and areas for improvement. The inconsistent
implementation of the directive across member states has created variability in
effectiveness, due to differing national regulations and levels of cybersecurity maturity.
As the cyber threat landscape evolves, continuous adaptation of strategies and practices
is necessary. The NIS Directive itself must also be reviewed and updated regularly to
address new challenges and ensure its ongoing effectiveness. Overall, while the NIS
Directive has markedly improved cybersecurity preparedness within the EU, sustained
efforts are required to overcome implementation challenges and adapt to the dynamic
cyber threat environment.

The United States' cybersecurity strategy, exemplified by initiatives like the
National Cyber Strategy, places a strong emphasis on national security and protecting
critical infrastructure. While privacy is acknowledged, it may take a backseat to security
imperatives in certain contexts. In fact, the US approach often involves close
collaboration between government agencies, private sector entities, and academia to
enhance cybersecurity capabilities. However, concerns have been raised about the
potential impact on privacy, particularly regarding data sharing and information sharing
practices.

China's cybersecurity strategy is characterized by a strong emphasis on state
control and surveillance. Initiatives such as the Cybersecurity Law and the Great
Firewall prioritize state security and social stability over individual privacy rights.
Moreover, China's approach to cybersecurity often includes strict data localization
requirements, mandating that data generated within its borders be stored and processed
domestically. While purportedly aimed at enhancing data security, these measures raise
concerns about government access to personal data and privacy infringement.

Since many African countries are in the process of developing or refining their
cybersecurity strategies in response to growing cyber threats. While security is a
primary focus, there is increasing recognition of the importance of privacy protection,
particularly considering data breaches and digital transformation initiatives. Hence,
African cybersecurity strategies often emphasize capacity building, international
cooperation, and regional collaboration to address cybersecurity challenges effectively.
Efforts are underway to harmonize cybersecurity frameworks and regulations across
the continent while considering privacy implications.
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International Level Policies and Regulations:

At the international level, efforts to address cybersecurity challenges are often
coordinated through multilateral agreements, treaties, and frameworks aimed at
fostering cooperation and information sharing among nations. Organizations such as
the United Nations (UN), International Telecommunication Union (ITU), and the
Organization for Economic Cooperation and Development (OECD) play pivotal roles
in facilitating international cybersecurity cooperation and promoting best practices.

One notable international initiative is the Budapest Convention on Cybercrime,
which serves as a framework for international cooperation in combating cybercrime
and harmonizing national legislation. The Convention addresses various cybercrime-
related offenses, including unauthorized access to computer systems, data interference,
and computer-related fraud, and promotes cooperation in investigations and
prosecutions [Wicki-Birchler, 20].

Additionally, regional organizations such as the Association of Southeast Asian
Nations (ASEAN) and the African Union (AU) have developed cybersecurity
frameworks and action plans to address regional cybersecurity challenges and enhance
cyber resilience among member states [Haacke, 08].

Despite these efforts, challenges persist in achieving consensus on cybersecurity
norms, standards, and enforcement mechanisms at the international level. Divergent
national interests, sovereignty concerns, and geopolitical tensions often hinder progress
in establishing a cohesive global cybersecurity framework.

Table 2 summarizes these policies and regulations.

Initiative: Key Focus Future
. Outcomes Challenges . .

Description Areas Directions

United Nations Adoption of the . Strengt.hen
- UN-Group of international
(UN): Facilitates . .

. . Policy Governmental . . cooperation
discussions and Diverse national .
S development, Experts . mechanisms,
initiatives at the . interests,

norm-setting, (UNGGE) o promote
global level. . geopolitical
. capacity- reports on . consensus-

Emphasizes oy . tensions .

. building. responsible state building on

protection of L .

. . behavior in cybersecurity
privacy rights.
cyberspace. norms.
International
L. Enhance
Telecommunicati Development of cabaci
on Union (ITU): global blﬁl diltly
Promotes Cybersecurity cybersecurity g
. . Unequal efforts, bridge
international standards, standards such . g
L . technical the digital
cooperation in capacity- as ITU-T X.509 capabilities divide through
the development building. for Public Key P . roug
inclusive
and Infrastructure cvberseeurit
standardization (PKI). YDEISCCUTity
1nitiatives.

of ICTs.
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Initiative:
Description

Organization for
Economic
Cooperation and
Development
(OECD):
Addresses
economic and
social challenges,
including
cybersecurity.

Budapest
Convention on
Cybercrime:
Multilateral
treaty facilitating
international
cooperation in
combating
cybercrime.

Association of
Southeast Asian
Nations
(ASEAN):
Regional
organization
promoting
cooperation
among Southeast
Asian nations.

African Union
(AU): Regional
organization
promoting
integration and
cooperation
among African
states.

Key Focus
Areas

Cybersecurity
policy
development,
best practices.

Harmonization
of legislation,
cooperation in
investigations
and
prosecutions.

Cyber security
frameworks,
capacity-
building.

Cyber security
frameworks,
capacity-
building.

Outcomes

Publication of
the OECD
Recommendatio
n on Digital
Security Risk
Management for
Economic and
Social
Prosperity.

Enhanced
cooperation
among
signatory states
in combating
cybercrime,
sharing best
practices, and
capacity-
building.
Adoption of the
ASEAN
Cybersecurity
Cooperation
Strategy and the
ASEAN Digital
Integration
Framework to
enhance
regional
cybersecurity
cooperation.

Development of

the AU
Convention on
Cybersecurity
and Personal
Data Protection.

Challenges

Varied

regulatory
environments

Limited
participation,
scope

Varied levels of
cyber security
maturity

Limited
resources,
infrastructure
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Future
Directions

Encourage
adoption of
OECD
cybersecurity
guidelines,
foster
regulatory
harmonization
and
information
sharing.

Encourage
more
countries to
ratify the
convention,
expand scope
to address
emerging
cyber threats.

Strengthen
collaboration
on
cybersecurity
capacity-
building,
develop
common
cybersecurity
standards.

Increase
investment in
cybersecurity
infrastructure,

promote

regional
cybersecurity
information

sharing.

Table 2: International Level Policies and Regulations comparison
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2.3 Impact of emerging technologies on cybersecurity and privacy
considerations

Emerging technologies such as the Internet of Things (IoT), Artificial Intelligence (Al),
and blockchain are revolutionizing the way we interact with the digital world. While
these technologies offer immense potential for innovation and efficiency, they also
present new challenges and risks in terms of cybersecurity and privacy. This section
examines the impact of IoT, AI, and blockchain on cybersecurity and privacy
considerations.

Internet of Things (IoT)

The IoT refers to the network of interconnected devices that communicate and
exchange data with each other. These devices can range from smart home appliances
and wearable devices to industrial sensors and autonomous vehicles. While IoT
technologies offer unprecedented convenience and connectivity, they also introduce
new cybersecurity and privacy challenges.

One of the main cybersecurity concerns with IoT devices is their susceptibility to
cyber attacks. Many IoT devices lack robust security measures, making them
vulnerable to hacking and data breaches. For example, insecure IoT devices can be
compromised and used to launch large-scale Distributed Denial of Service (DDoS)
attacks, as demonstrated by the Mirai botnet attack in 2016 [Antonakakis, 17].

Privacy is also a significant concern with IoT devices, as these devices often collect
and transmit sensitive personal data. Without adequate privacy protections, IoT devices
can expose individuals to privacy risks, such as unauthorized surveillance and data
exploitation. Additionally, the proliferation of IoT devices raises questions about data
ownership and control, as users may not be fully aware of how their data is being
collected and used [Tawalbeh, 20].

Artificial Intelligence (Al)

Al technologies, including machine learning and natural language processing, are
transforming industries, and driving innovation. Al has the potential to enhance
cybersecurity by enabling faster threat detection, automated incident response, and
predictive analytics. However, Al also introduces new cybersecurity risks, such as
adversarial attacks that exploit vulnerabilities in Al systems.

In terms of privacy, Al raises concerns about data protection and algorithmic bias.
Al systems rely on large amounts of data to make decisions, which could lead to privacy
issues if the data used is sensitive or personally identifiable. Algorithmic bias is another
concern, as Al systems can inadvertently perpetuate or exacerbate existing biases in
data sets, leading to unfair or discriminatory outcomes [Oseni, 21].

Blockchain

Blockchain is a distributed ledger technology that enables secure and transparent
transactions without the need for intermediaries. While blockchain offers enhanced
security and data integrity, it also presents challenges in terms of cybersecurity and
privacy.
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One of the main cybersecurity challenges with blockchain is the risk of smart
contract vulnerabilities. Smart contracts are self-executing contracts with the terms of
the agreement directly written into code. However, if smart contracts contain bugs or
vulnerabilities, they can be exploited by malicious actors to manipulate transactions or
steal funds.

In terms of privacy, blockchain poses challenges related to data protection and
anonymity. While blockchain transactions are transparent and immutable, they are also
pseudonymous, meaning that users' identities are not directly tied to their transactions.
This can raise privacy concerns, especially in contexts where anonymity is important,
such as healthcare or financial transactions [Zhang, 19].

Hence, policymakers must carefully consider these challenges and develop
strategies to mitigate risks and protect individuals' security and privacy in the digital
age. Blockchain technology has the potential to significantly enhance cybersecurity
strategies by addressing key vulnerabilities in traditional systems. Its decentralized
architecture eliminates single points of failure, improving system resilience against
Distributed Denial of Service (DDoS) attacks, data breaches, and hacking attempts. The
immutable nature of blockchain records ensures data integrity and provides robust
protection against tampering and fraud.

Blockchain also offers advanced identity and access management (IAM) solutions
through decentralized identities and cryptographic authentication, reducing reliance on
centralized providers and mitigating unauthorized access risks. The integration of
cryptographic techniques such as zero-knowledge proofs and decentralized storage
further enhances data privacy and protection. Additionally, smart contracts enable
automated enforcement of security protocols, minimizing human error and ensuring
consistent compliance with security policies.

In critical sectors such as supply chain management, blockchain ensures end-to-
end transparency and tamper-proof records, preventing counterfeiting and fraud. Its
decentralized storage capabilities also offer resilience against ransomware attacks,
reducing the impact of single-point encryption by distributing data across a network of
nodes.

However, blockchain technology presents challenges, including scalability
limitations and the potential for new attack vectors, such as vulnerabilities in smart
contracts and consensus mechanisms. Despite these challenges, blockchain offers a
promising framework for advancing cybersecurity strategies by enhancing data
integrity, privacy, and overall system resilience.

3 Ethical Frameworks in Cybersecurity Policy

Exploring and developing ethical frameworks in cybersecurity is essential to address
emerging challenges and ensure responsible and secure technological advancement
[Loi, 20].

3.1 Key Ethical Principles in Cybersecurity Policy

In the realm of cybersecurity policy, ethical considerations play a crucial role in guiding
decision-making and shaping the implementation of security measures. Several key
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ethical principles are particularly relevant in this context, including autonomy, justice,
and beneficence [Formosa, 21], [Fenech, 22], [Varkey, 21].

Autonomy refers to the principle of respecting individuals' right to self-
determination and control over their personal information. In the context of
cybersecurity policy, this principle emphasizes the importance of obtaining informed
consent from individuals before collecting, using, or sharing their data. Policies should
prioritize transparency and provide individuals with meaningful choices regarding the
collection and use of their data [Varkey, 21].

Justice requires that cybersecurity policies be fair and equitable, ensuring that the
benefits and burdens of security measures are distributed fairly among individuals and
groups. Policymakers must consider the potential impact of security measures on
different segments of society, including marginalized or vulnerable populations, and
take steps to mitigate any disproportionate harms.

Beneficence calls for cybersecurity policies to promote the well-being and safety
of individuals and society. This principle emphasizes the importance of implementing
security measures that effectively mitigate cyber risks while minimizing negative
consequences, such as infringements on privacy or restrictions on freedom of
expression.

Policymakers should strive to strike a balance between security imperatives and
respect for individual rights and freedoms.

3.2  Human Rights Principles in Cybersecurity Policy

Human rights principles, including the right to privacy and freedom of expression, are
central to cybersecurity policy making and have significant implications for the design
and implementation of security measures.

The right to privacy, formalized in various international human rights instruments,
protects individuals' autonomy and personal autonomy and integrity. In the context of
cybersecurity, this encompasses individuals' rights to control their personal data and to
be free from arbitrary or unlawful surveillance. Policymakers must ensure that
cybersecurity policies respect and uphold the right to privacy, including by
implementing robust data protection measures and limiting surveillance activities to
lawful and proportionate purposes.

Freedom of expression is another fundamental human right that is closely linked to
cybersecurity policy. This right encompasses individuals' rights to seek, receive, and
impart information and ideas without interference or censorship. In the digital age,
cybersecurity measures that restrict or censor online content can have significant
implications for freedom of expression. Policymakers must balance the need to protect
against online threats with the imperative to preserve an open and inclusive online
environment that facilitates free expression and the exchange of ideas.

By incorporating these human rights principles into cybersecurity policymaking,
policymakers can ensure that security measures are both effective and respectful of
fundamental rights and values, promoting a secure and inclusive digital ecosystem for
all individuals and communities.
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3.3  Overview of some existing Legal Frameworks and International
Agreements

In the increasingly interconnected digital world, legal frameworks and international
agreements play a vital role in governing cybersecurity and privacy issues, providing
guidelines and standards for policymakers, organizations, and individuals. These
frameworks and agreements aim to address the challenges posed by cyber threats while
safeguarding fundamental rights and promoting international cooperation.

One of the most significant legal frameworks in the realm of cybersecurity and
privacy is the European Union's General Data Protection Regulation (GDPR). Enforced
in 2018, the GDPR sets forth rules and regulations for the processing of personal data,
aiming to protect individuals' privacy rights and ensure the responsible handling of
personal information by organizations operating within the EU and those handling data
of EU residents [Das, 18].

Additionally, the Council of Europe's Convention on Cybercrime, also known as
the Budapest Convention, is a pioneering international treaty that addresses cybercrime
and cybersecurity issues. The convention establishes a framework for international
cooperation in combating cybercrime, including provisions for the criminalization of
offenses such as hacking, data interference, and computer-related fraud, as well as
measures for enhancing law enforcement cooperation and information sharing among
signatory states [ Wicki-Birchler, 20].

Furthermore, various international agreements and initiatives focus on promoting
cybersecurity and fostering cooperation among nations. For instance, the United
Nations' Group of Governmental Experts on Developments in the Field of Information
and Telecommunications in the Context of International Security (UN GGE) aims to
develop norms, rules, and principles for responsible state behavior in cyberspace. The
UN GGE's reports provide guidance on issues such as cyber conflict, confidence-
building measures, and the protection of critical infrastructure [Secretary-General, 13].

Moreover, regional organizations and alliances, such as the North Atlantic Treaty
Organization (NATO) [Efthymiopoulos, 19] and the Asia-Pacific Economic
Cooperation (APEC) [Cooperation, 05], have developed cybersecurity policies and
frameworks to address the evolving threats in their respective regions and promote
collaboration among member states.

In Table 3, a comparison of these frameworks is detailed.

.. Enforcement
Framework | Focus Area Key Provisions oreeme Challenges
Mechanisms
- Rules for
Personal Data processing personal Fines and Compliance
. data . Costs
GDP, 2018 Protection - Privacy rights Penaltles. Data Breach
(European . Data Protection .
Union) protection Authorities Reporting and
- Data handling Handling
regulations
- Criminalization of Mutual Legal
Budapest Cybercrime cyber offenses Assistance Variations in
COl’lVelll) tion Prevention - Law enforcement Treaties National Laws
2001 ’ and cooperation (MLATS) Extradition
Cooperation - Information Extradition Challenges
sharing provisions Agreements
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UN GGE yber security responsible state Diplomatic Differences
Norms and . e
Reports, L behavior Channels Non-Binding
. Principles .
ongoing (United - Guidance on cyber | Peer Pressure Nature of
. conflict and critical Reports
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infrastructure
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NATO Cyber & . g y Defense Member
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Policy, 2022 . Information Resource
(NATO) collaboration among . .
Sharing Allocation
member states
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(APEC) & mel Guidelines P
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Table 3: Comparison of legal frameworks and international agreements in the realm
of cybersecurity and privacy

4 Challenges and Dilemmas in Cybersecurity Policymaking

In navigating the complex landscape of cybersecurity policymaking, several challenges
and dilemmas that require careful consideration and ethical reflection are often

encountered.

4.1  Security Imperatives vs Individual Privacy Rights

While developing a cybersecurity policy, a significant tension often arises between
security imperatives, such as threat mitigation and national security, and individual
privacy rights. This tension stems from the inherent conflict between the need to protect
society from cyber threats and the obligation to respect and uphold individuals' rights
to privacy and civil liberties as depicted by Figurel.
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Privacy Security

Figure 1: Security Imperatives vs Individual Privacy Rights

On one hand, security imperatives dictate the implementation of measures aimed at
detecting, preventing, and mitigating cyber threats. These measures may include the
collection and analysis of vast amounts of data, monitoring of digital communications,
and deployment of surveillance technologies. From a national security standpoint, such
measures are deemed essential for safeguarding critical infrastructure, defending
against cyber-attacks, and countering cyber espionage and terrorism.

On the other hand, individuals have a legitimate expectation of privacy in their
digital activities and personal data. Privacy rights are enshrined in various legal
instruments and human rights frameworks, recognizing individuals' autonomy and
dignity and protecting them from unwarranted intrusion into their private lives. As such,
any encroachment on privacy rights by security measures must be justified by a
legitimate and proportionate aim, and subject to robust safeguards and oversight
mechanisms to prevent abuse.

The tension between security imperatives and individual privacy rights is further
exacerbated by rapid technological advancements and the increasing digitalization of
society. Emerging technologies such as artificial intelligence, biometrics, and big data
analytics enable unprecedented capabilities for surveillance and data collection, raising
concerns about the erosion of privacy and the potential for abuse of power by state and
non-state actors.

Moreover, the globalization of information and communication networks
complicates the governance of cybersecurity and privacy, as threats transcend national
borders and require international cooperation and coordination. Balancing security
imperatives with individual privacy rights thus presents a complex and multifaceted
challenge for policymakers, requiring careful consideration of ethical, legal, and human
rights implications.

4.2  Cybersecurity Policy Making Challenges Analysis

The analysis of specific challenges faced by policymakers in balancing security
imperatives and individual privacy rights reveals several key areas of contention and
complexity within cybersecurity policymaking. These challenges encompass a range of
issues, including data collection and surveillance practices, encryption debates, and
information sharing between government and private sector entities.
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One of the primary challenges is the balance between the need for robust data
collection and surveillance practices to detect and mitigate cyber threats and the
potential for these practices to infringe upon individuals' privacy rights. Governments
and law enforcement agencies often seek to collect vast amounts of data from various
sources, including telecommunications networks, social media platforms, and internet
service providers, to monitor and investigate potential security threats. However, the
indiscriminate or mass surveillance of individuals' communications and activities raises
concerns about privacy violations, chilling effects on freedom of expression, and the
erosion of trust in government institutions.

The encryption debate presents another significant challenge for policymakers, as
it involves balancing the need for secure communication and data protection with law
enforcement and national security interests. Encryption technologies play a crucial role
in safeguarding sensitive information and protecting individuals' privacy rights by
ensuring that communications and data remain confidential and secure from
unauthorized access. However, encryption also poses challenges for law enforcement
agencies seeking to access encrypted data for investigative purposes, leading to debates
over encryption backdoors, lawful access mechanisms, and the balance between
security and privacy.

Furthermore, information sharing between government and private sector entities
is essential for enhancing cybersecurity capabilities and responding effectively to cyber
threats. However, challenges arise in reconciling the need for information sharing with
concerns about privacy, liability, and regulatory compliance. Private sector companies
may be hesitant to share sensitive information with government agencies due to
concerns about potential legal and reputational risks, as well as the need to protect
proprietary data and customer privacy. Moreover, ensuring the responsible and
transparent sharing of information while safeguarding individuals' rights requires clear
guidelines, standards, and oversight mechanisms to prevent abuse and misuse of shared
data.

In addressing these challenges, policymakers must adopt a comprehensive and
holistic approach that considers the diverse interests and perspectives of stakeholders,
including governments, civil society organizations, private sector entities, and
individual citizens. This approach involves balancing security imperatives with respect
for human rights and fundamental freedoms, promoting transparency and
accountability in surveillance and data collection practices, and fostering collaboration
and trust between government and private sector partners. By addressing these
challenges proactively and collaboratively, policymakers can develop effective
cybersecurity policies that enhance security while upholding individual privacy rights
and democratic principles.

4.3  Ethical dilemmas in cybersecurity policymaking: case studies

The examination of case studies and real-world examples is instrumental in
highlighting the ethical dilemmas inherent in cybersecurity policymaking. By
analyzing specific instances where security imperatives intersect with individual
privacy rights, policymakers can gain valuable insights into the complexities and trade-
offs involved in crafting effective and ethical cybersecurity policies.

One such case study involves the use of surveillance technologies by government
agencies to monitor and collect data on individuals' online activities in the name of
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national security. While surveillance measures may be justified as necessary for
detecting and preventing terrorist threats or cyber-attacks, they also raise significant
ethical concerns regarding privacy rights, freedom of expression, and civil liberties. For
example, the mass surveillance programs revealed by whistleblowers such as Edward
Snowden have sparked widespread debate and controversy over the legality and
proportionality of government surveillance practices, as well as the implications for
individuals' rights to privacy and due process [Bilal, 20].

Policymakers face a significant ethical dilemma in managing data breaches and
cybersecurity incidents, particularly when critical government agencies or
infrastructure are affected. They must balance the need for transparency and
accountability with the imperative to safeguard national security and economic
competitiveness. On one hand, transparency is essential for maintaining public trust,
ensuring accountability, and providing timely information to affected stakeholders. On
the other hand, disclosing too much information too quickly may expose vulnerabilities,
hinder ongoing investigations, or exacerbate financial and reputational damage.
Therefore, policymakers must carefully navigate these conflicting priorities to protect
both public confidence in government institutions and national security interests, while
ensuring effective responses to evolving cybersecurity threats.

Furthermore, the encryption debate presents a compelling case study of ethical
dilemmas in cybersecurity policymaking. On one hand, encryption technologies are
essential for protecting sensitive information and safeguarding individuals' privacy
rights against unauthorized access and surveillance. However, encryption also poses
challenges for law enforcement and intelligence agencies seeking to access encrypted
communications and data for investigative purposes. The debate over encryption
backdoors and lawful access mechanisms highlights the tension between security
imperatives and individual privacy rights, as well as the potential risks of undermining
the integrity and effectiveness of encryption standards.

By examining these and other case studies, policymakers can gain a deeper
understanding of the ethical dimensions of cybersecurity policymaking and develop
informed strategies for navigating complex ethical dilemmas. Through dialogue,
consultation, and stakeholder engagement, policymakers can work towards crafting
policies that strike a balance between security imperatives and individual rights, uphold
ethical principles and values, and promote the common good in the digital age.

Apple vs. FBI Encryption Debate: In 2016, the FBI demanded that Apple create a
backdoor to unlock the iPhone of a shooter involved in the San Bernardino terrorist
attack. Apple refused, citing concerns about user privacy and the potential security
risks of creating a backdoor that could be exploited by malicious actors. This case
highlighted the tension between law enforcement's need for access to encrypted
devices for investigations and the protection of individuals' privacy rights
[Schulze, 17].

NSA Surveillance Programs: The revelations by whistleblower Edward Snowden in
2013 exposed the extensive surveillance programs conducted by the National
Security Agency (NSA), including the bulk collection of metadata from
telecommunications networks and internet communications. These programs
raised ethical concerns about mass surveillance, privacy invasion, and the erosion
of civil liberties, prompting debates over the balance between national security
imperatives and individual rights [O’Day, 13].



Abassi R.: Refining Ethical Reflections in Cybersecurity Policy and Privacy ... 587

Equifax Data Breach: In 2017, Equifax, one of the largest credit reporting agencies in

the United States, experienced a massive data breach that exposed the personal
information of over 147 million people. The breach raised ethical questions about
Equifax's failure to adequately protect consumer data, disclose the breach in a
timely manner, and provide affected individuals with adequate support and
compensation. It also underscored the need for stronger data protection regulations
and corporate accountability measures [Bond, 22].

Social Media Privacy Scandals: Several high-profile privacy scandals involving

social media companies, such as Facebook and Cambridge Analytica, have
highlighted the ethical dilemmas surrounding data privacy and user consent. These
scandals involved the unauthorized harvesting of personal data from millions of
users for political advertising purposes, raising concerns about privacy violations,
data exploitation, and the manipulation of democratic processes. They underscored
the need for stronger regulations to protect user privacy and hold tech companies
accountable for their data handling practices [Ayaburi, 20].

Government Surveillance Laws: The passage of surveillance laws, such as the USA

PATRIOT Act in the United States [McCarthy, 02] and the Investigatory Powers
Act in the United Kingdom [Hale-Ross, 19], has raised ethical questions about the
balance between security and civil liberties. These laws grant government agencies
expansive powers to conduct surveillance, monitor communications, and collect
data for national security purposes. Critics argue that such laws infringe upon
individuals' privacy rights, undermine democratic principles, and create a
surveillance state atmosphere.

DPR Implementation (2018): The General Data Protection Regulation (GDPR)

introduced stringent requirements for the protection of personal data and privacy
rights of individuals in the European Union. While GDPR aimed to enhance data
privacy and security, its implementation posed challenges for businesses and
organizations in terms of compliance costs, regulatory complexity, and potential
conflicts with other legal frameworks. Policymakers faced ethical dilemmas
regarding the trade-offs between data protection and innovation, as well as the
extraterritorial reach of GDPR beyond the EU.

Cambridge Analytica Scandal (2018): The Cambridge Analytica scandal involved

the unauthorized harvesting of personal data from millions of Facebook users for
political profiling and targeting purposes. This case raised ethical concerns about
data privacy, consent, and the exploitation of personal information for
manipulative purposes. It underscored the need for stronger regulations and
oversight mechanisms to protect individuals' privacy rights and prevent the misuse
of data by corporations and political entities [Hinds, 20].

NSO Group Pegasus Spyware (2021): The use of Pegasus spyware by government

agencies and authoritarian regimes to surveil journalists, activists, and dissidents
raised serious ethical questions about the abuse of surveillance technologies for
political repression and human rights violations. The proliferation of spyware tools
like Pegasus highlights the need for robust regulations and accountability
mechanisms to prevent the misuse of surveillance technologies and protect
individuals' rights to privacy and freedom of expression [Rudie, 21].

SolarWinds Cyberattack (2020): The SolarWinds cyberattack, attributed to state-

sponsored actors, targeted government agencies and private sector organizations
through compromised software updates. This incident exposed vulnerabilities in
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supply chain security and raised concerns about the role of government intelligence
agencies in offensive cyber operations. Policymakers grappled with ethical
dilemmas regarding the balance between national security interests, cybersecurity
priorities, and the protection of critical infrastructure and sensitive information
[Willett, 23].

WhatsApp's strategic implementation of end-to-end encryption (E2EE) stands out
as a pivotal case study in balancing security and privacy in cybersecurity policy.
By adopting E2EE, WhatsApp assured users of the utmost privacy, ensuring that
only the sender and recipient could access message content, thereby maintaining
security without compromising usability. Additionally, WhatsApp's practice of
subjecting its encryption protocol to third-party security audits and providing
transparency reports on government data requests further exemplifies its
dedication to both security and privacy. These measures not only foster user trust
but also set a standard for accountability and transparency in the tech industry,
encouraging advancements in cybersecurity policies across the board [Endeley,
17].

5 Recommendations for Policy Makers

In this section, we introduce a comprehensive proposal of ethical guidelines aimed at
guiding the design and implementation of cybersecurity policies, ensuring their
efficacy, fairness, and adherence to ethical principles.

5.1  Policy development and implementation needed Properties

Emphasizing transparency, accountability, and proportionality in policy development

and implementation is crucial for ensuring ethical cybersecurity practices.

Transparency: Transparent policymaking processes enable stakeholders to understand
the rationale behind cybersecurity measures, fostering trust and legitimacy. By
openly communicating the objectives, methods, and potential impacts of policies,
policymakers can solicit feedback, address concerns, and build consensus among
stakeholders. Transparency also facilitates public scrutiny and oversight, holding
policymakers accountable for their decisions.

Accountability: Accountability mechanisms ensure that policymakers are held
responsible for their actions and decisions. By establishing clear lines of
responsibility and accountability, policymakers can be held to task for any
breaches of ethical standards or failures to uphold fundamental rights.
Accountability mechanisms may include independent oversight bodies, reporting
requirements, and mechanisms for redress and recourse for individuals affected by
policy decisions.

Proportionality: Proportionality requires that cybersecurity measures be proportionate
to the risks they seek to address and balanced against the potential impact on
individual rights and freedoms. Policymakers must carefully weigh the benefits of
security measures against their potential costs, ensuring that measures are neither
overly intrusive nor disproportionately restrictive. Proportionality also requires
periodic reassessment of policies to ensure that they remain justified considering
changing circumstances and evolving threats.
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Incorporating transparency, accountability, and proportionality into policy
development and implementation processes helps to safeguard individual rights and
freedoms while effectively addressing cybersecurity challenges. By promoting ethical
practices and upholding democratic principles, policymakers can build public trust,
enhance the effectiveness of cybersecurity measures, and protect the rights and dignity
of individuals in the digital age.

5.2 Guiding Principles for Cybersecurity Policy Design and Implementation

The proposal of a set of ethical guidelines and best practices for designing and

implementing cybersecurity policies is crucial for ensuring that policies are developed

and implemented in a manner that upholds fundamental rights and values while
effectively addressing cybersecurity challenges.

Here are some key components of such a proposal:

Respect for Human Rights: Cybersecurity policies should prioritize the protection of
human rights, including the right to privacy, freedom of expression, and due
process. Policies should be designed to minimize intrusions into individuals'
privacy and ensure that any restrictions on rights are proportionate, necessary, and
subject to appropriate oversight and accountability mechanisms.

Proportionality and Balance: Policies should strike a balance between security
imperatives and individual rights, avoiding disproportionate or overly intrusive
measures that undermine democratic principles and civil liberties. Policymakers
should assess the potential impact of security measures on individuals' rights and
freedoms and adopt measures that are proportionate to the perceived threat.
Implementing robust cybersecurity often requires extensive data collection and
surveillance to detect and prevent threats, which can intrude on personal privacy.
The ethical challenge is to ensure that such measures are justified, proportionate,
and necessary, avoiding excessive intrusion into personal lives. It is crucial to
obtain informed consent from individuals about data collection and its uses, and to
implement strict data protection practices such as encryption and access controls.
Additionally, there must be oversight and accountability to prevent misuse and
ensure that privacy rights are upheld while effectively safeguarding against cyber
threats. Balancing these considerations involves ensuring that security measures
do not compromise fundamental privacy rights but rather protect individuals while
maintaining transparency and minimal intrusion.

Transparency and Accountability: Cybersecurity policies should be transparent,
accountable, and subject to public scrutiny and oversight. Policymakers should
ensure that policies are developed through a transparent and inclusive process, with
opportunities for public input and review. Additionally, policymakers should
establish clear accountability mechanisms to hold decision-makers responsible for
their actions and ensure that policies are implemented effectively and in
accordance with legal and ethical standards.

Collaboration and Multi Stakeholder Engagement: Policymakers should engage in
collaboration and dialogue with a diverse range of stakeholders, including
government agencies, civil society organizations, industry representatives, and
technical experts. By involving stakeholders in the policymaking process,
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policymakers can benefit from a broad range of perspectives, expertise, and
experiences, leading to more informed and effective policy outcomes.

Education and Awareness: Policymakers should invest in education and awareness-

raising initiatives to enhance public understanding of cybersecurity issues, risks,
and best practices. By empowering individuals with the knowledge and skills to
protect themselves online, policymakers can contribute to a safer and more secure
digital environment while promoting responsible behavior and digital citizenship.

Inclusion of underserved communities: To enhance access to cybersecurity resources

and protections for underserved communities, a comprehensive approach is
necessary. This includes implementing community-based cybersecurity education
programs that offer workshops and resources tailored to the needs of these
populations, often through collaborations with schools, libraries, and community
centers. Additionally, it is crucial to provide affordable cybersecurity solutions,
such as subsidized antivirus software and low-cost internet security programs, in
partnership with tech companies and internet service providers. Strengthening
public-private partnerships can also play a significant role, with corporate
responsibility initiatives and nonprofit collaborations delivering essential training
and resources. Policymakers should develop inclusive cybersecurity policies that
address the unique needs of underserved communities, offering financial
incentives for cybersecurity investments and ensuring that critical infrastructure is
protected. Furthermore, cybersecurity solutions should be culturally relevant and
accessible, incorporating localized content and mobile-friendly tools. Public sector
support, including government-funded cybersecurity centers and critical
infrastructure protection, is also vital. Lastly, national awareness campaigns and
engagement through social media and local influencers can further raise
cybersecurity literacy and promote best practices within these communities. These
strategies collectively aim to bridge the cybersecurity gap, ensuring that all
individuals, regardless of socioeconomic status, have access to necessary digital
protections.

International Cooperation: Given the transnational nature of cybersecurity threats,

53

policymakers should prioritize international cooperation and collaboration in
addressing cybersecurity challenges. Policymakers should work with international
partners to develop common standards, norms, and principles for cybersecurity and
to enhance information sharing and coordination on cybersecurity issues.

Recommendations for Effective Cybersecurity Policies

By implementing these recommendations, policymakers can strike a balance
between security imperatives and privacy protections, ensuring that cybersecurity
measures are effective, proportionate, and respectful of fundamental rights and
values. In fact, balancing security measures with privacy protections is essential to
ensure that cybersecurity policies are effective, respectful of individual rights, and
maintain public trust.

In the following, we propose some recommendations for achieving this balance:
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Figure 2: Some recommendations for balancing security measures with privacy
protections.
Identify Privacy Risks and Security Needs: Conduct a thorough assessment to
identify potential privacy risks and security needs within the organization or
system. This involves analyzing data flows, identifying sensitive information, and
understanding the potential threats and vulnerabilities.

Implement Privacy by Design Principles : Integrate privacy by design principles
into the development and implementation of security measures. This includes
incorporating privacy considerations from the outset of system design, such as data
minimization, purpose limitation, and user consent. Limiting the scope and
duration of data collection can help minimize the risk of privacy infringements and
enhance accountability and transparency in cybersecurity operations.

Select Privacy-Enhancing Technologies (PETs): Encourage the use of privacy-
enhancing technologies to mitigate the impact of security measures on individual
privacy. PETs such as encryption, anonymization, and differential privacy can help
protect sensitive data and communications from unauthorized access and
surveillance while still enabling effective cybersecurity measures. Table 4 depicts
some useful recommandations for Promoting Privacy-Enhancing Technologies
Adoption and Implementation.
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e Establish Robust Oversight Mechanisms: Implement oversight mechanisms to
ensure compliance with privacy regulations, internal policies, and ethical
standards. This includes:

o

Regular audits and assessments to evaluate the effectiveness of privacy
and security measures.

Appointing a privacy officer or data protection officer responsible for
overseeing privacy compliance and handling privacy-related inquiries
and complaints.

Implementing privacy impact assessments (PIAs) to evaluate the potential
privacy implications of new projects, technologies, or processes.

e Provide Transparency and User Control: Promote transparency and empower
users to control their personal data. This includes:

o

Providing clear and understandable privacy policies that inform users
about data collection, use, and sharing practices.

Offering user-friendly privacy settings and controls that allow individuals
to manage their privacy preferences and consent to data processing
activities.

Implementing mechanisms for data access and correction, allowing
individuals to access and update their personal information as needed.

e Train Employees and Raise Awareness: Educate employees about the
importance of privacy and security, as well as their roles and responsibilities in
protecting personal data. This includes:

o

Providing regular training on privacy best practices, data handling
procedures, and security protocols.

Raising awareness about emerging privacy risks and trends, such as data
breaches, phishing attacks, and social engineering tactics.

e Involving the Public in Cybersecurity Policy Discussions: Policymakers can
take several steps to involve the public in conversations about the ethical
implications of cybersecurity measures and to gather feedback on policy decisions.
This engagement is crucial for balancing the need for robust cybersecurity with
respect for privacy rights and individual freedoms. Key steps include:

o

Public Consultations and Hearings by organizing Public Forums
where citizens can discuss their concerns about cybersecurity measures
and their implications for privacy. These events can provide a platform
for direct dialogue between policymakers and the public.

Educational Campaigns by launching educational campaigns to inform
the public about the benefits and risks of various cybersecurity measures
and by providing clear, accessible information, policymakers can help
citizens understand the necessity of certain strategies while addressing
their privacy concerns.

Establishing advisory Committees and Working Groups that include
diverse public representatives, privacy advocates, and cybersecurity
experts. These groups can provide ongoing feedback and
recommendations on policy decisions.
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Public Participation Platforms: Develop online platforms where
individuals can submit feedback, ask questions, and participate in
discussions about cybersecurity policies. These platforms can facilitate
ongoing public engagement and provide valuable insights into public
sentiment. Moreover, social media channels can be leveraged to engage
with the public, share information about cybersecurity measures, and
solicit feedback on policy proposals.

Monitor and Adapt: Ensure that national cybersecurity policies are agile and
responsive to emerging threats, governments can adopt the following key
strategies, incorporating continuous monitoring, adaptation, and specific metrics
to measure the progress. This includes:

o

Continuous monitoring and threat intelligence sharing using real-time
data and analytics. This includes partnerships with the private sector,
international organizations, and academic institutions to share the latest
intelligence on emerging threats. Moreover, quantifiable metrics must be
developed, such as the number of reported breaches, response time to
incidents, and vulnerability remediation rates, to track progress and
effectiveness of cybersecurity measures (as outlined in Table 5).

Regular Policy Reviews and Updates by scheduling periodic reviews of
cybersecurity policies to adapt them to new threats and technological
developments. These reviews should incorporate feedback from
stakeholders, including industry experts and government bodies.
Risk-based and Threat-informed Approaches should be adopt a risk-based
approach, focusing resources on the most significant threats. By using
threat-informed strategies, national agencies can remain agile and quickly
respond when new risks are identified. Morevover, regular cyber
exercises and stress tests must be conducted to measure the effectiveness
of policies and tools in handling high-priority risks, identifying areas for
improvement.

Flexible Regulatory Frameworks should be established. Hence,
governments should design flexible regulations that allow organizations
to meet security goals while adapting to evolving threats. Outcome-
oriented regulations enable innovation while maintaining compliance
with national security objectives. Mechanisms to fast-track updates to
cybersecurity laws in response to new threats, ensuring that policies
remain relevant and enforceable should be established. To effectively
address the unique cybersecurity challenges posed by the widespread
adoption of Internet of Things (IoT) devices, regulatory frameworks must
evolve to incorporate several key strategies. First, developing IoT-
specific security standards and best practice guidelines is crucial to
address common vulnerabilities and ensure secure device design and
deployment. Certification programs and regular security testing should be
implemented to ensure devices meet these standards and remain secure
throughout their lifecycle. Privacy protections must be enhanced through
robust data protection regulations and transparent user consent
mechanisms to safeguard the data collected by IoT devices. Promoting
secure development practices, such as secure coding and regular software
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updates, is essential to prevent vulnerabilities and ensure ongoing
protection. Collaboration among industry stakeholders and the creation of
information-sharing platforms can facilitate the exchange of best
practices and threat intelligence. Additionally, fostering consumer
education and designing user-friendly security features will help
individuals manage their IoT device security effectively. Finally,
regulatory frameworks should be flexible and adaptable, incorporating
feedback mechanisms to remain relevant and effective as the IoT
landscape evolves. These strategies collectively aim to bolster
cybersecurity for IoT devices, protecting users and systems from
emerging threats.

Investment in Emerging Technologies and Skills and more precisely in
advanced cybersecurity technologies, such as Al-driven threat detection
and quantum-safe encryption, to stay ahead of sophisticated attackers.
Cybersecurity training for both government employees and private
organizations should be updated regularly in order to foster a culture of
privacy and security awareness by encouraging prompt reporting of
potential incidents.

Adopting an agile Incident Response and Crisis Management by creating
agile, well-trained incident response teams capable of rapidly
investigating and mitigating emerging threats and using metrics such as
response time, containment success rates, and the number of reported
incidents to evaluate the effectiveness of these teams and adapt as needed.
Ensuring a Public Awareness and Engagement by continuously educate
the public and businesses on evolving cyber risks such as ransomware,
phishing, and data breaches, creating a culture of cybersecurity awareness
nationwide. Engaging ethical hackers, academics, and the broader
cybersecurity community in identifying vulnerabilities and contributing
to proactive threat prevention is also recommended.

Proposition Description Deployment Benefits Challenges
Allocate funding
and resources to
support research
and development .
. . Limit
i PETs. Establish ! 1.ed
Accelerated funding
Encourage research grants O
collaboration and deyelopmgnt of avallgblh_t ¥,
Promote between partnerships innovative coordination
. PETs, leading challenges
Research and academia, between .
. L to improved between
Development industry, and universities, rivac stakeholders
government tech companies, privacy ’
. . protection and and long
agencies to drive | and government .
; . . data security. development
innovation and agencies. oveles
advancement in yeies.
privacy-
enhancing
technologies.




Abassi R.: Refining Ethical Reflections in Cybersecurity Policy and Privacy ...

595

Provide
incentives for
organizations to

Offer tax

Increased

Resistance to

adopt and incentives or adoption of change from
implement PETs. | grants for PET PETsp leadin established
Incentivize This could implementation, to eI;hance dg practices, lack
Adontion include tax and recognize rivac of awareness
P breaks, grants, or compliant rotF:ac tionyan d about PET
subsidies for organizations pdata securit benefits, and
organizations that with ractices Y implementation
integrate PETs certifications. p ’ costs.
into their systems
and processes.
Develop
regulations and
standards that
promote the use
of PETs and
. Enact
establish L .
. legislation - Resistance
requirements for . Standardization .
their mandating the of PET usage from industry
. . use of PETs in . ’ stakeholders,
implementation in certain ensuring reoulato
Regulatory relevant sectors. . . . consistent and g Y
industries, with . complexity,
Support Regulatory R, effective :
frameworks clear guidelines privacy and potential
for compliance . unintended
should balance protection
and consequences
the need for enforcement across sectors. of reeulation
privacy protection . g ’
. mechanisms.
with
considerations
such as security,
usability, and
interoperability.
Launch education
and awareness
campaigns to
inform
policymakers,
businesses, and Develop Increased Limited reach
the public about educational understandin of awareness
the importance materials and of PETs & campaigns,
. and benefits of workshops for A skepticism
Education and . leading to
Awarencss PETs. Foster a businesses and improved from
culture of the public, and gvac stakeholders,
privacy- collaborate with ra% tices};n d and competing
consciousness media outlets to | P priorities for

and empower
individuals to
make informed
decisions about
their personal
data.

raise awareness.

consumer trust.

attention.




596

Abassi R.: Refining Ethical Reflections in Cybersecurity Policy and Privacy ...

Foster
collaboration
between
policymakers and
industry .
Establish .
stakeholders to . Competing
. . . industry forums . . .
identify privacy . Identification Interests
or working .
challenges and roups to of practical among
opportunities for group PET solutions stakeholders,
. facilitate . :
Collaboration | PET deployment. . tailored to proprietary
X . dialogue and .
with Industry Engage with information specific concerns, and
technology . industry needs, coordination
. sharing between .
companies, . fostering challenges
policymakers . .
startups, and : mnovation. between
. and industry
industry . sectors.
. representatives.
associations to
explore
innovative PET
solutions and best
practices.
Collaborate with
international
partners to
develop common
standards and o Cultural
g .. . Harmonization .
guidelines for Participate in differences,
. . of PET
PETs. Foster international ractices regulatory
information forums and p misalignment,
. . globally,
International sharing and agreements to . and
. e promoting "
Cooperation coordination on develop and . o geopolitical
. . interoperability .
privacy- harmonize PET tensions
; and cross- . .
enhancing standards and impacting
: . border data .
technologies to regulations. rotection cooperation
address global p ’ efforts.
privacy
challenges and
promote
interoperability.
Require
organizations to
conduct Privacy
Impact Mandate PIAs Resource-
Assessments as part of Identification intensive
(PIAs) when regulatory and mitigation | process, lack of
Privacy implementing compliance, of privacy expertise in
Impact PETs or other with guidelines | risks, ensuring conducting
Assessments privacy- on conducting compliance assessments,
enhancing and reporting with privacy and potential
measures. PIAs assessment regulations. for subjective
help findings. assessments.
organizations
identify and
mitigate privacy




Abassi R.: Refining Ethical Reflections in Cybersecurity Policy and Privacy ...

597

risks associated

with their data
processing
activities.

Promote
transparency and
accountability in

the use of PETs
by requiring
organizations to Implement .
. . Resistance
disclose reporting Enhanced trust
. . . from
information about requirements and confidence oreanizations
the types of PETs for in d%fﬁcul tv in i
they employ and | organizations to | organizations' i
Transparency . : . measuring PET
how they impact disclose PET privacy .
and N \ . impact, and
- individuals usage and practices, .
Accountability . . . . potential for
privacy rights. impact on leading to .
. . . . privacy
Establish privacy, with improved
. : breaches
mechanisms for oversight by consumer durin
independent regulatory confidence. . &
I . disclosure.
auditing and bodies.
oversight to
ensure
compliance with
privacy
regulations.
Encourage the
development and
adoption of open-
source privacy-
nhancin, . . Increa: Fundin
© cng Provide funding crease d S d.l &
technologies. accessibility limitations,
and resources
Open-source and lack of
. for open-source N .
solutions promote . customization commercial
Support Open PET projects,
transparency, of PET support, and
Source . . and promote . .
e interoperability, . solutions, potential for
Initiatives . collaboration . .
and community- fostering security
. among . . .
driven innovation and | vulnerabilities
. . developers and . .
mnovation, SN community 1n open-source
. organizations. .
making them engagement. projects.
valuable tools for
enhancing
privacy
protection.
Foster a culture of Establish Timel Resource
continuous mechanisms for . mey constraints,
. . identification . .

. evaluation and ongoing difficulty in
Continuous ion of .o and response to .
Evaluation adaptation o monitoring and emerging measuring PET

PETs to address evaluation of . effectiveness,
and . . privacy threats, .
. evolving privacy PET . and resistance
Adaptation ensuring
threats and performance, . to change
. ongoing iy

challenges. with processes . within

effectiveness .
Encourage for feedback organizations.




598

Abassi R.: Refining Ethical Reflections in Cybersecurity Policy and Privacy ...

organizations to
regularly assess
the effectiveness

deployments and

and
improvement.

of their PET
update their

strategies
accordingly.

of PET
measures.

Table 4: Recommendations for Promoting Privacy-Enhancing Technologies (PETs)
Adoption and Implementation

period.

KPI Description Example
The number of reported data Reduce the number of reported data
Number of Data e e
Breaches breaches within a specific time breaches by 20% compared to the
T

previous year.

Incident Response
Time

The average time taken to detect
and respond to security
incidents.

Maintain an average incident response
time of less than one hour for critical
security incidents.

Compliance with
Data Protection
Regulations

The percentage of organizations
compliant with relevant data
protection regulations.

Achieve a compliance rate of 90%
among regulated organizations within
the jurisdiction.

Customer Trust
and Satisfaction

Public perception of trust and
satisfaction with government or
organizational handling of
personal data.

Maintain a customer satisfaction score
of 80% or higher in surveys related to
data privacy and security.

Privacy Impact
Assessments
(PIAs)

The number of PIAs conducted
for new projects, initiatives, or
technologies.

Conduct a PIA for all new projects
involving the collection or processing
of personal data.

Data Access
Controls

The percentage of data access
requests granted or denied based
on established access control
policies.

Ensure that 95% of data access
requests are granted within agreed-
upon timeframes and in compliance

with access control policies.

Employee Training
and Awareness

The percentage of employees
who have completed mandatory

Achieve a training completion rate of
100% among all employees within the
organization.
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security and privacy training
programs.

Reduction in

The percentage decrease in
security incidents attributed to

Reduce the number of security
incidents attributed to insider threats

Insider Threats L. by 15% compared to the previous
insider threats.
year.
The percentage of vendors and | Ensure that 90% of vendors undergo
Vendor Risk third-party service providers | security and privacy assessments and
Management compliant with security and | meet minimum compliance standards.

privacy requirements.

Increase the percentage of individuals
who can correctly identify common
security threats and protective
measures by 25% over the next year.

The level of public awareness and
understanding of security and
privacy risks and best practices.

Public Awareness
and Education

Table 5: Key Performance Indicators

6

Exploring the ethical dimensions within cybersecurity policy-making reveals a nuanced
interplay between security imperatives and individual privacy rights. Key findings
underscore the ethical dilemmas policymakers encounter as they navigate the balance
between effective cybersecurity measures and upholding fundamental rights such as
privacy, autonomy, and freedom of expression. Moreover, cybersecurity policies wield
significant implications for human rights, particularly concerning privacy and freedom
of expression, necessitating policymakers to ensure that security measures remain
proportionate, necessary, and respectful of individuals' rights and freedoms. Existing
legal and regulatory frameworks offer crucial guidance for cybersecurity policymakers,
yet persisting gaps and inconsistencies compel policymakers to maneuver a complex
landscape of laws, regulations, and international agreements to forge ethical and
effective cybersecurity policies. Moreover, the rapid progression of technology,
including advancements in artificial intelligence, biometrics, and quantum computing,
presents both opportunities and challenges for cybersecurity policy-making, prompting
the need for innovative regulatory approaches and governance to address emerging
ethical dilemmas. In response to these imperatives, we advocate for policymakers,
industry stakeholders, and civil society to prioritize ethical considerations in the
formulation of cybersecurity policies. To achieve this, we propose embedding ethics
into policy-making processes by integrating ethical assessments, engaging diverse
stakeholders, and incorporating ethical principles into policy frameworks. Additionally,
fostering collaboration among policymakers, industry stakeholders, academia, and civil
society is essential to address complex ethical challenges, promote transparency and

Conclusion
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accountability, and empower individuals to exercise their rights and participate in
decision-making processes. As the cybersecurity landscape evolves, ongoing dialogue
and collaboration are paramount to anticipate and address emerging ethical challenges
effectively. By cultivating a culture of ethical awareness, responsibility, and
innovation, we can uphold fundamental rights and values while effectively mitigating
security threats in the digital age.
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