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Abstract: As technology advances and becomes more extensively used, digital twins are likely
to play an increasingly crucial role in defining the future of industry, trade, and society. Despite
the stated advantages and potential of digital twin technology, certain research and
implementation gaps exist, which have hindered the adoption and advancement of digital twins.
This study investigates how current research on the digital twin implementations has been
positioned in front of practical challenges focused on privacy and security issues. The research
method adopted was a systematic literature review, employing the PRISMA approach. A total of
47 publications were identified and analyzed. The results indicate that the privacy and security
challenges for digital twin implementation are complicated and may be divided into six primary
groups: (1) data privacy, (2) data security, (3) data management, (4) data infrastructure and
standardization, (5) ethical and moral issues, (6) legal and social issues.
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1 Introduction

With the recent wave of digitalization, the latest trend in every industry is to develop
systems and approaches that are useful not only in the conceptualization, prototyping,
testing, and design optimization phases, but also in the operations phase, with the goal
of using them throughout the product lifecycle and possibly far beyond [Rasheed ef al.,
20]. Originally created to enhance production processes, digital twins are now
understood to be digital replicas of both living and non-living objects. According to
[Glaessgen and Stargel, 12], a digital twin is a virtual replica of a physical object or
system, such as a vehicle, that is created using ultra-high-fidelity simulation and
integrated with on-board sensors and historical data. Digital twins make it possible to
track, comprehend, and improve the operations of all physical objects, and they also
give people constant input to enhance their quality of life [El Saddik, 18].
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The statistics show that the digital twin market is growing rapidly and the global
market share of the digital twin business exceeded USD 5 billion in 2020 and is
projected to experience a compound annual growth rate (CAGR) of 35% until 2027
[Bennett, 24]. It is clarified that this growth is mostly attributed to the increased
adoption of Internet of Things (IoT) and smartphones by enterprises. Furthermore, it is
mentioned how the segment encompassing product, design, and development
applications had a significant portion, approximately 50%, of the total market share in
China throughout 2019. This can be attributed to the increasing utilization of Industrial
Internet of Things (IIoT) in sectors such as manufacturing, automotive, and aerospace
& military.

According to [Grand View Research, 23] the digital twins market size in 2022 was
estimated above 11 billion, where the compound annual growth rate (CAGR) is
expected to grow 37.5% from 2023 to 2030. With the growth of digital twin adoption,
the concern for data privacy has also been increasing. Based on a report by [Accenture,
21] from a survey conducted 73% respondents were concerned about the privacy and
security risks associated with digital twin technology. Even 79% of companies consider
GDPR compliance as a top priority for their digital twin projects [Upara, 23]. For the
massive adoption of digital twins, building trust among users is inevitably important.

A survey on digital twins found that security and privacy are among the top
challenges in the development and deployment of digital twins [Wang et al., 23]. The
survey results show that digital twins can pose privacy protection concerns due to the
sensitive data they contain. Therefore, they can provide cybercriminals with a new way
to access and exploit sensitive data. The growing privacy concerns surrounding digital
twin technology demonstrate why it is so important to ensure that data is used
responsibly and in compliance with regulations [de Magalhaes, 20]. When it comes to
personal data, it’s crucial to be truthful and transparent about purposes for the data
gathering and the methods employed to safeguard collected data.

The aim of this paper is to offer diverse insights from research and industry about
major digital twin challenges with emphasis on privacy and security. To achieve this,
we pose the following research questions:

RQ1: What are the possible applications of the digital twin?

RQ2: What are key data-related challenges with digital twins, regarding privacy
and security issues?

To answer these questions, a systematic review of the literature was performed. A
thorough study allowed a more detailed understanding of the required topics, as well as
proposals for future research on the concept of privacy in the digital twin.

2 Digital twin

Digital twin, initially a model that mimics reality, later incorporated into product life
cycle management, then described as a bidirectional mechanism between two spaces,
and finally defined by NASA as a multi-scale integrated model that simulates a flying
object [Singh ef al., 21]. As a novel technology, it is increasingly being employed in
industries such as transportation, medicine, smart cities etc. “Typically described as
consisting of a physical entity, a virtual counterpart, and the data connections in
between, the Digital Twin is increasingly being explored as a means of improving the
performance of physical entities through leveraging computational techniques,
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themselves enabled through the virtual counterpart” [Jones et al., 20]. However, there
is no consensus on a one definition for digital twin yet [AlBalkhy et al., 2024] As such,
there are many different interpretations and definitions of the term “digital twin”,
depending on the context and the specific application. Some definitions of digital twin
emphasize its use in manufacturing and industry, while others emphasize healthcare,
urban planning, or even space exploration. And each organization or industry has
different needs and objectives, which brings up different definitions for the term “digital
twin”. Overall, the variety of definitions of digital twin reflects the broad and complex
nature of this concept and its potential applications.

The technical aspects of how digital twins work can be divided into data collection,
data integration, real-time data, homogenization of data, and simulation [AltexSoft, 21].
According to that division, data collection is the stage where a digital twin fetch updated
data from the physical counterpart immediately, and the data collected from the
physical object or process gets seamlessly integrated into the digital twin, enabling
monitoring and analyzing it in real-time. As explains [Boyes and Watson, 22]:
“simulations can be used to explore how the physical entity will perform considering
changes to the entity itself or the environment in which it operates or is intended to
operate ”. Moreover, it allows simulation of the physical object, which can be used to
predict future performance, identify areas for improvement, and test the impact of
changes before implementing them.

2.1  History and evolution

Mirror Worlds is the title of a book that was written by David Gelernter and released in
2008 [Gelernter, 08]. The major metaphor of the book is the computer acting as a mirror
of the world. According to Gelernter, the development of computing will inevitably
result in the creation of a single enormous, distributed computer system that will include
an exact mirror image of the entirety of reality. Individuals will be able to investigate
reality without having to leave their homes if Gelernter's predictions of the
"downloadable" world, which is the digital mirror of our reality, come to fulfillment.

Since it was first coined by Michael Grieves in 2002, the fundamental idea behind
the Digital Twin model has remained relatively unchanged [Grieves and Vickers, 16].
In 2010, John Vickers from NASA named it “Digital Twin” [Zhang ef al., 21]. The
term digital twin appeared in the most widely used definition of the NASA as an
"integrated multi-physics, multiscale, probabilistic simulation of a vehicle or system
that uses the best available physical models, sensor updates, fleet history, etc., to mirror
the life of its corresponding flying twin" [El Saddik, 18]. [Tao et al., 19] suggested that
a comprehensive digital twin should consist of five components: the physical part, the
virtual portion, connectivity, data, and service.

There has been a notable rise in research papers and applications of digital twins
across several industries [Enders ef al, 19]. The digital twin was first conceived in the
aerospace industry and later in the automotive, construction, urban and healthcare
[Corallo et al., 22]. The Airframe Digital Twin (ADT) concept proposed by the U.S.
Air Force in 2011 [Edwards, 21], which can accurately predict the future behavior of
an aircraft and guide decision-makers to customize a management plan for each aircraft
in order to extend its service life and reduce costs [Grieves and Vickers, 16].

The automobile industry has been significantly impacted by the introduction of
various car types, models, and designs, with Tesla being a notable example of a
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sophisticated model using technologies such as the IoT, Artificial Intelligence (Al),
Machine Learning (ML), predictive analysis, and simulation tools in the modeling and
design process of their automobiles. This approach is known as a "digital twin." A
digital twin has also been recognized as a significant factor that will be essential to the
long-term success of autonomous vehicles in the future. First, a digital model of the
vehicle is created, and then, with the help of information gathered from actual driving
conditions, the model is simulated and put through various tests to assist engineers in
determining how the vehicle will operate before it is even designed. For the purposes
of simulation, the data on vehicles that are required include information on
aerodynamics, motors, suspensions, body designs, and materials [Zhang et al., 21].

Digital twins will be more widely used in the medical field to solve the problems,
such as real-time monitoring, dynamic analysis and precise treatment for diseases,
which cannot be fully explained by traditional methods. It can model the perception
and action of any relevant facility in the medical environment, coupling the observable
state of the digital twin with the state of the physical entity [Corallo ef al., 22].

2.2 Hierarchical and Composable Deployment of Digital Twin

Digital twins are being used in a hierarchical/composable fashion to enhance their
functionality and enable more complex and interconnected systems. This hierarchical
approach allows for the creation of digital twins at various levels, from individual
components to entire systems or even ecosystems [Tao ef al., 19]. By breaking down
complex objects into smaller, interconnected components, researchers can model and
simulate the behavior of each individual component and its interactions within the
larger system [Xie et al., 18]. When it comes to security and privacy, the
hierarchical/composable fashion of digital twins presents certain challenges [Mohamed
et al., 23]. As digital twins become more interconnected and integrated into larger
systems, there is an increased risk of security vulnerabilities and data breaches. It is
essential to implement robust security measures to safeguard the interconnected digital
twins and sensitive data [Elmay et al., 23].

2.3 Privacy and security issues in digital twin

According to [de Magalhaes, 20] when developing and implementing digital twins in
manufacturing, it is important to address concerns related to data privacy and security.
This may involve implementing appropriate security measures and ensuring that data
is collected, stored, and used in compliance with regulations and standards. Failure to
address these concerns can lead to data breaches, the loss of intellectual property, and
other security risks [Crawford, 21]. Therefore, it is important to prioritize privacy and
security in the development and implementation of digital twins [Shahzad et al., 22].

The lack of opportunity for individuals to give meaningful consent to the
processing of their personal data in a smart city environment where digital twins play a
huge role can be a great challenge to privacy protection [Wernick et al., 23]. Moreover,
the collection of private data from public interactions as well as the "privatization" of
ownership of both infrastructure and data in digital twin smart cities have been well
discussed in the context of digital twin smart cities [Park et al., 19].

Privacy protection is the measure taken to ensure that personal information is kept
confidential and not disclosed to unauthorized parties [Lohr and Donaldson, 94].
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Privacy protection involves limiting the link between personal data and external
information, preventing identity theft and fraud [Sweeney, 02]. People can be harmed
or debilitated if there is no restriction on the public's access to and use of personal
information. Privacy protection is necessary to safeguard against such abuses. Privacy
legislation can restrict government and law enforcement agencies from easily accessing
private citizens' information [Malyk, 23]. Therefore, it is important to ensure that data
is used responsibly and in compliance with regulations [de Magalhaes, 20].

Digital twins can create an expanded attack surface, which can lead to new security
threats like launch attacks [Glaessgen and Stargel, 12]. Privacy of the digital twin user
can be at potential risk like any other technology connected to the network [Crawford,
21]. Digital twins, which contain sensitive data about physical objects and processes,
pose privacy and security concerns. The interconnected nature of these devices creates
new opportunities for cybercriminals to exploit sensitive data, leading to data breaches
and misuse of information. As digital twin adoption increases, concerns about data
privacy and security are growing [Enders et al., 19]. Other data-related challenges
include data analysis, data capture, data quality, data communication latency,
availability of data storage databases and others [Ammar et al., 22].

2.4  Issue of fake digital twins

To address the issue of fake digital twins, it is essential to establish robust verification
and validation (V&V) processes, as well as to implement measures that ensure the
authenticity and integrity of digital twins. Verification and validation activities are
crucial to ascertain that a digital twin accurately represents its physical counterpart and
performs its intended functions [Shao et al., 23]. This includes applying Uncertainty
Quantification (UQ) to measure performance and credibility [Shao ef al., 23]. UQ in
the context of digital twins refers to the process of identifying, quantifying, and
managing uncertainties inherent in the modeling and simulation of the physical system
[Rahman et al., 22].

Security measures are also vital. For instance, the integration of blockchain
technology can provide a decentralized and transparent approach to validate digital
twins and manage their configurations, thereby preventing unauthorized access and
ensuring data privacy [Samaniego et al., 23]. The development of trust and security
analyzers can help in evaluating the trustworthiness of individual digital twins,
considering criteria such as security, resilience, reliability, and dependability
[Kuruppuarachchi et al., 22].

The concept of a single point of truth, such as the digital twin of a system, can help
manage networks of digital twins by ensuring that all twins are controlled and validated
through a central authoritative source [Reiche ef al., 21]. The use of emulation systems
to create high-fidelity digital twins can contribute to the detection of security
vulnerabilities and automation of security policy development [Hammar et al., 23].

Det Norske Veritas (DNV) is a global quality assurance and risk management
services provider. Assurance of digital twins, as proposed by DNV's recommended
practices, provides a systematic way to address and assess quality, thereby increasing
the trustworthiness of digital twins [Bell et al., 23]. This includes defining capability
levels and functional elements as well as setting requirements for functionality,
operations, platform, data quality, cyber security, and organizational aspects.
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Handling fake digital twins requires a multifaceted approach that includes rigorous
V&V processes, application of UQ, implementation of security measures such as
blockchain, establishment of a single point of truth, and adherence to industry-
recommended practices for assurance and quality assessment [Reiche ef al., 21;
Kuruppuarachchi ef al., 22; Hammar et al., 23; Bell et al., 23; Samaniego et al., 23;
Shao et al., 23]. These strategies collectively contribute to the creation of a secure and
trustworthy digital twin ecosystem. Many well-established firms still lack a digital
strategy, despite the fact that they have been using technology for a long time; it is
unknown who owns the data and who controls it [Broo and Schooling, 23].

3 Methodology

For the literature review, the Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA) technique was utilized, which was divided into three phases:
identification, study selection, and data extraction [Moher et al., 09].

31 Identification

The search phrase ("digital twin" OR "digital twins") AND ("privacy" OR "security")
was used to find a wide range of articles that mentioned digital twin in the context of
privacy and security. Due to the large number of results in the initial search, the search
was narrowed down to only those articles that contained these terms in the title or
abstract of the paper, in order to find pertinent journals that go into more detail about
the subject. Scopus, WoS and IEEE Xplore databases were searched for articles,
conference papers, or reviews that matched the search criteria, limited to open-access
English publications published between 2018 and February 2024.

3.2 Study selection

This phase involves screening procedure with eligibility evaluation. The subsequent
screening was done in two stages: (1) title and abstract screening, and (2) full-text
screening. Because certain databases contained duplicate articles, duplicates were
removed earlier on in the identification phase. After removing duplicates, all titles and
abstracts were read first, applying to them following eligibility criteria:

Inclusion criteria: has identified challenges related to digital twin data.

Exclusion criteria: not written in English, only mentions the term digital twin
without further elaboration, or be overly technical (describing functions,
algorithms, etc.).

All publications that did not fulfill one or more of the inclusion or exclusion criteria
were discarded. The remaining articles were subjected to full-text screening where
eligibility assessment was repeated. This determined the final number of articles that
will be used in the analysis.

33 Data extraction

Only articles that met the inclusion and exclusion criteria were extracted following a
careful second examination. At the beginning, a total of 438 articles were identified in
the Scopus (n=203), WoS (n=156) and IEEE Xplore (n=79) databases. After removing
duplicates, 112 articles remained, primarily from the Scopus database. After the first
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study selection, when reviewing titles and abstracts, publications that were not relevant
to the subject were excluded, leaving 50 articles. After reading the remaining articles
in entirety, a total of 47 articles were finally selected for study. Figure 1 provides a
visual representation of the PRISMA search, utilizing the decision tree approach.

Start
of PRISMA
methodology

1. Database search
(Scopus, WoS,
IEEE Xplore)

Articles
identified
n=438

Remove duplicates

Articles after
removing duplicates
n=112

2. Titles and abstracts
assessed for eligibility

include Articles
identified

n=50

3. Full-text articles
assessed for eligibility

Include or
exclude?

exclude include

Articles
identified
n=47

Ihclude or
exclude?

exclude

Excluded
articles
n=62

E e O orcon

Figure 1: Decision tree based on the PRISMA methodology

End
of PRISMA
methodology
Data extraction: n =47

Analyzing the results from Scopus, WoS, and IEEE Xplore database, it is evident
that from 2018 to 2024, the number of publications related to the term digital twin has
grown significantly. Given that the market for digital twins is anticipated to continue to
grow over the next ten years, interest in this relatively new idea is not surprising.
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4 Results

Following an assessment of the papers, 47 were found to meet the criteria (Table 1). A
large part of articles (15 in total) addressed the emerging technologies like augmented
reality, metaverse, automation industry, autonomous vehicles, vehicular edge
computing, 6G and 5G network, wireless and cyber-physical systems, blockchain,
cloud, and IoT. Articles from the construction industry (9 in total) cover topics like
smart cities, building information modeling (BIM), and federated learning, while
articles from healthcare (7 in total) primarily addressed ethical issues. Other articles
included energy and water industry (5 articles), manufacturing (3 articles), oil and gas
industry (2 articles), and other industries (6 articles) like maritime and tourism.

Domain (s) Author(s)

[Almeaibed et al., 21; Aziz et al., 23;
Bohm et al., 21; Gehrmann and
Gunnarsson, 2019; Hemdan et al., 23;
Emerging technologies Holmes et al., 21; Khan et al., 22; Luo et
al., 23; Miiller et al., 22; Qian et al., 22;
Son et al., 22; Suhail et al., 21; Wang et
al.,22; Wang et al., 23; Yang et al., 22]
[Afzal et al., 23; Almatared et al., 23;
Aratjo et al., 22; Kineber et al., 23;
Construction Lucchi, 23; Omrany et al, 23;
Patwardhan et al., 22; Pervez et al., 23;
Teisserenc and Sepasgozar, 2021]

[Cellina et al., 23; Pirbhulal et al., 22;
Popa et al., 21; Turab and Jamil, 23;

Healthcare Vasiliu-Feltes et al., 23; Winter and
Chico, 23; Yi, 23]

Energy and water industry [Cali et al., 23; Kumari et al., 23; Sifat et
al., 23; Mohammed et al., 23; Sheng et
al., 23]
[Chen ef al., 23; Clementson et al., 21,

Manufacturing Timperi et al., 23]

Oil and gas industry [Wanasinghe et al., 20; Umran et al., 22]

[B. Heluvanya and Gkioulos, 23;
Horandner and Priinster, 21; Sharma et
al., 22; Siddique et al., 23; Yigit et al.,
23; Rahmadian et al., 23]

Other industries

Table 1: Summary of PISMA results for digital twin application domains

Based on reviewed articles challenges can be categorized in 6 major groups (Figure
2).



1790 Kustelega M., Mekovec R., Shareef A.: Privacy and security challenges ...

From Figure 2, the most serious data issues with digital twins are related to security
and privacy. Because it is a relatively new technology, there are still significant
concerns with data management, as well as the necessity for suitable infrastructure and
standardization. There are also certain social, legal, and ethical issues around
intellectual property and trust in digital twins.

Data-related challenges with digital twin

Data security challenges meessssssssssssssssss———— 6
Data privacy challenges eessssssssssssss————— 36
Data management challenges meeeessssssssss————— 35
Data infrastructure and standardization... meess————————— )7
Legal and social issues challenges ~m————————— )
Ethical and moral issues challenges — m— 11

0 10 20 30 40 50
Figure 2: Data-related challenges with digital twin (number of articles).

S Challenges of digital twin

In the following section, 47 articles will be examined in greater depth. Because some
challenges, such as data security and data management were too broad, they were
divided into more specific categories. Figure 3 shows a more detailed categorization of
the challenges faced by digital twins in the form of a tree-like taxonomy.

— Data sensitivity

— Data privacy —

L Data ownership

— Cybersecurity

— Data security —

— Access control

Data sharing and
interoperability

1 Data 1

Data availability and
accessibility

Challenges of the digital twin
|
]

Data infrastructure and
standardization

Ethical and moral issues

L— Legal and social issues

Figure 3: Tree-like taxonomy of challenges with digital twin.
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By this alone, it can be seen (Figure 3) that the observed challenges cover a broad
range of challenges that need to be resolved before the implementation and widespread
use of digital twin technology.

5.1  Data privacy

One of the biggest challenges regarding data privacy is how to exchange real-time data
and how to do so securely. Collection of large amounts of data like location,
performance indicators, and private information such as medical records, autonomous
car sensor data, and real-time smart grid performance data [Chen ef al., 23]., might
result in confidentiality issues like the loss or exposure of sensitive data [Qian ef al.,
22]. The collection of personal data through IoT devices can lead to unprecedented
granularity and high synchronization frequency, opening new possibilities for misuse
and criminal activity [Wang ef al., 23; Luo et al., 23].

Current methods of creating digital twins are mostly centralized and lack trusted
data provenance, auditability, and traceability. This can compromise the security and
integrity of data related to transactions, logs, and history [Hasan et al., 20].

5.1.1  Data sensitivity

Because digital twins frequently contain confidential and sensitive data, there is a
greater risk of intellectual property (IP) theft. As more and more data are used for
commercial or scientific purposes, there is a risk of commodification of personal data
[Winter and Chico, 23], therefore owners of the data may choose not to expose highly
sensitive data to processing services [Horandner and Priinster, 21].

The collecting and storage of large amounts of sensitive patient data increases the
risk of data breaches, illegal access, and information misuse. To maintain the
confidentiality strong security measures, encryption techniques, and access controls
must be in place [Turab and Jamil, 23]. As the healthcare industry deals with people's
private medical information, Yi [23] suggested encrypting sensitive patient data to
prevent privacy leaks.

Autonomous vehicles generate significant data, primarily navigational information
and routes for vehicles to follow, which is exchanged with the network and often stored
in the cloud. As a result, any weakness in those systems might have devastating
repercussions, especially if discovered by hackers [Almeaibed et al., 21]. [Horandner
and Priinster, 21] stress that open domains provide difficulties since different
organizations manage the cloud storage service, compute on the data, and own the
digital twins, or the sensitive information associated with the physical object. A multi-
user system is required for sensitive data in order to: (a) secure digital twin data so that
the cloud cannot learn about it; and (b) provide owners control over which
organizations are allowed to view which parts of their data.

5.1.2  Data ownership

Clarity about data ownership is crucial [Teisserenc and Sepasgozar, 21]. It is vital to
preserve intellectual property rights, offer secure access, delegate tasks, and specify the
amount of access for stakeholders while exchanging data [Wanasinghe et al., 20].
Accurate data ownership issues occur due to the lack of explicit definition of who owns
data [Pervez et al., 23]. Because data can come from a variety of sources, it is critical
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that ownership is properly verified before using it for analysis that informs applications
and services. The various stakeholders must first agree on a precise definition of the
ownership of the data, its scope, and procedures for granting other parties access to the
data during the digital twin's life cycle. To prevent legal issues, it will also be necessary
to meet national, state, and international legal requirements [Holmes ef al., 21]. This
issue is especially significant in healthcare, as patients should understand and consent
to how their data is handled [Yi, 23]. The availability of genetic information
complicates these scenarios since, as the digital twin gets broader, it may be possible to
identify, with alarming accuracy, what type of genetic material is best suited for
survival and health [Popa et al., 21].

Proper tracking and verification of data ownership is crucial for smart city
applications and services, where data owners should be able to identify data elements
for selective sharing [Pervez et al.., 23]. For example, it is difficult to determine where
the information is located therefore the server ownership is a problem that may be
crucial later when assigning fault for security breaches.

5.2 Data security

Due to the fact that digital twins operate in many industries and may provide threats to
the entire ecosystem, data security concerns represent a significant obstacle to their
usage [Sharma et al., 22]. Unauthorized modification or deletion of data/operations
while in processing, transport, or storage must be prevented [Holmes et al., 21]. The
system's integrity must be preserved [Chen ef al., 23] to retain trust in its reliability and
safety.

Digital twin-based security concerns encompass challenges connected with
security of physical device and interface security [Khan ef al., 22]. Cyberattacks can
target IoT sensors, disabling, intercepting, or falsifying data, especially when updating
physical object states in real-time through network communication [Qian et al., 22].

Incorporating access controls, authentication methods, and user permissions helps
to restrict data access to authorized individuals or entities, hence improving the security
in general of the digital twin ecosystem. Furthermore, data governance is vital to
ensuring compliance with applicable legislation and standards. This includes creating
explicit policies and procedures for data collecting, storage, sharing, and retention.
Organizations may demonstrate accountability and transparency in the handling of
sensitive data by adhering to established data governance principles, hence increasing
stakeholder trust [Omrany et al., 23].

[Wang et al., 22] propose 7 basic digital twin security functions: security detection
(using the most recent network data gathering at that point, an analysis of the security
state of the network is conducted), security simulation (simulating security threats and
countermeasures), security verification (utilize a model to iteratively optimize security
policies while taking security and non-security indications into account), security
forecast, security decision, security planning and security optimization.

5.2.1  Cybersecurity
According to [Siddique ef al., 23], cybersecurity challenges in industrial applications

of digital twins (IIoT) are related to: (1) data privacy, (2) cyber-physical attacks
(intrusion detection), (3) supply chain risks (vendor verification), (4) authentication
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issues, (5) data falsification, and (6) standardization (lack of standards, industry
collaboration). Experts from the manufacturing industry highlight that cybersecurity
concerns appear when sharing too much information. As a result, many businesses take
extra precautions when sharing their expertise and technological know- how [Timperi
etal., 23].

The practical application of digital twins faces cybersecurity challenges primarily
related with safeguarding networked systems and preventing malicious attacks on
sensory devices [Aratjo et al., 22]. There is a need for establishing a synchronized
cyber-physical system to resolve vulnerabilities like computational storage and
infrastructural resources [Winter and Chico, 23]. Sixth generation (6G) wireless
environments are anticipated to facilitate digital twin services. What prevents their
realization is cybersecurity, as wireless channels are thought to be susceptible to a
variety of attacks [Son ef al., 22]. According to [Vasiliu-Feltes et al., 23], achieving
"zero-trust cybersecurity" in blockchain is a top priority. This means that everything
should be verified instead of blindly trusting every user or device connected to the
network, which involves multi-factor authentication, encryption, and continuous
monitoring.

Digital twin establishes a cyber-physical linked environment that allows for real-
time evaluation of asset performance and the generation of control demands and
operational plans. The linked assets are exposed to cyber-attacks [Wanasinghe et al.,
20] particularly in the energy industry [Kumari ef al., 23; Cali et al., 23] where system
is vulnerable to various hardware and sensor attacks, as well as data integrity attacks,
due to the large number of sensitive data circulating throughout the digital twin grid
network [Sifat et al., 23]. They are also significant in the maritime sector, where raising
connectivity in smart ports can lead to internal and external attacks [Yigit et al., 23].

Cybersecurity challenges should be considered throughout the development and
deployment phases of any self-driving car, regardless of the level of autonomy. The
requirement for cybersecurity features arises from the fact that numerous types of
sensors in vehicle platforms might serve as entry points for any cyberattack [Almeaibed
etal,21.].

Existing national laws governing cyberspace security and geospatial data are
insufficient for policymaking and are likely impractical for some technologies [Luo et
al., 23]. Another point of view considers the digital twin as a technology that enhances
cybersecurity. Detecting anomalies and cyberattacks, managing security patches,
conducting security testing, creating autonomous systems, and enhancing risk
management are just a few of the cybersecurity challenges that DT helps to solve
[Pirbhulal ef al., 22].

5.2.2 Access control

Ensuring limits on allowed access to system resources and information is important for
safeguarding the privacy of personal and commercial data [Holmes et al., 21]. High-
value industrial products used in crucial applications, like aerospace, necessitate full
traceability from the manufacturing and testing process, protection from unauthorized
and uncontrolled access (and printing), and assurance that digital files are not
accidentally or intentionally modified [Clementson et al., 21]. Data in transmission
should be cryptographically protected, ensuring that only authorized individuals can
view and modify data [Pervez et al., 23].
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Security and authorization in cyber-physical systems are difficult to implement
when devices are controlled remotely, therefore access rights for critical services must
be specified [Aziz et al., 23]. It is not enough to implement an authentication
mechanism for individuals, but also for machine-to-machine communication [Qian et
al., 22]. Blockchain-powered digital twins are being used in healthcare and
pharmaceuticals to enhance patient ownership and engagement, thus enabling people
to manage access to their health information [Vasiliu-Feltes et al., 23]. Strong security
measures and access control mechanisms are needed to maintain data confidentiality
and integrity [Turab and Jamil, 23]. In multi-stakeholder environments, it is vital to
provide device authentication and traceability for shared information [Patwardhan et
al., 22].

5.3  Data management

The development of a digital twin is primarily dependent on data. One of the key
obstacles in developing digital twins is acquiring, cleaning, and processing sensor data.
The broader problem of privacy and security issues is related to the proper data
management, it is imperative to ensure the quality of data [Kineber et a/, 23]. Due to
the complexity of digital twins, there is concern about the ability to manage it from the
client's point of view, so it is important for clients to grasp the technology.

Data management, which includes collection, transmission, storage, and fusion, is
a critical component of digital twin technology since it requires a single source of truth
and good data quality [Afzal et al., 23.]. Data quality issues, such as missing or
inaccurate data, may compromise a digital twin model's usefulness and reliability,
resulting in incorrect analysis and decision-making. Inaccurate and incomplete data can
be caused by a variety of factors, including human errors during data acquisition or
entry, difficulties integrating data from multiple sources with inconsistencies in formats
and structures, limitations or malfunctions of sensors used for real-time data capture,
and gaps in information that may be unavailable or inadequately recorded [Omrany et
al., 2023].

Healthcare systems often face significant data management challenges due to the
data quality like inconsistent or incomplete data [Cellina et al., 23] and presence of
diverse and fragmented data sources [Turab and Jamil, 23]. In the energy sector, the
electric grid digital twin faces significant challenges in data collection, management,
transmission and storage. The digital twin network must quickly forward and evaluate
data, which necessitates the establishment of a substantial communication and
computer infrastructure [Sifat et al., 23]. Major challenges of microgrid digital twins
(MGDT) are acquiring, cleaning and processing of sensor data due to vast amounts of
data, data diversity and data validity [Kumari et al., 23]. In addition to that, the
construction industry faces integration issues, requiring establishment of holistic
strategies to integrate various data types and protocols used [Afzal et al., 23].

5.3.1 Data sharing and interoperability

Digital twins may involve many data gathering devices that store data in different
formats, resulting in fragmentation, data heterogeneity, and a lack of interoperability.
These concerns may reduce the industry's readiness for digital twin adoption [Araujo
et al., 22]. Therefore open standards must be adopted and data exchange protocols
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developed [Vasiliu-Feltes et al., 23], furthermore individuals needed to understand
what kinds of data could be shared in a digital twin and how they can be shared [ Timperi
etal., 23.].

Data sharing can bring enormous advantages to the entire supply chain and
ecosystem [Wanasinghe et al. 20] and to achieve effective communication with both
internal and external departments [Luo et al., 23]. Achieving interoperability is
particularly pronounced in healthcare, which needs to achieve compatibility between
electronic health records, medical devices and other wearable sensors [Turab and Jamil,
23]. Furthermore, each healthcare system may have its own data requirements and
formats, limiting communication and data sharing between organizations [Cellina et
al., 23]. Healthcare systems generally have fragmented data sources, making it difficult
to integrate and synchronize data across platforms and devices.

The interoperability of numerous digital twin components is a difficult task. The
goal is to design standardized data formats, communication protocols, and data-
exchange methods that allow for the efficient flow of information between systems
[Turab and Jamil, 23]. The lack of established formats and protocols might cause
scalability and interoperability issues. Data exchange for digital twins must be secure
throughout the life cycle of the physical object represented by the digital twin
[Teisserenc et al, 21].

5.3.2  Data availability and accessibility

Major challenges in IoT present server or device failures due to the large numbers of
heterogeneous nodes in the IoT. This is especially evident in managing smart
manufacturing services which require real-time communication and operations, thus
ensuring scalability and data availability [Chen et al., 23]. To guarantee that important
data is available and accessible, it is critical to first determine what data each
stakeholder needs, followed by excellent data management.

In industrial cyber-physical systems (ICPS) device availability is a major concern,
as most embedded systems have limited resources like battery-powered sensors [Aziz
et al., 23]. Digital twin technology attempts to improve the maintainability and
endurance of its physical counterpart, hence ensuring availability throughout its
lifetime. Implementation restrictions, particularly in strongly integrated digital twins as
opposed to digital models, can lead to undesired interactions that impact overall system
availability. For example, if a cyber-attack compromises the digital twin, the physical
twin could suffer devastating consequences. As a result, a digital twin can introduce a
new vulnerability in the system that can be exploited by cybercriminals [Holmes et al.,
23]. A digital twin's virtual entity is made out of the same types of assets as the real
entity, which may include servers, IoT devices, an operating system, software,
hardware, and so on. As a result, update management is an important security
precaution for keeping assets up to date with the most recent security patches [B.
Heluanya and Gkioulos, 23]. To optimize availability of digital twin data, a system
should be created that will allow safe data sharing with other users while protecting
their privacy [Son et al., 22].
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54 Data infrastructure and standardization

While data is the foundation of digital twins, much existing field data does not adhere
to a consistent data standard. Data might be unstructured, semi-structured, or organized.
Furthermore, the existing data is typically not connected to a centralized database and
is frequently held in many locations [Wanasinghe et al., 20]. Because data comes from
different sources, there should be more consistency in the flow of information globally
[Timperi et al., 23]. The primary causes for standardization's difficulty include a lack
of standardized modeling, specific domain usage, insufficient infrastructure, and poor
data quality [Omrany et al., 23].

The Energy sector and smart cities domain face challenges in achieving
interoperability and compatibility due to lack of standard technical specifications and
protocols [Cali ef al., 23; [Kumari ef al., 23]. Data integration systems from various
suppliers use different standards and methodologies to display their data [Wanasinghe
et al., 20]. Generally, each domain has a unique knowledge so it is not enough to use
the same standards, it is necessary to ensure that all stakeholders interpret it in the same
way [Afzal et al., 23].

The absence of a standardized method to represent construction projects elements
such as structural components, systems, and processes is a barrier to the continued
development of digital twins [Omrany et al., 23]. In the construction sector, the most
widely used building information modeling (BIM) standard can be challenging to
maintain and update due to its complexity [Afzal et al., 23].

Industries with complex systems and multiple data sources cannot provide
standardized format for data used to build digital twin model [Hemdan et al., 23]. Yi
[23] also addresses this issue, claiming that in healthcare, an interoperability standard
must exist to enable integration with the existing healthcare IT infrastructure. One of
the obstacles is the digital maturity of the infrastructure, legislative frameworks, and
industrial practices specific to each country [Omrany ef al., 23].

Due to long product life cycles, vast subcontractor networks, and a lack of data
sharing infrastructure, the problem of inefficient data and information flow in the
manufacturing industry continues to grow [Timperi et al., 23]. Also, the construction
and maintenance of digital twin infrastructure can be costly, necessitating significant
financial investments and expert education [Cellina ef al., 23].

Cali et al. [23] believe that without standardized components and protocols digital
twins can hardly achieve their full potential. More open data sharing agreements and
infrastructure are desperately needed, and everyone involved must establish common
objectives and a shared vision for the development of digital twin [Timperi et al., 23].

5.5 Ethical and moral issues

Digital twins have raised new socio-ethical issues, such as fears that they are unrealistic
or might result in widespread data inequity and injustice, as well as anxieties about
losing control and autonomy [Winter and Chico, 23]. The concept of incorporating
ethical considerations into software architecture design has also evolved, necessitating
that architects comprehend and analyze ethical issues [Rahmadian ef al., 23]. Various
ethical challenges have arisen in the context of big data utilization, particularly in terms
of security and privacy. The development of a big data governance framework could
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resolve these challenges, enabling organizations policies and standards for managing
data [Rahmadian et al., 23].

Ethical issues are important in healthcare where ensuring patient data privacy and
safe data handling are recognized as key challenges [Cellina et al., 23; Vasiliu-Feltes
et al., 23]. Informed consent, data ownership, and patient autonomy are crucial issues
that guarantee the responsible and ethical implementation of DTs [Turab and Jamil,
23]. Clear rules and regulations are needed to ensure ethical considerations in the use
of patients' private health information for digital twin modeling, protecting their rights
and maintaining data openness [Turab and Jamil, 23].

The creation of a trustworthy and transparent data ecosystem is one of the major
issues [Suhail ef al., 21]., due to unclear data ownership, access and security [Afzal et
al., 23]. For this purpose, it is critical to ensure that the data in the digital twin model
comes from reliable and confidential sources [Pervez et al., 23].

5.6  Legal and social issues

The deployment of digital twins in various sectors faces challenges due to a lack of
common definition, design, framework, and appropriate tools [B. Heluanya and
Gkioulos, 23]. The regulatory framework for digital twins is still developing but it
should address several open challenges such as misunderstandings about digital twin
data and its features, unclear data ownership, and legal responsibilities [Turab and
Jamil, 23]. Protecting intellectual property rights, as well as finalizing good contractual
arrangements is key for the actual implementation of DT [Clementson ef al., 21]. There
are some ownership and traceability limitations like difficulties in proving intellectual
property rights, undefined roles and responsibilities, and its feasibility [Teisserenc and
Sepasgozar, 21].

Healthcare faces a lack of regulations, validation methodologies, clinical practice
regulations, and regulatory authorities [Winter and Chico, 23]. Thus regulatory
frameworks are essential in balancing innovation, patient rights, and responsible digital
twin implementation [Turab and Jamil, 23]. For deeply intertwined systems like cyber-
physical systems, governance of the devices and services should be clearly defined,
including rules for device access and individuals responsible for them [Aziz et al., 23].
For example, blockchain-powered DT in healthcare can be implemented with a patient-
centric approach, ensuring patient rights are at the core of technology implementation
[Vasiliu-Feltes et al., 23]. Since health data is strictly regulated, in order for a cloud-
based medical record service system to be feasible, it must comply with all applicable
laws and regulations [Yi, 23].

6 Discussion

Digital twins have the potential to transform and change variety of sectors, therefore
we can expect to see even more innovative applications that will advance society and
individuals wellbeing. In this paper a literature analysis was conducted to identify
potential digital twin applications and key data-related obstacles, including privacy and
security concerns.

As concerns our research questions, in relation to RQ1 (What are the possible
applications of the digital twin?) our findings show that upcoming technologies such
as augmented reality, metaverse, the automation industry, autonomous cars, vehicular
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edge computing, 6G and 5G networks, wireless and cyber-physical systems,
blockchain, cloud, and IoT are the most common sectors for which digital twins are
employed. The following domains include the construction sector (which includes
themes such as smart cities and building information modelling), healthcare, energy
and water, manufacturing, oil and gas, and other industries. These findings are in
accordance whit latest digital twin statistics [Bennett, 24] that show that 27% of
companies plan to use digital twins as autonomous equipment, robots or vehicles.
Digital twins have emerged as a game-changer in the industrial landscape,
revolutionizing operations, optimizing processes, and driving innovation across diverse
sectors and enabling a wide range of applications that enhance efficiency, productivity,
and overall performance. Businesses may improve production scheduling, resource
allocation, and supply chain management by modelling different scenarios, evaluating
real-time data, and finding critical point. As this technology continues to develop, it is
important to have a robust framework in place to protect privacy, security, and human
rights. As concerns our RQ2 (What are key data-related challenges with digital twins,
regarding privacy and security issues?) based on the literature review performed in this
article, data-related challenges with digital twins can be separated down into six
categories: (1) data privacy, (2) data security, (3) data management, (4) data
infrastructure and standardization, (5) data ethics and morality and (6) legal and social
problems.

The results of literature review can help us to identify and stress major challenges
of digital twin in three major groups: (1) data challenges, (2) technical challenges, and
(3) ethical and legal challenges.

Firstly, we can put focus on data that are drivers of whole digital twin concept
where the number of data and quality of data being collected/managed are the key
prerequisite of successful digital twin usage. Therefore, the primary concerns in digital
twin usage should be data privacy. According to our results data privacy encompass
data sensitivity, data ownership, data sharing and interoperability, and data availability
and accessibility. Data management issues, particularly in the early stages of digital
twin implementation, are primarily caused by low data quality and inadequate system
infrastructure, leading to security breaches and privacy concerns.

Secondly, there is need to improve technical part of digital twin where we should
put emphasis on infrastructure, like sensors, network and transfer protocols. According
to our results, technical challenges continue to represent a major obstacle in
implementing digital twin technology where they are connected with cybersecurity,
access control, data infrastructure and standardisation. Because of its linked nature,
technology has the potential to communicate risks throughout a large network, offering
assistance to stakeholders in making informed decisions.

Thirdly, it has been observed that recent research is increasingly focused on
examining ethical challenges posed by emerging technologies. Digital twin
technologies will have to consider ethical aspects, especially in the context of their
integration with artificial intelligence tools. Regulatory framework should focus on
these challenges and provide clear understanding of possibilities but also and
responsibilities of all stakeholders involved in digital twin usage.



Kustelega M., Mekovec R., Shareef A.: Privacy and security challenges ... 1799

7  Conclusion

Digital twins, an emerging and disruptive technology, are a digital environment in
which physical devices, software, firmware, and their interactions are precisely
recreated in digital form. Despite the promising offers of digital twin, security and
privacy concerns present significant barriers to its widespread adoption. Various
security risks and privacy breaches in digital twins may occur as a result of widespread
individual data collecting and extensive data sharing. By effectively handling privacy
and security concerns, industries may fully realize the transformative potential of digital
twin technologies, enhancing competitiveness and resilience in the face of changing
digital landscapes.

Our study aimed to demonstrate the significance of developing digital twin
technologies from two distinct perspective points: the academic and the business
worlds.

This study contributes to the body of knowledge by categorizing essential variables
in the development of digital technology for applications. This can help existing and
forthcoming research efforts, as well as industry practitioners, gain a better
understanding of privacy and security concerns so that they can be addressed
proactively. Secure data transmission, access management, encryption, and threat
detection are critical components of digital twin systems in the industrial sector.
Therefore, in order to increase the usage of digital twin technology, future studies
should investigate the aforementioned issues and how they could potentially be
overcome.

The current study's limitations arise from the number of papers analysed in the
literature review. In the future, to improve research precision, the principle might be
used to a more expansive sample.
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