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Abstract: Adaptive systems possess the remarkable capability to assess and modify their behav-

ior in real-time, particularly when the software deviates from its programmed course or when

opportunities for enhanced functionality or performance arise. This adaptability proves invaluable

in highly dynamic environments, where rapid changes occur, and human oversight alone falls

short in effectively managing applications. However, in certain system types, achieving optimal

performance through adaptation may necessitate human input, be it as a sensor providing unique

information beyond the system’s reach, an actuator driving adaptation, or a fallback mechanism in

contingency scenarios. In this context, the concept of ’human-in-the-loop’ harnesses the innate

capabilities of humans to execute tasks and make decisions with greater efficiency and precision,

thereby ensuring the security and reliability of these systems. Our primary objective in this study

is to present a comprehensive analysis of the key research and contributions in this field. Addition-

ally, we aim to pinpoint potential research avenues and unresolved challenges within the realm of

Human-in-the-loop.
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1 Introduction

The term ’adaptive systems’ refers to systems capable of changing their behaviour
or parameters in response to changes in the environment or the system itself [Lemos
et al., 2009]. These systems are commonly employed in various contexts, such as control
systems or scenarios where maintenance can be performed while the system is operational
without the need for a complete shutdown. In the realm of machine learning, the term
also applies to algorithms that can autonomously adjust their parameters based on the
data they are processing [Salehie and Tahvildari, 2012a].

In addition to the critical nature of many of these systems, ensuring their reliability
has become increasingly challenging due to environmental changes, such as fluctuations
in resource availability, and internal factors, such as system failures. The growing com-
plexity of these systems, coupled with the high degree of uncertainty in their operating
environments, are the primary factors contributing to their unpredictability [Cámara
et al., 2015].

The first attempts to overcome this challenge involved human supervision using
its specialized knowledge to assist in decision-making and deal with the complexity
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and uncertainty of the environment (e.g., expert systems [Riley and Giarratano, 2005],
decision support systems [Turban, 2011], and heuristic-based approaches [Pearl, 1984]).
Depending on the context and the human’s level of expertise, however, these approaches
are expensive and may be unreliable as humans are prone to errors and have difficulty
reacting in a timely manner when situations arise that require changes to the system in a
timely manner. execution [Huebscher andMcCann, 2008]. As a consequence, approaches
developed in recent decades, such as multi-agent systems [Wooldridge, 2009, Ferber and
Weiss, 1999], Artificial neural networks [Haykin, 1998] and Fuzzy rule-based systems
[Klir and Yuan, 1995] advocate the total automation of mechanisms to adapt the structure
and the behavior of a system at runtime to overcome some of these limitations associated
with human supervision.

Although fully automated adaptation has proven successful in several application
domains (e.g., industrial process control systems [OGATA, 2010], air traffic management
systems [Proulx et al., 2014], fraud prevention and detection systems [Bhattacharyya
et al., 2011]), it may be suboptimal in some situations: when the information necessary
for decision making is challenging to capture and/or analyze; or when adaptations involve
physical changes that cannot be automated [Kephart and Chess, 2003].

Some classes of systems and application domains (e.g., strategies that involve ethical
decision-making [Caughron et al., 2011], medical assistance and diagnosis systems
[Char et al., 2018], systems inserted in complex, uncertain environments or in which
unexpected behaviors may arise cite65 can benefit from human involvement because
they have information that is difficult to monitor or analyze readily. In this case, humans
can act as sensors, for example, indicating whether there is an anomalous situation in
progress. Humans can also participate in the decision-making process decision to provide
better insight into how to adapt the system. Finally, humans can still perform adaptations
[Garlan et al., 2004].

Integrating human beings into the stages of an adaptive system is an ongoing research
challenge, as these systems are, in principle, autonomous [Lemos et al., 2009]. However,
fully autonomous systems are sometimes infeasible due to the complexity of real-world
problems [Abel et al., 2017]. Furthermore, decision-making can benefit from expert
human guidance [Parra-Ullauri et al., 2022]. Lately, research has also begun to consider
the ethical reasons associated with leaving humans out of the control loop of adaptive
systems [Salehie and Tahvildari, 2009].

Determining when, where, and how humans should participate in the adaptation
process is a complex decision. Human behaviours and their outcomes can be influenced
by various factors such as attention levels, task experience, technical knowledge, and
physical context [Cámara et al., 2015]. These factors introduce additional sources of
uncertainty that impact the performance of adaptive software.

In this context, the primary aim of this study is to explore current research and
technologies related to human involvement in adaptive systems. To achieve this goal,
we aim to answer the following research questions:

– Which stages of the control loop have humans participated in?

– How have humans participated in the control loop stages?

– What technologies/strategies/models have been used associated with human partici-
pation in the control loop?

While conducting this research, it was discovered that there are two surveys related
to human-in-the-loop systems [Tehrani et al., 2019, Chai and Li, 2020]. It’s important to
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note that these surveys are domain-specific. The first survey [Tehrani et al., 2019] delves
into comprehending the involvement of humans in Cyber-Physical Systems (CPS), while
the second survey explores the integration of humans with Machine Learning.

In this context, the primary contribution of this survey is to examine human involve-
ment within the adaptive software loop. It emphasizes the significance of the human
role, identifies challenges and research prospects, and offers insights for the design and
implementation of adaptive systems where a harmonious balance between automation
and human intervention is achieved.

The rest of this article is structured as follows. Section 2 introduces basic concepts
about human-in-the-loop and adaptive systems. Section 3 discusses existing human-in-
the-loop approaches, the main tools, their methods, and application domains. Section 4
explores existing research challenges and opportunities. Finally, section 5 presents final
considerations and proposes directions for future research.

2 Basic concepts

This section serves as an introduction to fundamental concepts and definitions that are
crucial for understanding the content presented in this article.

2.1 Adaptive Systems

An adaptive system is distinguished by its ability to dynamically adjust itself in real time
to accommodate ongoing changes in the environment and requirements. This capability
is intended to diminish the dependence on human intervention when interacting with
the computer [Weyns et al., 2012]. The design of adaptive systems is influenced by
factors such as user requirements, system attributes, and environmental conditions. The
development of adaptive software requires a concentrated effort to ensure high levels of
reliability, robustness, adaptability, and availability [Macías-Escrivá et al., 2013].

Adaptive software typically consists of two primary components [Evers, 2014].
The first component is the Autonomic Manager, which encompasses self-adaptation
mechanisms. The second component is the Managed Element, which encompasses the
adaptive software itself, including its components or parameters that can be adjusted by
the Autonomic Manager. Adaptation in these systems can be triggered by changes in the
environment or within the software. Sensors are responsible for capturing alterations in the
environment and the current state of the software, while effectors facilitate the adjustment
of the software based on the changes detected by the sensors. In this context, humans can
assume various roles, including users, operators, administrators of the software, domain
experts, or developers responsible for determining the software’s behavior and objectives
before its use.
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Figure 1: High-level view on self-adaptive system.[Evers, 2014]

Salehie et al. [Salehie and Tahvildari, 2012b] divide the adaptation mechanism into
several tasks: monitoring the software components (self-awareness) and the environ-
ment (contextualization), analyzing changes, planning how to respond to these changes,
and executing adjustments to the software. The Autonomic Manager is responsible for
performing these four tasks to regulate the software’s behavior.

The implementation of the Autonomic Manager is conventionally carried out using
MAPE-K[Kephart and Chess, 2003]. MAPE-K consists of five distinct components:
Monitor, Analyzer, Planner, Executor, and Knowledge Base. The first four components
define the tasks of the control loop (In adaptive systems, a control loop is typically con-
ceived as a sequence of steps: Monitor-Analyze-Plan-Execute, allowing for continuous
monitoring and adjustment of a system to maintain it within desired limits[Vromant
et al., 2011]), the knowledge component stores all the information utilized by the other
components.

The monitor, in turn, is responsible for detecting the managed process and its context.
It filters the accumulated sensor data and stores relevant events in the knowledge base.
The analyzer then compares event data to patterns in the knowledge base to diagnose
symptoms, which are also stored in the knowledge base. Subsequently, the planner
interprets these symptoms and devises a plan for the Executor to execute, effecting
changes to the Managed Element through its effectors [Brun et al., 2009].

2.2 Human-in-the-loop

Autonomous systems have been increasingly deployed to replace human labor across
various domains, to improve efficiency, and to mitigate human limitations such as dimin-
ished performance due to fatigue, heavy workloads, and other factors. [Cranor, 2008].
Illustrative instances of such systems can be observed in assembly lines [Klein, 2008],
autopilot systems [Vromant et al., 2011], and the automation of treatment plants [Caulet
et al., 1998]. More recently, autonomy has been integrated to execute tasks that tradition-
ally required human judgment and perception. However, the escalating dependence on
automation raises crucial questions regarding the consequences of substituting humans,
especially in situations where errors could lead to serious repercussions. Therefore, it is
imperative to deliberate on whether humans should retain control over autonomous ap-
plications, particularly in military or industrial settings that necessitate human oversight
to ensure safety and operational effectiveness.
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Nothwang et al. [Nothwang et al., 2016] classify the various levels of autonomy
involving active human participation:

– Human control: The human plays an active role in all MAPE-K tasks, actively
participating in every decision-making process. This involvement places a significant
burden on the individual in terms of decision-making tasks.

– Human-on-the-loop: The human takes on a supervisory role, overseeing the sys-
tem’s operation and intervening only when the system encounters unexpected events.
From this standpoint, in the event of a failure, the human bears a minimal decision-
making burden. They serve as the ultimate authority for select decisions and are
actively engaged in the agent’s most critical decisions.

– Human-in-the-loop: The ’Human-in-the-Loop’ concept is marked by the active
engagement of humans in control decisions. They participate in the decision-making
process by offering oversight, guidance, or input to the system. Humans can assume
various roles, such as operators who monitor and control, decision-makers who
contribute enhanced knowledge, or direct executors of actions. The objective is to
harness the respective strengths of humans and systems, enabling them to manage
routine tasks while humans contribute their judgment and decision-making expertise.

Figure 2: Control loop with potential human roles [Gil et al., 2016]

During runtime, adaptive systems may encounter unexpected challenges, such as when
users seek to perform different tasks, when errors occur, when complex behaviors emerge,
or when unanticipated environmental changes occur that were not accounted for during
the software’s initial design. Consequently, human involvement can be advantageous
for adaptation in certain categories of systems[Cortellessa et al., 2011]. Cámara[Cámara
et al., 2015] delineated the control loop tasks in which human intervention can assist
adaptive software:

– Sensing: information that would normally be impossible to receive by the system
alone can be obtained through humans acting as sensors.
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– Action: human action can provide more flexible analysis and adaptation plans.

– Decision-making: humans take on the role of effectors and carry out adaptations
and changes to the system manually.

– Increased knowledge: humans can provide information to personalize systems,
allowing them to better meet their preferences.

3 Approaches Human-in-the-Loop

This section examines the primary existing proposals and provides an overview of the
’Human-in-the-Loop’ concept in adaptive systems. To categorize existing works, specific
criteria have been established. These criteria are significant as they categorize solutions
into various ’dimensions.’ These dimensions were devised based on the observation of
recurring elements shared among the works:

– Managing System Structure: This dimension pertains to the organizational struc-
ture of the Autonomic Manager within the existing solution.

– Application domain: This dimension involves an examination of the specific ap-
plication domain in which the solution has been or is currently being employed.
Examples of such domains include IoT, gaming, web applications, and autonomous
vehicles.

– Validation: This dimension involves assessing how the solution was validated
and whether it was implemented. Validation methods may encompass evaluation
by domain experts, assessment by the involved users, and controlled experiments,
among other approaches.

– Proactive/reactive human: In this dimension, the assessment focuses on whether
human intervention in the system is proactive or reactive, as outlined by [Gil et al.,
2016]. In this context, participation can be categorized as reactive when the user
initiates the interaction and consequently assumes control, or proactive when the
system takes the initiative.

– Human model: This dimension identifies the approach employed to engage hu-
mans in the adaptation process, which may encompass factors like cognitive skills,
preferences, expectations, interaction history, and feedback.

– Solution maturity: This dimension indicates the level of maturity of the solution,
whether it is in the initial project stage or as a prototype.

Figure 3 systematically organizes and categorizes the key elements and dimensions
integral to the assimilation of human components within adaptive systems. The figure’s
architecture comprises foundational nodes, namely Work, Managing System, Structure
Application, Domain, Validation, Type of Participation, Human Model, and Solution
Maturity. Each node assumes a pivotal role in delineating the overarching landscape,
strategically positioned to elucidate the hierarchical structures and interrelationships
existing among them.
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Figure 3: Overview of Human-in-the-Loop approaches

3.1 Managing System Structure

Many works in this field utilize the MAPE-K framework to structure the Managing
System, as discussed in Section 2. Among these, some adopt MAPE-K in its basic form
[Evers, 2014, Cámara et al., 2015, Gil et al., 2016, Cámara et al., 2017, Lloyd et al.,
2017, Li et al., 2020b, Li et al., 2020a, Li et al., 2021, Yigitbas et al., 2021, Han et al.,
2019, Gil et al., 2019, Tsui et al., 2011, Cleland-Huang et al., 2022, IJtsma et al., 2022],
while others extend it in various ways [Cleland-Huang et al., 2022, Parra-Ullauri et al.,
2022]. Among the works that directly employ theMAPE-K framework, various proposals
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assign distinct roles to humans in different components: in the Planner [Evers et al.,
2014], the Analyzer [Yigitbas et al., 2021], the Monitor [Esfahani and Malek, 2013],
and the Executor [Li et al., 2021].

Evers [Evers et al., 2014] integrates the human into the Planner, considering their
interactive behavior both implicitly and explicitly. This approach involves dividing the
application into parts that require user knowledge for adaptation and parts that can adapt
autonomously. The aim is to provide user control and confidence while maintaining
adaptability as a core feature.

In the category of proposals extending MAPE-K, there are two notable solutions.
Ullauri et al. [Parra-Ullauri et al., 2022] introduce an extension to the MAPE-K model,
enabling users to modify their preferences in real-time based on unforeseen situations
that may arise during execution, situations that were not previously anticipated. This
extension augments the MAPE-K architecture [Kephart and Chess, 2003] by introducing
an ’explanatory feedback’ layer that incorporates human resources into the loop. This
layer presents three new components for the MAPE-K architecture: the Filter Component,
this component receives and processes data from the Managed System; the Explain
Component, this component is where explanations are constructed and presented; and
the Feedback Component allows users to make changes to the system through a set of
effectors, if they consider it necessary.

Cleland-Huang et al. [Cleland-Huang et al., 2022] present the MAPE-K-HMT frame-
work, which extends the traditional MAPE-K loop with support for ’Human Machine
Teaming’ (HMT) [Madni and Madni, 2018a]. HMT fosters collaboration between hu-
mans and autonomous machines, compensating for each other’s potential limitations and
promoting teamwork. In this approach, MAPE-K-HMT retains the general MAPE-K
structure while enhancing each step to support HMT. This includes supplementing sensor
data with observations in the Monitor step, evaluating warnings and recommendations
from the Analyzer, adjusting goals and plans in the Planner, and facilitating physical
collaboration between humans and machines.

3.2 Application domain

When evaluating research on human-in-the-loop systems for adaptive applications, vari-
ous domains come into focus. These domains encompass a wide range of fields, including
traffic control management [IJtsma et al., 2022], healthcare applications [Huang and
Miranda, 2015, Lloyd et al., 2017], standalone cars [Gil et al., 2016, Li et al., 2020a, Kar-
sai et al., 2003, Nothwang et al., 2016], IoT [Evers, 2014, Han et al., 2019, Esfahani
and Malek, 2013, Tsui et al., 2011, Cleland-Huang et al., 2022], gaming [Cámara et al.,
2015, Cámara et al., 2017, Li et al., 2021], web applications [Li et al., 2020b], among
others.

In the context of autonomous cars [Gil et al., 2016], diverse approaches to involving
humans in the control loop of the adaptive system are explored to enable their participation
in vehicle adaptation decisions. These systems leverage video cameras, radar, traffic
monitoring sensors, and detailed maps for navigation. Although these cars are designed
for fully autonomous driving, they still exhibit certain limitations that necessitate human
supervision and control to achieve full functionality, especially in complex or emergency
driving scenarios.

In the context of web applications, existing solutions primarily concentrate on opti-
mizing the workload on web servers [Li et al., 2020b]. For instance, consider a news
website where web pages can render multimedia content to enhance the user experience
or display text-only content, which requires less computational resources. To manage
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this, a load balancer is employed to distribute user requests among a pool of replicated
servers responsible for delivering the requested content.

However, the website may encounter spikes in requests stemming from legitimate
traffic or face denial-of-service (DoS) attacks, where malicious clients aim to overwhelm
the system’s capacity, rendering its services unavailable. In such scenarios, the system
may struggle to handle all requests efficiently, resulting in unexpected response times
for users. To address this, the systems administration team responsible for website
support must take measures to ensure responsive service delivery while also managing
the operational costs to remain within budget constraints [Cheng et al., 2009].

The adaptive site adopts four tactics to handle spikes in requests:

– enlistServer: delegating a new replicated web server to share the load;

– lowerFidelity: reducing the service level to text only;

– blackhole: adding the IP addresses of clients that are attacking the system to a
blacklist that blocks their requests; and

– throttle: limiting the rate of accepted requests from potentially malicious clients.

The adaptive site employs four tactics to manage spikes in user requests. The first
two tactics are fully automated and can handle excess user traffic without causing incon-
venience to legitimate users. However, these automated tactics are not effective against
malicious clients and may lead to an unnecessary increase in the system’s operating
costs.

The last two tactics are designed to mitigate spikes caused by DoS attacks and
require human operators to accurately identify the attackers. A well-trained operator can
effectively eliminate traffic from malicious clients. However, an inadequately trained
operator may inadvertently misidentify attackers, leading to user frustration and service
disruptions for legitimate clients [Li et al., 2020b].

3.3 Validation

Regarding the validation strategy, it was verified how existing solutions were validated:
experiments [Evers, 2014, Cámara et al., 2015, Gil et al., 2016, Cámara et al., 2017,
Lloyd et al., 2017, Li et al., 2020b, Li et al., 2020a, Li et al., 2021, Yigitbas et al., 2021,
Han et al., 2019, Gil et al., 2019, Tsui et al., 2011, Cleland-Huang et al., 2022, IJtsma
et al., 2022], case studies [Huang and Miranda, 2015, Parra-Ullauri et al., 2022] and
surveys [Nothwang et al., 2016, Esfahani and Malek, 2013].

Validation can also be done in a real environment and, in this case, the system is
tested in an environment with real users. Assessment may include collecting data on
system performance and user experience through questionnaires or interviews [IJtsma
et al., 2022]. Validation can rely on the evaluation of performance metrics. In this case,
the metrics are evaluated about the objectives defined for the system. This may include
the accuracy of the system, how quickly it adapts to changes in the environment, and the
effectiveness of human interventions.

In applications involving autonomous cars [Gil et al., 2016], [Gil et al., 2019] a
framework is used to design human participation, identifying the need for human partici-
pation and analyzing the human situation to select the appropriate level of attention. In
the case of action, the role played by humans stands out, because this information will
be important for selecting the interaction mechanisms to use in each case.
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For example, if the system is unable to drive autonomously in the event of heavy
rain, the software must first provide feedback to the user to alert them. Once the user
is alerted and the system checks that they have their hands on the steering wheel, the
human can take control of the car with the role of actuator (the human will be driving
the car). The framework facilitates the analysis of human participation and variability in
terms of the level of attention required. Thus, this framework can be used by designers to
systematically analyze human participation requirements and configure the mechanisms
used in the operational phase to engage the user.

3.4 Proactive/Reactive Human

Despite variations in evaluation criteria, systems that incorporate human involvement
in the loop tend to outperform purely autonomous systems. In this context, human
participation, as described in [Gil et al., 2016], can be categorized as either proactive,
where the user initiates interaction and assumes control when the system’s adaptation
is deemed undesirable, or reactive, where the system takes the lead. Traditionally, in
adaptive applications, the initiative originates proactively from the system itself, often
without requiring explicit user intervention. However, this new perspective allows for a
shift in initiative toward the user’s side, enabling their active participation.

From this perspective, the majority of the analyzed works employ a proactive ap-
proach [Evers, 2014, Li et al., 2021, Tsui et al., 2011, Huang and Miranda, 2015, Parra-
Ullauri et al., 2022], involving the deliberate and guided actions of humans in the adaptive
process of the system. In such cases, humans define parameters, set goals, propose modi-
fications and adjustments to criteria, or identify new trends, demands, or changes in the
environment that may necessitate specific adaptations.

However, there are also works that adopt a reactive approach [Gil et al., 2016, Huang
and Miranda, 2015, Lloyd et al., 2017, Gil et al., 2019, Nothwang et al., 2016, Esfahani
and Malek, 2013, IJtsma et al., 2022] where human participation responds to changes
and adjustments signaled by the system. In this scenario, human actions are triggered by
the behavior or decisions of the system, with the aim of aligning or correcting potential
deviations. Here, humans make corrections or adjustments when the adaptive system is
making decisions that do not meet expectations or may have unintended consequences.

3.5 Human Model

The utilization of human models in adaptive systems offers the potential to design
systems that better cater to users’ needs and preferences, thereby enhancing their overall
effectiveness and usability. Moreover, human models can play a pivotal role in predicting
future human behavior, enabling systems to anticipate users’ requirements and provide
proactive solutions.

To facilitate human involvement in adaptation, many works frequently employ the
OWC (Opportunity-Willingness-Capability) model [Eskins and Sanders, 2011]. This
model furnishes the essential concepts to capture the attributes of humans that can
influence system adaptation [Cámara et al., 2015, Li et al., 2020b]. The OWC model
categorizes human attributes into:

– Opportunity: It captures the applicability conditions of actions that can be performed
by human actors in the system as constraints. For instance, one constraint might be
the presence of an operator physically located at a particular site;
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– Disposition: It captures transient factors that may influence the operator’s will-
ingness to perform a specific task, such as factors like workload, resistance, and
stress;

– Capacity: It quantifies the probability of a human successfully executing a given
task, a probability determined by fixed attributes of the human, such as their training
level.

The OWC model has been employed in various studies that investigate human
participation in self-adaptation [Lloyd et al., 2017, Han et al., 2019, Parra-Ullauri et al.,
2022].

3.6 Solution maturity

Solutions are categorized into three maturity phases: Conceptual, Prototype, and Product.
In the Conceptual phase, solutions are at their initial development stage, where ideas,
concepts, and requirements are explored and defined. Prototypes represent solutions with
an initial version created to assess functionality and identify potential issues or areas
for improvement. Finally, the Product phase encompasses solutions that have been fully
developed, rigorously tested and are ready for launch and distribution, marking the final
product delivery.

The majority of the analyzed solutions have already reached the Product phase [Evers,
2014, Cámara et al., 2015, Gil et al., 2016, Cámara et al., 2017, Lloyd et al., 2017, Li
et al., 2020b, Li et al., 2020a, Li et al., 2021, Yigitbas et al., 2021, Parra-Ullauri et al.,
2022, Han et al., 2019, Tsui et al., 2011, Cleland-Huang et al., 2022, IJtsma et al., 2022],
with only a small number remaining in the Conceptual [Nothwang et al., 2016, Esfahani
and Malek, 2013] and Prototype [Huang and Miranda, 2015, Gil et al., 2019] phases.

3.7 Summary

Table 1 presents a summary of several projects, covering information such as scope of
work, structure of the management system, application domain, validation methods, type
of participation, human involvement, and level of maturity of the solution.

Theseworks span diverse application domains, including IoT, gaming, brain-computer
interfaces, autonomous cars, virtual reality, and air traffic control. The validation meth-
ods vary from experiments and case studies to surveys, reflecting the evolving maturity
of solutions from conceptual and prototype stages to fully developed products. The
timeline from 2011 to 2022 highlights the recent advancements in autonomous system
management, with a growing emphasis on proactive strategies and human-centric models.

4 Open challenges

Based on the analysis of existing solutions, the following challenges are still open:

– User Distrust: A common issue with adaptive systems is that users may lack un-
derstanding and trust in them. This challenge arises from the inherent lack of trans-
parency in the decision-making process of these systems. Due to their reliance on
complex algorithms, it can be challenging for users to comprehend how a specific
decision was reached. This opacity can lead to distrust and reluctance to utilize
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Work

Managing

System

Structure

Application

Domain
Validation

Type of

Participation

Human

Model

Solution

Maturity

Evers [Evers, 2014] (2014)
MAPE-K

(Plan)
IoT Experiment Proactive N.I Product

Cámara et al. [Cámara et al., 2015][Cámara et al., 2017] (2017)
MAPE-K

(Execute)
Game Experiment Proactive OWC Product

Huang et al. [Huang and Miranda, 2015] (2015) MAPE-K Brain computer interface Experiment Reactive N.I Prototype

Gil et al. [Gil et al., 2016] (2017) MAPE-K Autonomous cars Experiment Reactive N.I Product

Lloyd et al. [Lloyd et al., 2017] (2017) CASPE Brain computer interface Experiment Reactive OWC Product

Li et al. [Li et al., 2020b][Li et al., 2020a] (2020)
MAPE-K

(Execute)
Web, Autonomous cars Experiment Proactive OWC Product

Yigitbas et al. [Li et al., 2021] (2021) MAPE-K Game Experiment Proactive OWC Product

Parra-Ullauri et al. [Yigitbas et al., 2021] (2022)
MAPE-K

(Analyse, Plan)
VR interface Experiment Proactive N.I Product

Han et al. [Parra-Ullauri et al., 2022] (2019)
MAPE-K

(Execute, Plan)
ML Case Study Proactive OWC Product

Gil et al. [Han et al., 2019][Gil et al., 2019] (2019) MAPE-K IoT, Autonomous cars Experiment Proactive N.I Product, Prototype

Nothwang et al. [Nothwang et al., 2016] (2016) MAPE-K Autonomous cars Survey Reactive N.I Conceptual

Esfahaniand Malek [Esfahani and Malek, 2013] (2013) MAPE-K IoT Survey Reactive N.I Conceptual

Tsui et al. [Tsui et al., 2011] (2011) MAPE-K IoT Experiment Proactive N.I Product

Cleland-Huang et al. [Cleland-Huang et al., 2022] (2022) MAPE-KHMT IoT Experiment Proactive N.I Product

IJtsma et al. [IJtsma et al., 2022] (2022) MAPE-K Air traffic control Experiment Reactive N.I Product

N.I = Not Identified
ML = Machine Learning
VR = Virtual Reality

Table 1: Summary of works on Human-in-the-Loop for adaptive systems

such systems. A well-explored solution to tackle this problem is to provide human-
readable explanations for the system’s adaptive behavior, promoting acceptance and
effective use. The underlying idea is that when users can scrutinize the system’s
decisions, they are less likely to abandon it and may even prefer the system’s choices
over their own, which might be based on an incomplete understanding of the system
and its context.

In this context, the study by Ullauri et. al [Parra-Ullauri et al., 2022] focused on
the first two stages: explanation construction and communication. The third stage,
receiving the explanation, was assumed to be ideal for the adaptive system, aligning
with the OWC model. In this framework, an explanation is considered valuable if
the recipient comprehends the system’s behavior and feels confident in passive or
active interaction with it. However, it remains essential to assess how users actually
receive and interpret these explanations and how human interaction influences system
performance, especially when considering users with varying levels of experience
outside the ideal OWC conditions.

The following reasons may contribute to this user distrust:

• Lack of Transparency: Adaptive systems often operate with complex and non-
transparent algorithms. Users can become suspicious when they don’t understand
how the system makes decisions or recommendations.

• Privacy: Adaptive systems often collect personal data from users to personalize
interactions. Concern about privacy is understandable, especially against a
backdrop of growing concerns about data security.

• Negative Experiences: If users have had negative experiences with adaptive
systems in the past, they may be more likely to distrust similar new systems.

• Lack of Control: Some people feel uncomfortable when they realize that they
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do not have full control over the recommendations or actions of the adaptive
system.

To mitigate users’ distrust of adaptive systems, it is important to adopt ap-
proaches that promote transparency, privacy, and equity. Some strategies in-
clude Explainability, making algorithms more transparent, and allowing users
to understand how recommendations are made. Data Protection, ensuring the se-
curity and privacy of user data, following data protection regulations. Feedback
and Control, allowing users to provide feedback and have some control over
customizations made by the system.

– Stage of MAPE-K where the human participates: Another challenge lies in the
diverse ways in which humans can engage with the control loop of adaptive systems.
In [Gil et al., 2016], a conceptual framework was devised to streamline the analysis
of human participation and its variability in terms of the required level of attention.
This conceptual framework serves as a valuable tool for designers, enabling them
to systematically assess the prerequisites for human involvement and configure
mechanisms for user engagement during the operational phase.

The challenge, in this case, revolves around the evaluation of solutions in real
scenarios with actual users to validate their experiences. Such evaluations not only
validate the user experience but also allow for the examination of improvements
in system adaptations when human participation is incorporated. Ultimately, this
approach can offer methodological guidance and tools for applying the framework
to existing adaptive systems.

In [Cámara et al., 2015], an approach was presented that utilizes formal reasoning
to address human involvement in the adaptation cycle of adaptive systems, specifi-
cally concentrating on the execution stage of the MAPE-K model, where humans
take on the role of system-level effectors. Additionally, the study demonstrates the
incorporation of concepts from cyber-human systems (CHS).

A notable challenge in this context is extending this approach to formally model
and analyze human involvement in other stages of the MAPE-K cycle, as well
as conducting experiments in real-world cases to validate its effectiveness. The
following are some of the main challenges that can arise when determining human
involvement at each stage:

• Automation vs. Human Intervention: One of the main challenges is balancing
automation and human intervention. At some stages, it may be desirable to
maximize automation to optimize efficiency, while at others, human intervention
may be necessary to deal with complex and unexpected situations.

• System Complexity: The complexity of the system to be managed can influence
the need for human involvement. Highly complex systems may require more
detailed analysis and planning by humans, while simpler systems can be more
easily automated.

• Response Time: Determining which step the human participates in may depend
on the required response time. In situations that require quick responses, human
intervention may be limited, while in contexts where time is not critical, humans
may have more time for analysis and planning.
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• Experience and Training: The level of experience and training of human
operators also plays an important role. Operators need to be prepared to make
informed and effective decisions at the stage in which they are involved.

Your statement effectively highlights the complex decision-making process of deter-
mining where humans should participate in the MAPE-K cycle, considering various
factors such as system nature, operational requirements, and security considerations.
It underscores the importance of striking a delicate balance between automation
and human involvement to ensure effective system operation, adaptability, and
responsiveness.

– Modeling human behavior:While involving humans in adaptive systems offers sig-
nificant advantages, modeling human behaviors can be a formidable challenge due to
the intricate interplay of physiological, psychological, and behavioral aspects [Munir
et al., 2013]. Recent research has focused on studying human collaboration in the
context of adaptive systems [Gil et al., 2016, Li et al., 2020b], with the Opportunity-
Willingness-Capability (OWC) model emerging as a prevalent approach. The OWC
model [Eskins and Sanders, 2011] provides a means to quantitatively assess the
extent to which a participant can influence system tasks. In this framework, Opportu-
nity delineates the prerequisites for task execution, Willingness encompasses factors
impacting a person’s intent to engage in a task (such as motivation and mood), and
Capability gauges the feasibility of accurate task performance, often contingent on
the individual’s level of training [Cámara et al., 2017].

In the research conducted by Madni[Madni and Madni, 2018b], a novel approach
was introduced for enhancing human collaboration with adaptive systems, known as
’Human Machine Teaming’ (HMT). HMT places significant emphasis on fostering
interactions, partnerships, and teamwork between humans and machines, leveraging
their respective strengths while addressing potential limitations. This concept is
elaborated upon in[Cleland-Huang et al., 2022], where the MAPE-K\textit{HMT}
structure is presented, augmenting the traditional MAPE-K loop with support for
HMT. This extension identifies crucial factors for effective human-machine teaming
and outlines the necessary infrastructure throughout the various phases of the MAPE-
K loop to facilitate HMT.

In addition to these, some strategies that can be used to model human behavior in
adaptive systems:

• Data Collection and Analysis: Data collection is the basis for understanding
human behavior. This may include data from past interactions, preferences, ac-
tion history and other relevant information. Data collection can be done through
surveys, activity records, sensors, among other methods.

• User Segmentation: User segmentation is the practice of dividing users into
groups based on similar characteristics, such as preferences, purchasing be-
haviors, or interests. This allows you to adapt interactions according to each
segment.

• Predictive Models: Predictive models use collected data to make predictions
about users’ future behavior. Machine learning algorithms such as regression,
classification, and time series can be applied to build these models.
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• Ethics and Privacy: When modeling human behavior, it is crucial to consider
ethical and privacy issues. User data must be treated with respect and in compli-
ance with data protection regulations.

5 Conclusion

In this article, we conduct a comprehensive review of existing studies focusing on
human-in-the-loop techniques for Adaptive Systems. We delve into the concept of
human involvement within adaptive systems and offer practical examples illustrating
the application of this approach. Our discussion centers on the numerous advantages
stemming from involving humans in the self-adaptive process, encompassing improved
system performance, heightened user satisfaction, and a reduced risk of system fail-
ure. Additionally, we shed light on the challenges associated with human-in-the-loop
techniques, emphasizing the importance of effective communication and collaboration
between humans and machines, as well as the necessity for adequate training and support
for human operators.

We present a comprehensive overview of existing approaches that involve humans
in collaborative efforts with adaptive systems, summarizing them in a tabular format.
Additionally, we draw attention to the significant challenges that persist in this domain.
Adaptive systems are gaining prominence due to their ability to dynamically adjust their
behavior in response to environmental changes. However, the development of effective
adaptive systems is a formidable challenge, demanding precise monitoring and analysis
of system behavior and the capacity to adapt to evolving circumstances. A promising
solution to address these challenges is the integration of human-in-the-loop techniques.
By engaging humans in the adaptation process, these techniques offer valuable insights
into system behavior, enabling the identification of potential issues and opportunities for
enhancement.

We firmly believe that human-in-the-loop techniques hold immense potential for
enhancing the effectiveness and efficiency of adaptive systems. By harnessing the com-
plementary strengths of humans and machines, these approaches empower systems to
adapt swiftly to changing circumstances, thereby delivering superior outcomes for users
and stakeholders alike. As adaptive systems continue to grow in complexity, comprehend-
ing their decision-making processes becomes increasingly challenging. This opacity can
hinder trust in these systems and restrict their adoption in various domains. Consequently,
the development of novel strategies for enhancing explainability and transparency is of
paramount importance in bolstering human trust in adaptive systems.
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