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Abstract: The possession of smart devices has ingrained itself into daily life. Therefore, smart

devices, such as IoT and smartphones, are crucial sources of evidence in instances where criminal

activity occurs. Due to the challenges in traditional digital forensic techniques involving smart

devices, it has been recently proposed in the literature to leverage electromagnetic side-channel

analysis (EM-SCA) for the purpose. This paper identifies and discusses an important barrier that

exists in the application of EM-SCA for digital forensics that hinders its successful use, namely,

the issue of cross-device portability of machine learning (ML) models that are used for EM-SCA.

Firstly, the paper empirically evaluates the possibility of using trained ML models to extract

forensic insights from EM radiation data of IoT devices. During this empirical study, the inability

to reuse a trained ML model across different devices is identified. Secondly, the paper surveys the

literature in search of related work that has studied the use of EM-SCA to gather information from

smart devices. The purpose of the survey is to identify whether any existing work has been able to

introduce potential approaches to enable cross-device portability of ML models in EM-SCA. The

findings of this survey point to the fact that the identified problem still exists and requires further

studies opening the door to future research.
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1 Introduction

Digital forensics is a branch of investigation science incorporated with detection, extrac-
tion, and analysis of evidence from digital media to help progress investigations [Soltani
and Seyed 2017]. In other words, digital forensics is the analysis of digital evidence
acquired from electronic devices, such as personal computers, laptops, hand-held devices,
and IoT devices, that are seized from crime scenes to be investigated by law enforcement.
Digital evidence is mostly intangible and stored in digital formats including document
files, audio files, video files, andmanymore, which are extracted from digital devices [Du
et al. 2017]. Typical principles of digital forensic investigation rely on reconnaissance,
reliability, and relevance. Various law enforcement agencies participate in this inves-
tigative process. Whenever a digital device is confiscated by these authorities and is
deemed potentially pertinent to the investigation as digital evidence, it is subsequently
transferred to a digital forensic laboratory for the purpose of conducting digital forensic
analysis [Ieong 2006].

The existing digital forensic methods are mainly developed for traditional computing
devices, such as desktop and laptop computers, and focus on collecting and analysing
digital evidence from volatile and non-volatilememory [Khan et al. 2007]. The traditional
digital forensic technique comprises seizing the devices, acquiring forensic images, and
generating reports based on the acquired image to be produced before the court [Du
et al. 2017, Mushtaque et al. 2015]. Digital forensic experts usually follow three main
steps: acquisition, analysis, and presentation by using commercially available tools,
such as EnCase, PyFlag, and SMART, and also by using freely available tools, such as
SleuthKit [Soltani and Seyed 2017, Rughani 2017, Sayakkara et al. 2018]. Meanwhile,
mobile devices are handled by specialised tools due to the product-specific hardware
and software they contain.

The emerging trend and the necessity of smart devices are playing an important role
in human life in efficiently performing day-to-day work. The usage of smart devices by
all categories of people has increased dramatically in recent years in different ways, such
as smartwatches, surveillance cameras, smart homes, wearable devices, connected cars,
smart cities, and many more [Myridakis et al. 2020, Gomathi et al. 2018]. Especially
during the COVID-19 pandemic situation, the demand for these electronic devices
has increased rapidly as an alternative to carrying out essential work. Also, security
and privacy features have been tightly maintained among various vendors due to the
challenges in the market for commercial competence [Bojor 2017].

Meantime, smart devices are used as a weapon for criminal activities by malicious
individuals and organizations. Current technology advancement facilitates criminals
to commit new ways of criminal activities; not only cyberattacks, smuggling of drugs,
explosives and weapons, human trafficking, child exploitation, terrorist financing, and
money laundering, but also many varieties of serious activities that cause threats to human
lives [Conrod 2019]. Although the advancement of technology has simplified day-to-day
tasks, the pattern of human behaviour can be easily detected by having activity records
in smart devices. Smart home systems enhance human life by using sensors, including
cameras, microphones, motion detectors, and activity loggers. They play multiple roles
at home as a guard, servant, entertainer, cook, and many more [Abrishamchi et al. 2017].
Smart home systems contain the pattern of the owners’ routine work, while wearable de-
vices can be able to measure the health and physical behaviour of individuals [Sayakkara
et al. 2019a]. Similarly, smart cars have evidence for driver behavior and the ability to
cause accidents by taking control of the vehicular network [Kalutarage et al. 2019].

Smart devices can be used as an evidence source in forensic investigations through
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�± �(�P�S�L�U�L�F�D�O�O�\ �G�H�P�R�Q�V�W�U�D�W�H�V �W�K�H �H�[�L�V�W�H�Q�F�H �R�I �W�K�H �F�U�R�V�V���G�H�Y�L�F�H �S�R�U�W�D�E�L�O�L�W�\ �L�V�V�X�H �I�R�U �0�/
�P�R�G�H�O�V �W�U�D�L�Q�H�G �W�R �L�G�H�Q�W�L�I�\ �L�Q�W�H�U�Q�D�O �V�R�I�W�Z�D�U�H �E�H�K�D�Y�L�R�X�U �R�I �V�P�D�U�W �G�H�Y�L�F�H�V��
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�S�D�U�W�V�� �W�K�H �F�X�U�U�H�Q�W �V�W�D�W�H �R�I �V�P�D�U�W �G�H�Y�L�F�H�V �D�Q�G �V�H�F�X�U�L�W�\ �P�H�D�V�X�U�H�V �D�U�H �H�[�S�O�D�L�Q�H�G�� �6�H�F�W�L�R�Q ������
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�L�Q �W�K�H �F�R�Q�W�H�[�W �R�I �D �G�L�J�L�W�D�O �I�R�U�H�Q�V�L�F�V �L�Q�Y�H�V�W�L�J�D�W�L�R�Q�� �6�H�F�W�L�R�Q �� �D�G�G�U�H�V�V�H�V �W�K�H �Q�H�H�G �I�R�U
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�'�L�J�L�W�D�O �I�R�U�H�Q�V�L�F�V �L�V �W�K�H �V�F�L�H�Q�W�L�I�L�F �V�W�X�G�\ �R�I �H�Y�L�G�H�Q�F�H �R�E�W�D�L�Q�H�G �I�U�R�P �G�L�J�L�W�D�O �G�H�Y�L�F�H�V �W�R �X�Q�G�H�U��
�V�W�D�Q�G �D�Q�G �U�H�F�U�H�D�W�H �W�K�H �V�H�T�X�H�Q�F�H �R�I �H�Y�H�Q�W�V �U�H�O�D�W�H�G �W�R �W�K�D�W �H�Y�L�G�H�Q�F�H�� �,�W �L�Q�Y�R�O�Y�H�V �F�R�O�O�H�F�W�L�Q�J
�D�Q�G �H�[�W�U�D�F�W�L�Q�J �U�H�O�H�Y�D�Q�W �L�Q�I�R�U�P�D�W�L�R�Q �I�U�R�P �G�L�J�L�W�D�O �G�H�Y�L�F�H�V �D�I�W�H�U �D�Q �L�Q�F�L�G�H�Q�W�� �D�Q�D�O�\�]�L�Q�J �W�K�H
�G�D�W�D �W�R �V�X�S�S�R�U�W �D �F�D�V�H�� �D�Q�G �S�U�H�V�H�Q�W�L�Q�J �I�D�F�W�X�D�O �I�L�Q�G�L�Q�J�V �>�6�L�Q�G�K�X �D�Q�G �0�H�V�K�U�D�P ���������� �5�D�J�K�D��
�Y�D�Q ���������@�� �&�\�E�H�U�V�H�F�X�U�L�W�\�� �Z�K�L�F�K �I�R�F�X�V�H�V �R�Q �V�D�I�H�J�X�D�U�G�L�Q�J �S�H�U�V�R�Q�D�O �L�Q�I�R�U�P�D�W�L�R�Q�� �U�H�O�L�H�V
�R�Q �G�L�J�L�W�D�O �I�R�U�H�Q�V�L�F�V �W�R �L�Q�Y�H�V�W�L�J�D�W�H �L�Q�F�L�G�H�Q�W�V �>�9�R�Q �D�Q�G �9�D�Q ���������@�� �9�D�U�L�R�X�V �V�R�X�U�F�H�V�� �V�X�F�K
�D�V �F�R�P�S�X�W�H�U �K�D�U�G �G�L�V�N�V�� �Q�H�W�Z�R�U�N �O�R�J�V�� �P�R�E�L�O�H �S�K�R�Q�H �V�W�R�U�D�J�H�� �D�Q�G �P�R�U�H�� �D�U�H �H�[�D�P�L�Q�H�G �L�Q
�I�R�U�H�Q�V�L�F �L�Q�Y�H�V�W�L�J�D�W�L�R�Q�V �>�.�K�D�Q �H�W �D�O�� ���������@�� �)�X�U�W�K�H�U�� �,�R�7 �D�Q�G �V�P�D�U�W �G�H�Y�L�F�H�V �S�O�D�\ �D �F�U�X�F�L�D�O
�U�R�O�H �L�Q �G�L�J�L�W�D�O �I�R�U�H�Q�V�L�F�V �D�V �W�K�H�\ �X�Q�L�Q�W�H�Q�W�L�R�Q�D�O�O�\ �U�H�F�R�U�G �D�F�W�L�Y�L�W�L�H�V �W�K�D�W �F�D�Q �V�H�U�Y�H �D�V �Y�D�O�X�D�E�O�H
�H�Y�L�G�H�Q�F�H�� �$�Q�D�O�\�]�L�Q�J �G�L�J�L�W�D�O �P�H�G�L�D�¶�V �I�R�U�H�Q�V�L�F �L�Q�V�L�J�K�W�V �L�V �Y�L�W�D�O �Z�L�W�K�L�Q �W�K�H �F�R�Q�I�L�Q�H�V �R�I �O�H�J�D�O
�S�U�R�F�H�H�G�L�Q�J�V�� �D�Q�G �W�U�D�G�L�W�L�R�Q�D�O �L�Q�Y�H�V�W�L�J�D�W�L�R�Q �P�H�W�K�R�G�V �L�Q�Y�R�O�Y�H �V�W�D�W�L�F �D�Q�D�O�\�V�L�V �X�V�L�Q�J �G�H�G�L�F�D�W�H�G
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�,�R�7 �I�R�U�H�Q�V�L�F�V �L�V �Y�H�U�\ �F�K�D�O�O�H�Q�J�L�Q�J �I�R�U �L�Q�Y�H�V�W�L�J�D�W�R�U�V �Z�K�H�Q �F�R�O�O�H�F�W�L�Q�J �S�U�R�S�H�U �H�Y�L�G�H�Q�F�H
�I�U�R�P �,�R�7 �G�H�Y�L�F�H�V�� �,�G�H�Q�W�L�I�L�F�D�W�L�R�Q �R�I �H�Y�L�G�H�Q�F�H�� �F�R�O�O�H�F�W�L�R�Q�� �D�Q�G �S�U�H�V�H�U�Y�D�W�L�R�Q �L�V �K�D�U�G �E�H�F�D�X�V�H
�V�P�D�U�W �G�H�Y�L�F�H�V �G�R �Q�R�W �F�R�Q�W�D�L�Q �H�D�V�\���W�R���D�F�F�H�V�V �V�W�R�U�D�J�H�� �7�K�H �G�L�Y�H�U�V�L�W�\ �R�I �W�K�H �,�R�7 �H�Q�Y�L�U�R�Q�P�H�Q�W
�D�Q�G �W�K�H �X�V�H �R�I �W�H�P�S�R�U�D�U�\ �G�D�W�D �V�W�R�U�D�J�H �J�L�Y�H�V �O�H�V�V �V�X�S�S�R�U�W �L�Q �H�Y�L�G�H�Q�F�H �D�Q�D�O�\�V�L�V�� �0�R�U�H�R�Y�H�U��
�L�Q �W�K�H �D�E�V�H�Q�F�H �R�I �D �S�U�R�S�H�U �D�X�W�K�H�Q�W�L�F�D�W�L�R�Q �V�\�V�W�H�P�� �L�G�H�Q�W�L�I�\�L�Q�J �W�K�H �D�F�W�L�Y�L�W�L�H�V �D�Q�G �O�L�D�E�L�O�L�W�L�H�V
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�)�L�J�X�U�H �����$�Q �D�Q�Q�X�D�O �U�D�W�H �R�I �W�K�H �Q�X�P�E�H�U �R�I �,�R�7 �G�H�Y�L�F�H�V �D�F�U�R�V�V �Y�D�U�L�R�X�V �L�Q�G�X�V�W�U�L�H�V �D�Q�G
�D�S�S�O�L�F�D�W�L�R�Q�V ���D�G�R�S�W�H�G �I�U�R�P �>�*�X�S�W�D ���������� �&�Y�L�W�L�ü �H�W �D�O�� ���������@��

�R�I �G�L�I�I�H�U�H�Q�W �S�D�U�W�L�H�V �K�D�Y�L�Q�J �D�F�F�H�V�V �W�R �D�Q �,�R�7 �Q�R�G�H �Z�R�X�O�G �E�H �F�K�D�O�O�H�Q�J�L�Q�J�� �$�G�G�L�W�L�R�Q�D�O�O�\��
�Q�X�P�H�U�R�X�V �F�R�X�Q�W�H�U�P�H�D�V�X�U�H�V �D�U�H �I�R�X�Q�G �W�R �S�U�H�Y�H�Q�W �X�Q�L�Q�W�H�Q�W�L�R�Q�D�O �O�H�D�N�D�J�H �I�U�R�P �L�Q�W�H�U�Q�D�O
�D�F�W�L�Y�L�W�L�H�V �R�I �V�P�D�U�W �G�H�Y�L�F�H�V �>�/�D�Y�D�X�G �H�W �D�O�� ���������@�� �)�X�U�W�K�H�U�� �D�W�W�U�L�E�X�W�L�R�Q �R�I �P�D�O�L�F�L�R�X�V �D�F�W�L�Y�L�W�L�H�V
�G�H�W�H�F�W�H�G �L�Q �D�Q �,�R�7 �H�Q�Y�L�U�R�Q�P�H�Q�W �H�Y�H�Q �L�Q �W�K�H �S�R�V�V�H�V�V�L�R�Q �R�I �H�Y�L�G�H�Q�F�H �L�V �T�X�L�W�H �F�K�D�O�O�H�Q�J�L�Q�J
�L�Q �W�K�H �D�E�V�H�Q�F�H �R�I �D �U�H�O�L�D�E�O�H �D�Q�G �V�H�F�X�U�H �D�U�F�K�L�W�H�F�W�X�U�H �W�K�D�W �J�X�D�U�D�Q�W�H�H�V �D �I�R�U�H�Q�V�L�F�D�O�O�\���V�R�X�Q�G
�O�R�J�J�L�Q�J �D�Q�G �P�R�Q�L�W�R�U�L�Q�J �V�\�V�W�H�P �>�&�R�Q�W�L �H�W �D�O�� ���������@��

������ �6�L�G�H���&�K�D�Q�Q�H�O �$�W�W�D�F�N�V

�$ �V�L�G�H���F�K�D�Q�Q�H�O �D�W�W�D�F�N ���6�&�$�� �L�V �F�R�Q�V�L�G�H�U�H�G �D �P�H�W�K�R�G �W�R �D�F�T�X�L�U�H �L�Q�I�R�U�P�D�W�L�R�Q �I�U�R�P �D �F�R�P��
�S�X�W�L�Q�J �V�\�V�W�H�P �W�K�U�R�X�J�K �D�Q�\ �X�Q�L�Q�W�H�Q�W�L�R�Q�D�O �L�Q�I�R�U�P�D�W�L�R�Q���O�H�D�N�L�Q�J �F�K�D�Q�Q�H�O �>�%�X�K�D�Q �H�W �D�O�� ���������@��
�,�Q �J�H�Q�H�U�D�O�� �V�L�G�H���F�K�D�Q�Q�H�O �D�W�W�D�F�N�V �D�U�H �F�R�Q�V�L�G�H�U�H�G �D �I�R�U�P �R�I �S�K�\�V�L�F�D�O �D�W�W�D�F�N �V�L�Q�F�H �W�K�H�\ �H�[�S�R�V�H
�L�Q�I�R�U�P�D�W�L�R�Q �W�R �W�K�H �R�X�W�V�L�G�H �Z�R�U�O�G �W�K�U�R�X�J�K �W�K�H �X�V�H �R�I �S�K�\�V�L�F�D�O �S�D�U�D�P�H�W�H�U�V�� �V�X�F�K �D�V �S�R�Z�H�U��
�Q�R�L�V�H�� �R�U �H�O�H�F�W�U�R�P�D�J�Q�H�W�L�F �U�D�G�L�D�W�L�R�Q�� �,�W �L�V �D�O�V�R �F�R�Q�V�L�G�H�U�H�G �D �S�D�V�V�L�Y�H�� �Q�R�Q���L�Q�Y�D�V�L�Y�H �D�S�S�U�R�D�F�K
�E�H�F�D�X�V�H �L�W �H�P�S�O�R�\�V �L�Q�G�L�U�H�F�W�� �X�Q�G�H�U���H�T�X�L�S�S�H�G�� �D�Q�G �L�Q�H�[�S�H�Q�V�L�Y�H �W�H�F�K�Q�L�T�X�H�V �>�6�W�D�Q�G�D�H�U�W
���������@�� �$ �V�L�G�H���F�K�D�Q�Q�H�O �D�W�W�D�F�N �I�R�F�X�V�H�V �R�Q �H�[�W�U�D�F�W�L�Q�J �V�H�F�U�H�W �L�Q�I�R�U�P�D�W�L�R�Q �I�U�R�P �W�K�R�V�H �S�K�\�V�L��
�F�D�O �S�D�U�D�P�H�W�H�U�V �L�Q�V�W�H�D�G �R�I �G�L�U�H�F�W�O�\ �F�D�S�W�X�U�L�Q�J �W�K�H �L�Q�I�R�U�P�D�W�L�R�Q �>�$�K�P�L�G �D�Q�G �.�D�]�D�U�@��

�9�D�U�L�R�X�V �V�L�G�H���F�K�D�Q�Q�H�O �D�W�W�D�F�N�V �D�U�H �F�R�Y�H�U�H�G �L�Q �D �Z�L�G�H �U�D�Q�J�H �R�I �V�W�X�G�L�H�V�� �)�D�U�V�K�W�H�L�Q�G�L�N�H�U �H�W
�D�O�� �U�H�Y�H�D�O �W�K�H �S�R�V�V�L�E�L�O�L�W�\ �R�I �F�D�S�W�X�U�L�Q�J �V�H�F�U�H�W �L�Q�I�R�U�P�D�W�L�R�Q �I�U�R�P �Q�H�L�J�K�E�R�U�L�Q�J �P�R�E�L�O�H �S�K�R�Q�H�V
�Z�L�W�K�R�X�W �W�K�H�L�U �L�Q�W�H�Q�W�L�R�Q �X�V�L�Q�J �J�\�U�R�V�F�R�S�L�F �V�H�Q�V�R�U�V �X�V�L�Q�J �V�R�X�Q�G �H�[�I�L�O�W�U�D�W�L�R�Q �>�)�D�U�V�K�W�H�L�Q�G�L�N�H�U
�H�W �D�O�� ���������@�� �6�X �D�Q�G �=�H�Q�J �H�[�S�O�R�U�H�G �W�K�H �V�H�F�X�U�L�W�\ �D�Q�G �S�U�L�Y�D�F�\ �W�K�U�H�D�W�V �R�Q �L�Q�I�R�U�P�D�W�L�R�Q
�S�U�R�Y�L�G�H�G �E�\ �&�3�8 �F�D�F�K�H���E�D�V�H�G �V�L�G�H �F�K�D�Q�Q�H�O �D�W�W�D�F�N�V �>�6�X �D�Q�G �=�H�Q�J�� ���������@�� �$�E�U�L�V�K�D�P�F�K�L �H�W
�D�O�� �P�D�L�Q�O�\ �I�R�F�X�V�H�G �R�Q �W�K�H �S�R�V�V�L�E�L�O�L�W�L�H�V �R�I �6�&�$ �R�Q �D �V�P�D�U�W �K�R�P�H �V�\�V�W�H�P �W�R �H�P�S�K�D�V�L�]�H �W�K�H
�Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V �W�R �G�H�V�L�J�Q�H�U�V�� �H�Q�J�L�Q�H�H�U�V�� �G�H�Y�H�O�R�S�H�U�V�� �D�Q�G �U�H�V�H�D�U�F�K�H�U�V �W�R �I�L�Q�G �S�U�R�S�H�U �V�R�O�X�W�L�R�Q�V
�W�R �R�Y�H�U�F�R�P�H �W�K�H �D�W�W�D�F�N�V�� �6�H�Y�H�Q �W�\�S�H�V �R�I �D�W�W�D�F�N�V �R�Q �K�R�P�H �V�\�V�W�H�P�V �D�U�H �G�L�V�F�X�V�V�H�G �L�Q �W�K�H�L�U
�V�W�X�G�\ �W�K�U�R�X�J�K �6�&�$ �D�W �P�X�O�W�L�S�O�H �O�D�\�H�U�V �>�$�E�U�L�V�K�D�P�F�K�L �H�W �D�O�� ���������@�� �5�H�Y�H�U�V�H �H�Q�J�L�Q�H�H�U�L�Q�J
�K�D�V �E�H�H�Q �S�H�U�I�R�U�P�H�G �R�Q ���� �G�L�V�W�L�Q�F�W �,�R�7 �G�H�Y�L�F�H�V �E�\ �6�K�Z�D�U�W�]�H �H�W �D�O�� �W�R �G�H�P�R�Q�V�W�U�D�W�H �W�K�H �V�W�D�W�H
�R�I �V�H�F�X�U�L�W�\ �R�I �W�K�H �G�H�Y�L�F�H�V �D�Q�G �W�K�H �D�Y�D�L�O�D�E�L�O�L�W�\ �R�I �Q�H�Z �I�R�U�P�V �R�I �V�L�G�H���F�K�D�Q�Q�H�O �D�W�W�D�F�N�V �W�R
�J�D�L�Q �D�F�F�H�V�V �W�R �W�K�H �G�H�Y�L�F�H �R�Z�Q�H�U�V�¶ �S�H�U�V�R�Q�D�O �L�Q�I�R�U�P�D�W�L�R�Q �>�6�K�Z�D�U�W�] �H�W �D�O�� ���������@��
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�0�D�Q�\ �U�H�V�H�D�U�F�K�H�U�V �K�D�Y�H �G�H�Y�H�O�R�S�H�G �F�R�X�Q�W�H�U�P�H�D�V�X�U�H�V �W�R �V�L�G�H���F�K�D�Q�Q�H�O �D�W�W�D�F�N�V �L�Q �R�U�G�H�U
�W�R �P�L�W�L�J�D�W�H �W�K�H �F�R�Q�V�H�T�X�H�Q�F�H�V�� �)�R�U �H�[�D�P�S�O�H�� �S�U�H���V�L�O�L�F�R�Q �D�Q�G �S�R�V�W���V�L�O�L�F�R�Q �D�Q�D�O�\�V�L�V �F�D�Q �E�H
�X�V�H�G �W�R �G�L�V�F�R�Y�H�U �O�H�D�N�L�Q�J �F�K�D�Q�Q�H�O�V �X�V�L�Q�J �G�H�G�L�F�D�W�H�G �W�R�R�O�V �D�Q�G �V�L�P�X�O�D�W�R�U�V �>�%�X�K�D�Q �H�W �D�O��
���������@�� �3�U�H���V�L�O�L�F�R�Q �P�H�D�Q�V �W�K�D�W �W�K�H �O�H�D�N�L�Q�J �F�K�D�Q�Q�H�O �P�D�\ �E�H �G�L�V�F�R�Y�H�U�H�G �Z�L�W�K�R�X�W �R�E�V�H�U�Y��
�L�Q�J �W�K�H �G�H�Y�L�F�H�V �X�V�L�Q�J �N�Q�R�Z�O�H�G�J�H �R�I �W�K�H �D�F�W�X�D�O �G�H�Y�L�F�H�� �D�Q�G �S�R�V�W���V�L�O�L�F�R�Q �P�H�D�Q�V �W�K�D�W �W�K�H
�O�H�D�N�L�Q�J �F�K�D�Q�Q�H�O �F�D�Q �E�H �G�H�W�H�F�W�H�G �D�Q�G �X�V�H�G �I�R�U �I�X�W�X�U�H �S�X�U�S�R�V�H�V �X�V�L�Q�J �W�K�H �G�H�Y�L�F�H�V �>�%�X�K�D�Q
�H�W �D�O�� ���������@�� �$�G�G�L�W�L�R�Q�D�O�O�\�� �F�R�X�Q�W�H�U�P�H�D�V�X�U�H�V �D�J�D�L�Q�V�W �V�L�G�H���F�K�D�Q�Q�H�O �D�W�W�D�F�N�V �L�Q�F�O�X�G�H �]�R�Q��
�L�Q�J�� �V�K�L�H�O�G�L�Q�J �H�T�X�L�S�P�H�Q�W�� �V�K�L�H�O�G�L�Q�J �V�W�U�X�F�W�X�U�H�� �V�R�I�W �7�(�0�3�(�6�7�� �V�H�F�X�U�H�G �G�D�W�D �E�X�V�� �F�K�L�S
�U�H���G�H�V�L�J�Q�� �D�Q�G �M�D�P�P�L�Q�J �>�/�D�Y�D�X�G �H�W �D�O�� ���������@�� �$�Q�R�W�K�H�U �P�H�W�K�R�G �R�I �S�U�H�Y�H�Q�W�L�Q�J �D�V�V�D�X�O�W�V �R�Q
�D �G�H�Y�L�F�H �L�V �D�W�W�H�V�W�D�W�L�R�Q�� �Z�K�L�F�K �H�Q�V�X�U�H�V �W�K�H �L�Q�W�H�J�U�L�W�\ �R�I �D �V�\�V�W�H�P�� �0�H�D�Q�Z�K�L�O�H�� �W�K�H �D�W�W�H�V�W�D�W�L�R�Q
�W�H�F�K�Q�L�T�X�H �X�V�H�V �L�Q�I�R�U�P�D�W�L�R�Q �I�U�R�P �W�K�H �S�R�Z�H�U �D�Q�G �H�O�H�F�W�U�R�P�D�J�Q�H�W�L�F �V�L�G�H �F�K�D�Q�Q�H�O �W�R �S�U�H�Y�H�Q�W
�D�W�W�D�F�N�V �>�6�H�K�D�W�E�D�N�K�V�K �H�W �D�O�� ���������� �'�H�O�J�D�G�R���/�R�]�D�Q�R �H�W �D�O�� ���������@��
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�(�O�H�F�W�U�R�P�D�J�Q�H�W�L�F �V�L�G�H���F�K�D�Q�Q�H�O�V �D�U�H �G�H�I�L�Q�H�G �D�V �W�K�H �X�Q�L�Q�W�H�Q�W�L�R�Q�D�O �O�H�D�N�D�J�H �R�I �H�O�H�F�W�U�R�P�D�J�Q�H�W�L�F
�U�D�G�L�D�W�L�R�Q �I�U�R�P �K�D�U�G�Z�D�U�H �F�R�P�S�R�Q�H�Q�W�V �R�I �H�O�H�F�W�U�R�Q�L�F �G�H�Y�L�F�H�V�� �7�K�H �H�O�H�F�W�U�R�P�D�J�Q�H�W�L�F �V�L�G�H��
�F�K�D�Q�Q�H�O �P�H�W�K�R�G�V �U�H�O�\ �R�Q �W�K�H �H�O�H�F�W�U�R�P�D�J�Q�H�W�L�F ���(�0�� �U�D�G�L�D�W�L�R�Q �H�P�L�W�W�H�G �E�\ �W�K�H �H�O�H�F�W�U�R�Q�L�F
�F�L�U�F�X�L�W�V �R�I �G�L�J�L�W�D�O �G�H�Y�L�F�H�V�� �(�O�H�F�W�U�R�P�D�J�Q�H�W�L�F �U�D�G�L�D�W�L�R�Q �F�D�Q �E�H �X�Q�L�Q�W�H�Q�W�L�R�Q�D�O�O�\ �J�H�Q�H�U�D�W�H�G
�E�\ �H�O�H�F�W�U�R�Q�L�F �V�\�V�W�H�P�V �G�X�U�L�Q�J �W�K�H�L�U �L�Q�W�H�U�Q�D�O �R�S�H�U�D�W�L�R�Q�V�� �7�K�H �&�3�8�� �Y�D�U�L�R�X�V �W�\�S�H�V �R�I �S�R�U�W�V��
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�G�D�W�D �H�[�W�U�D�F�W�L�R�Q�� �V�R�I�W�Z�D�U�H �E�H�K�D�Y�L�R�X�U �L�G�H�Q�W�L�I�L�F�D�W�L�R�Q �>�6�D�\�D�N�N�D�U�D �H�W �D�O�� ���������@�� �D�Q�G �G�H�Y�L�F�H
�I�L�Q�J�H�U�S�U�L�Q�W�L�Q�J �>�-�L �H�W �D�O�� ���������@�� �(�0���6�&�$ �L�V �D �Q�R�Q���L�Q�Y�D�V�L�Y�H �W�H�F�K�Q�L�T�X�H �W�K�D�W �G�R�H�V �Q�R�W �U�H�T�X�L�U�H
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�(�0 �W�U�D�F�H�V �D�Q�G �E�X�L�O�G �P�R�G�H�O�V �>�&�D�O�O�D�Q �H�W �D�O�� ���������@��

�*�X�V�W�R�Y �D�Q�G �/�H�Y�L�Q�D �K�L�J�K�O�L�J�K�W�H�G �W�K�H �Y�D�U�L�R�X�V �I�R�U�P�V �R�I �X�Q�D�X�W�K�R�U�L�]�H�G �D�F�F�H�V�V �Z�K�H�Q
�X�V�L�Q�J �D �P�R�E�L�O�H �S�K�R�Q�H �E�D�V�H�G �R�Q �*�O�R�E�D�O �6�\�V�W�H�P �I�R�U �0�R�E�L�O�H �&�R�P�P�X�Q�L�F�D�W�L�R�Q�V ���*�6�0��



�1�D�Y�D�Q�H�V�D�Q �/���� �/�H���.�K�D�F �1�����$���� �2�U�D�Q �<���� �=�R�\�V�D �.���'���� �6�D�\�D�N�N�D�U�D �$���3���� �&�U�R�V�V���G�H�Y�L�F�H ��������������

�W�H�F�K�Q�R�O�R�J�\�� �7�K�H �H�O�H�F�W�U�R�P�D�J�Q�H�W�L�F �I�L�H�O�G �R�I �D �P�R�E�L�O�H �S�K�R�Q�H�¶�V �*�6�0 �P�R�G�X�O�H �F�D�Q �E�H �P�H�D�V�X�U�H�G
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�D�F�W�L�Y�L�W�\ �R�I �W�K�H �D�I�R�U�H�P�H�Q�W�L�R�Q�H�G �O�R�J�L�F�D�O �F�K�D�Q�Q�H�O�V �F�R�P�S�D�U�H�G �W�R �D�Q �L�G�O�H �V�L�W�X�D�W�L�R�Q�� �,�Q �R�U�G�H�U �W�R
�H�Y�D�O�X�D�W�H �W�K�H �V�W�D�W�X�V �R�I �W�K�H �P�R�E�L�O�H �S�K�R�Q�H�� �W�K�H �H�O�H�F�W�U�R�P�D�J�Q�H�W�L�F �I�L�H�O�G �V�W�U�H�Q�J�W�K �Z�D�V �P�H�D�V�X�U�H�G
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�Q�D�O�V �L�Q�W�R �G�L�J�L�W�D�O �G�D�W�D �D�Q�G �V�H�U�Y�H �D�V �D�Q �L�Q�W�H�U�P�H�G�L�D�U�\ �E�H�W�Z�H�H�Q �K�D�U�G�Z�D�U�H �D�Q�G �V�R�I�W�Z�D�U�H
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�K�D�Y�L�R�X�U�V �R�I �W�K�H �V�R�I�W�Z�D�U�H �R�Q �,�R�7 �G�H�Y�L�F�H�V �D�Q�G �V�P�D�U�W�S�K�R�Q�H�V �>�6�D�\�D�N�N�D�U�D �H�W �D�O�� ���������@�� �$
�E�U�R�D�G �I�U�H�T�X�H�Q�F�\ �U�D�Q�J�H�� �I�U�R�P ���0�+�] �W�R ���*�+�]�� �L�V �D�F�F�H�V�V�L�E�O�H �X�V�L�Q�J �W�K�H �+�D�F�N�5�) �2�Q�H �6�'�5
�W�R �F�R�O�O�H�F�W �V�L�J�Q�D�O�V�� �8�V�X�D�O�O�\�� �W�K�L�V �6�'�5 �G�H�Y�L�F�H �F�D�Q �U�H�F�R�U�G �D�Q�G �W�U�D�Q�V�P�L�W �U�D�G�L�R �I�U�H�T�X�H�Q�F�\��
�%�O�X�H�W�R�R�W�K�� �(�0 �V�L�J�Q�D�O�V�� �*�6�0�� �:�L�)�L�� �H�W�F�� �7�K�L�V �L�P�S�O�L�H�V �W�K�D�W �P�R�V�W �G�H�Y�L�F�H�V �D�Q�G �V�P�D�U�W�S�K�R�Q�H�V
�R�Q �W�K�H �,�Q�W�H�U�Q�H�W �R�I �7�K�L�Q�J�V ���,�R�7�� �K�D�Y�H �D �V�\�V�W�H�P �F�O�R�F�N �I�U�H�T�X�H�Q�F�\ �W�K�D�W �I�D�O�O�V �Z�L�W�K�L�Q �W�K�H �D�I�R�U�H��
�P�H�Q�W�L�R�Q�H�G �U�D�Q�J�H�� �7�K�H �+�D�F�N�5�) �2�Q�H �6�'�5 �F�D�Q �U�H�F�R�U�G �V�D�P�S�O�H �U�D�W�H�V�� �L�Q �S�D�U�W�L�F�X�O�D�U�� �X�S �W�R
�����0�+�]�� �$�G�G�L�W�L�R�Q�D�O�O�\�� �*�1�8 �5�D�G�L�R �O�L�E�U�D�U�L�H�V �D�U�H �L�Q�W�H�J�U�D�W�H�G �Z�L�W�K �W�K�H �+�D�F�N�5�) �2�Q�H �6�'�5
�V�R�I�W�Z�D�U�H �W�R�R�O�V �W�K�D�W �R�I�I�H�U �J�U�D�S�K�L�F�D�O �X�V�H�U �L�Q�W�H�U�I�D�F�H�V �N�Q�R�Z�Q �D�V �*�1�8 �5�D�G�L�R �F�R�P�S�D�Q�L�R�Q��
�Z�K�L�F�K �P�D�N�H�V �L�W �H�D�V�L�H�U �W�R �Y�L�V�X�D�O�L�]�H �(�0 �U�D�G�L�D�W�L�R�Q �S�D�W�W�H�U�Q�V �J�U�D�S�K�L�F�D�O�O�\ �>�0�D�U�W�R�\�R �H�W �D�O��
���������@�� �7�K�H �S�U�R�S�H�U �V�\�V�W�H�P �F�O�R�F�N �I�U�H�T�X�H�Q�F�\ �R�I �W�K�H �W�D�U�J�H�W �G�H�Y�L�F�H �K�D�V �E�H�H�Q �W�X�Q�H�G �R�Q �W�K�H �K�R�V�W
�F�R�P�S�X�W�H�U �Z�L�W�K �W�K�H �D�L�G �R�I �W�K�H �*�1�8 �5�D�G�L�R �F�R�P�S�D�Q�L�R�Q�� �7�K�H �+���O�R�R�S �Q�H�D�U���I�L�H�O�G �D�Q�W�H�Q�Q�D��
�Z�K�L�F�K �L�V �D�W�W�D�F�K�H�G �W�R �W�K�H �D�Q�W�H�Q�Q�D �S�R�U�W �R�I �W�K�H �+�D�F�N�5�) �2�Q�H �6�'�5�� �K�D�V �E�H�H�Q �D�E�O�H �W�R �U�H�D�G
�W�K�H �H�O�H�F�W�U�R�P�D�J�Q�H�W�L�F �U�D�G�L�D�W�L�R�Q �R�I �W�K�H �Y�D�U�L�R�X�V �V�R�I�W�Z�D�U�H �E�H�K�D�Y�L�R�X�U�V�� �7�K�H �+���O�R�R�S �Q�H�D�U���I�L�H�O�G
�D�Q�W�H�Q�Q�D �P�R�Y�H�V �R�Y�H�U �W�K�H �W�D�U�J�H�W �G�H�Y�L�F�H �D�Q�G �J�H�W�V �F�O�R�V�H�U �W�R �W�K�H �6�R�& �S�U�R�F�H�V�V�R�U�� �D�V �W�K�H �6�R�& �L�V
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�O�R�R�S �D�Q�W�H�Q�Q�D�� �W�K�H�\ �D�U�H �S�U�R�P�S�W�O�\ �F�R�Q�Y�H�U�W�H�G �L�Q�W�R �D �G�L�J�L�W�D�O �V�L�J�Q�D�O �X�V�L�Q�J �D�Q �D�Q�D�O�R�J���W�R���G�L�J�L�W�D�O
�F�R�Q�Y�H�U�W�H�U ���$�'�&�� �L�Q �D �V�R�I�W�Z�D�U�H���G�H�I�L�Q�H�G �U�D�G�L�R ���6�'�5���� �$ �V�S�H�F�L�I�L�H�G �Q�X�P�E�H�U �R�I �V�D�P�S�O�H�V �I�R�U
�H�D�F�K �V�L�J�Q�D�O �F�R�X�O�G �E�H �W�U�L�J�J�H�U�H�G �G�H�S�H�Q�G�L�Q�J �R�Q �Z�K�H�Q �S�U�R�J�U�D�P�P�H �E�H�K�D�Y�L�R�X�U �L�V �F�D�S�W�X�U�H�G��
�7�K�H �3�\�W�K�R�Q �O�D�Q�J�X�D�J�H �L�V �X�V�H�G �W�R �D�G�M�X�V�W �S�D�U�D�P�H�W�H�U�V �L�Q �W�K�H �*�1�8 �5�D�G�L�R �&�R�P�S�D�Q�L�R�Q �L�Q
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�L�Q�V�L�J�K�W�V �X�V�L�Q�J �W�K�H �+�D�F�N�5�) �2�Q�H �6�'�5 �I�U�R�P �D �V�S�H�F�L�D�O�L�]�H�G �V�P�D�U�W �G�H�Y�L�F�H �L�V �G�H�S�L�F�W�H�G �L�Q
�)�L�J�X�U�H ����

���������� �3�U�R�F�H�V�V �(�0 �7�U�D�F�H�V

�'�H�Y�L�F�H���V�S�H�F�L�I�L�F �(�0 �W�U�D�F�H �G�D�W�D �Q�H�H�G�V �W�R �E�H �W�U�D�Q�V�I�R�U�P�H�G �L�Q�W�R �D�Q �D�F�F�H�V�V�L�E�O�H �I�R�U�P�D�W �L�Q
�R�U�G�H�U �W�R �H�I�I�L�F�L�H�Q�W�O�\ �F�R�Q�V�W�U�X�F�W �D�Q �(�0���6�&�$ �P�R�G�H�O�� �7�K�H �F�D�S�W�X�U�H�G �(�0 �U�D�G�L�D�W�L�R�Q �D�S�S�H�D�U�V �D�V
�F�R�Q�W�L�Q�X�R�X�V �W�L�P�H���G�R�P�D�L�Q �V�L�J�Q�D�O�V �P�L�[�H�G �Z�L�W�K �H�[�W�H�U�Q�D�O �Q�R�L�V�H�� �Z�K�L�F�K �L�V �P�R�U�H �H�Y�L�G�H�Q�W �L�Q �W�K�H
�I�U�H�T�X�H�Q�F�\ �G�R�P�D�L�Q�� �7�K�H �D�F�F�X�U�D�F�\ �R�I �G�H�W�H�F�W�L�Q�J �L�Q�I�R�U�P�D�W�L�R�Q �O�H�D�N�D�J�H �E�\ �V�R�I�W�Z�D�U�H �E�H�K�D�Y�L�R�X�U
�D�Q�D�O�\�V�L�V �L�Q �W�K�H �W�L�P�H �G�R�P�D�L�Q �L�V �O�L�P�L�W�H�G�� �7�K�H�U�H�I�R�U�H�� �F�R�Q�Y�H�U�W�L�Q�J �W�K�H �V�L�J�Q�D�O �W�R �W�K�H �I�U�H�T�X�H�Q�F�\
�G�R�P�D�L�Q �L�V �F�U�X�F�L�D�O �I�R�U �H�I�I�H�F�W�L�Y�H �G�D�W�D �D�Q�D�O�\�V�L�V�� �6�K�R�U�W �7�L�P�H �)�R�X�U�L�H�U �7�U�D�Q�V�I�H�U ���6�7�)�7�� �D�L�G�V �L�Q
�J�H�Q�H�U�D�W�L�Q�J �I�H�D�W�X�U�H �Y�H�F�W�R�U�V �I�U�R�P �W�L�P�H���G�R�P�D�L�Q �W�R �I�U�H�T�X�H�Q�F�\���G�R�P�D�L�Q �V�L�J�Q�D�O�V�� �I�D�F�L�O�L�W�D�W�L�Q�J
�D�F�F�X�U�D�W�H �D�Q�D�O�\�V�L�V��

�(�D�F�K �(�0 �W�U�D�F�H �I�L�O�H�� �U�H�S�U�H�V�H�Q�W�L�Q�J �D �W�L�P�H���G�R�P�D�L�Q �V�L�J�Q�D�O�� �Z�D�V �S�U�R�F�H�V�V�H�G �X�V�L�Q�J �6�7�)�7 �W�R
�F�U�H�D�W�H �I�U�H�T�X�H�Q�F�\���G�R�P�D�L�Q �Z�L�Q�G�R�Z�V�� �(�D�F�K �Z�L�Q�G�R�Z �V�H�U�Y�H�V �D�V �D �W�U�D�L�Q�L�Q�J �L�Q�V�W�D�Q�F�H�� �Z�L�W�K �W�K�H
�F�R�U�U�H�V�S�R�Q�G�L�Q�J �,�R�7 �G�H�Y�L�F�H���V�P�D�U�W�S�K�R�Q�H �V�R�I�W�Z�D�U�H �D�F�W�L�Y�L�W�\ �D�V �D �O�D�E�H�O�� �/�D�E�H�O�V �F�R�Q�V�L�V�W �R�I ��������
�I�H�D�W�X�U�H�V ���Z�L�Q�G�R�Z �V�L�]�H�� �D�Q�G ������������ �W�U�D�L�Q�L�Q�J �V�D�P�S�O�H�V�� �)�R�U �H�[�D�P�S�O�H�� �W�K�H �³�&�D�O�H�Q�G�D�U �$�S�S�´



�1�D�Y�D�Q�H�V�D�Q �/���� �/�H���.�K�D�F �1�����$���� �2�U�D�Q �<���� �=�R�\�V�D �.���'���� �6�D�\�D�N�N�D�U�D �$���3���� �&�U�R�V�V���G�H�Y�L�F�H ��������������

�)�L�J�X�U�H �����7�K�H �K�D�U�G�Z�D�U�H �V�H�W�X�S �I�R�U �D�F�T�X�L�U�L�Q�J �(�0 �W�U�D�F�H �I�L�O�H�V �I�U�R�P �D �V�P�D�U�W�S�K�R�Q�H �X�W�L�O�L�V�L�Q�J �D
�+�D�F�N�5�) �2�Q�H �6�'�5 �G�H�Y�L�F�H �W�K�D�W �L�V �D�W�W�D�F�K�H�G �Z�L�W�K �D�Q �K���O�R�R�S �Q�H�D�U���I�L�H�O�G �D�Q�W�H�Q�Q�D��

�O�D�E�H�O �F�R�Q�W�D�L�Q�V �������� �I�U�H�T�X�H�Q�F�\ �I�H�D�W�X�U�H�V �D�Q�G ������������ �W�L�P�H �V�D�P�S�O�H�V�� �6�L�P�L�O�D�U �G�D�W�D�V�H�W�V �D�U�H
�J�H�Q�H�U�D�W�H�G �I�R�U �Y�D�U�L�R�X�V �V�R�I�W�Z�D�U�H �D�F�W�L�Y�L�W�L�H�V�� �U�H�V�X�O�W�L�Q�J �L�Q �D �G�D�W�D�V�H�W �V�L�]�H �R�I �������������� �V�D�P�S�O�H�V
�E�\ �������� �I�H�D�W�X�U�H�V �I�R�U �W�H�Q �V�R�I�W�Z�D�U�H �D�F�W�L�Y�L�W�L�H�V�� �U�H�S�U�H�V�H�Q�W�L�Q�J �W�K�H �W�L�P�H���I�U�H�T�X�H�Q�F�\ �G�L�P�H�Q�V�L�R�Q��
�)�L�J�X�U�H �� �V�K�R�Z�V �W�K�H �3�6�' �S�O�R�W �R�I �W�K�H �H�P�D�L�O �D�F�W�L�Y�L�W�\ �R�Y�H�U �W�K�H �I�R�X�U �G�L�I�I�H�U�H�Q�W �V�P�D�U�W�S�K�R�Q�H�V
�D�Q�G �L�W �K�D�V �S�U�R�Y�H�Q �W�K�H �G�L�I�I�H�U�H�Q�F�H �R�I �(�0 �U�D�G�L�D�W�L�R�Q �R�I �W�K�H �V�D�P�H �D�F�W�L�Y�L�W�\ �R�Y�H�U �G�L�I�I�H�U�H�Q�W �W�\�S�H�V
�R�I �V�P�D�U�W�S�K�R�Q�H�V�� �)�L�J�X�U�H �� �V�K�R�Z�V �W�K�H �G�L�I�I�H�U�H�Q�W �I�R�U�P�V �R�I �3�6�' �S�O�R�W�V �Z�K�L�O�H �W�K�H �I�R�X�U �G�L�I�I�H�U�H�Q�W
�,�R�7 �G�H�Y�L�F�H�V �D�U�H �L�G�O�H��

���������� �(�0���6�&�$ �W�U�D�F�H �G�D�W�D�V�H�W

�7�K�H �+�'�)�����E�D�V�H�G �(�0���6�&�$ �G�D�W�D�V�H�W �F�R�Q�W�D�L�Q�V �D �W�R�W�D�O �R�I ���� �(�0 �W�U�D�F�H �I�L�O�H�V �I�U�R�P �V�P�D�U�W�S�K�R�Q�H�V
�D�Q�G ���� �(�0 �W�U�D�F�H �I�L�O�H�V �I�U�R�P �,�R�7 �G�H�Y�L�F�H�V�� �(�D�F�K �W�U�D�F�H �I�L�O�H �K�D�V �E�H�H�Q �U�H�F�R�U�G�H�G �I�R�U �D �G�X�U�D�W�L�R�Q �R�I
�D �I�H�Z �V�H�F�R�Q�G�V ���O�H�V�V �W�K�D�Q �D �P�L�Q�X�W�H���� �Z�K�L�F�K �P�H�D�Q�V �W�K�H �Y�D�U�L�D�Q�F�H �R�I �W�K�H �D�P�S�O�L�W�X�G�H �R�I �W�K�H �(�0
�V�L�J�Q�D�O �K�D�V �E�H�H�Q �F�D�S�W�X�U�H�G �R�Y�H�U �W�L�P�H �D�Q�G �W�K�H �F�D�S�W�X�U�L�Q�J �V�D�P�S�O�H �U�D�W�H �K�D�V �E�H�H�Q �V�H�W �W�R �����0�+�]
�X�V�L�Q�J �D �V�R�I�W�Z�D�U�H���G�H�I�L�Q�H�G �U�D�G�L�R ���6�'�5�� �G�H�Y�L�F�H�� �F�D�O�O�H�G �+�D�F�N�5�) �2�Q�H�� �7�K�H �(�0���6�&�$ �G�D�W�D�V�H�W
�Z�D�V �R�U�L�J�L�Q�D�O�O�\ �D�S�S�U�R�[�L�P�D�W�H�O�\ ���� �*�% �L�Q �V�L�]�H �E�X�W �Z�D�V �F�R�P�S�U�H�V�V�H�G �W�R �D�E�R�X�W ���� �*�% �L�Q �R�U�G�H�U
�I�R�U �U�H�V�H�D�U�F�K�H�U�V �W�R �V�K�D�U�H�� �V�W�R�U�H�� �D�Q�G �S�U�R�F�H�V�V �L�W �R�Q �I�D�L�U�O�\ �D�F�F�H�V�V�L�E�O�H �P�D�F�K�L�Q�H�V �>�6�D�\�D�N�N�D�U�D
�D�Q�G �/�H���.�K�D�F ���������E�@��

���������� �'�H�Y�H�O�R�S�L�Q�J �(�0���6�&�$ �0�R�G�H�O �S�H�U �'�H�Y�L�F�H

�7�K�H �V�W�X�G�\ �H�P�S�O�R�\�V �0�/�3 �P�R�G�H�O�V �R�Q �H�L�J�K�W �G�H�Y�L�F�H�V�� �S�U�H���S�U�R�F�H�V�V�L�Q�J �(�0 �W�U�D�F�H �I�L�O�H�V �W�R �H�[�W�U�D�F�W
�I�H�D�W�X�U�H�V�� �2�Q �W�K�L�V �U�H�J�D�U�G�� �6�7�)�7 �R�S�H�U�D�W�L�R�Q �Z�L�W�K �D �Z�L�Q�G�R�Z �V�L�]�H �R�I �������� �V�D�P�S�O�H�V �D�Q�G �D ������
�R�Y�H�U�O�D�S�S�L�Q�J �U�D�W�L�R �L�V �X�V�H�G�� �7�K�L�V �F�U�H�D�W�H�V �D �W�Z�R���G�L�P�H�Q�V�L�R�Q�D�O �G�D�W�D�V�H�W �Z�L�W�K �I�U�H�T�X�H�Q�F�\ �D�Q�G �W�L�P�H
�G�L�P�H�Q�V�L�R�Q�V�� �J�H�Q�H�U�D�W�L�Q�J �������� �I�H�D�W�X�U�H�V �I�R�U �H�D�F�K �R�I �W�K�H ���������������W�L�P�H �V�D�P�S�O�H�V�� �U�H�S�U�H�V�H�Q�W�L�Q�J


	Introduction
	Background
	Digital Forensics
	Traditional Digital Forensics Investigation Approach

	Current Status of Smart Devices
	Security and Forensics of Smart Devices
	Side-Channel Attacks
	Electromagnetic Side-Channel Attacks/Analysis

	EM-SCA for Digital Forensics

	Cross-device Portability
	The Need of Cross-device Portability in Digital Forensics
	Proposed Method
	Experiments on the Cross-device Portability
	Selection of Smart Devices
	Selection of Software Activities
	Acqusition of EM Side-Channels
	Process EM Traces
	EM-SCA trace dataset
	Developing EM-SCA Model per Device
	Results and Comparison
	Validating Cross-device Portability of EM-SCA

	Existing Work of Cross-device Portability

	Discussion & Future Directions
	Prevailing Smart Device Forensic Challenges
	Analysing Damaged Smartphones
	Malware Attacks on CCTV Cameras

	Future Directions

	Conclusion

