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Abstract: The possession of smart devices has ingrained itself into daily life. Therefore, smart
devices, such as IoT and smartphones, are crucial sources of evidence in instances where criminal
activity occurs. Due to the challenges in traditional digital forensic techniques involving smart
devices, it has been recently proposed in the literature to leverage electromagnetic side-channel
analysis (EM-SCA) for the purpose. This paper identifies and discusses an important barrier that
exists in the application of EM-SCA for digital forensics that hinders its successful use, namely,
the issue of cross-device portability of machine learning (ML) models that are used for EM-SCA.
Firstly, the paper empirically evaluates the possibility of using trained ML models to extract
forensic insights from EM radiation data of IoT devices. During this empirical study, the inability
to reuse a trained ML model across different devices is identified. Secondly, the paper surveys the
literature in search of related work that has studied the use of EM-SCA to gather information from
smart devices. The purpose of the survey is to identify whether any existing work has been able to
introduce potential approaches to enable cross-device portability of ML models in EM-SCA. The
findings of this survey point to the fact that the identified problem still exists and requires further
studies opening the door to future research.
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1 Introduction

Digital forensics is a branch of investigation science incorporated with detection, extrac-
tion, and analysis of evidence from digital media to help progress investigations [Soltani
and Seyed 2017]. In other words, digital forensics is the analysis of digital evidence
acquired from electronic devices, such as personal computers, laptops, hand-held devices,
and IoT devices, that are seized from crime scenes to be investigated by law enforcement.
Digital evidence is mostly intangible and stored in digital formats including document
files, audio files, video files, and many more, which are extracted from digital devices [Du
et al. 2017]. Typical principles of digital forensic investigation rely on reconnaissance,
reliability, and relevance. Various law enforcement agencies participate in this inves-
tigative process. Whenever a digital device is confiscated by these authorities and is
deemed potentially pertinent to the investigation as digital evidence, it is subsequently
transferred to a digital forensic laboratory for the purpose of conducting digital forensic
analysis [Ieong 2006].

The existing digital forensic methods are mainly developed for traditional computing
devices, such as desktop and laptop computers, and focus on collecting and analysing
digital evidence from volatile and non-volatile memory [Khan et al. 2007]. The traditional
digital forensic technique comprises seizing the devices, acquiring forensic images, and
generating reports based on the acquired image to be produced before the court [Du
et al. 2017, Mushtaque et al. 2015]. Digital forensic experts usually follow three main
steps: acquisition, analysis, and presentation by using commercially available tools,
such as EnCase, PyFlag, and SMART, and also by using freely available tools, such as
SleuthKit [Soltani and Seyed 2017, Rughani 2017, Sayakkara et al. 2018]. Meanwhile,
mobile devices are handled by specialised tools due to the product-specific hardware
and software they contain.

The emerging trend and the necessity of smart devices are playing an important role
in human life in efficiently performing day-to-day work. The usage of smart devices by
all categories of people has increased dramatically in recent years in different ways, such
as smartwatches, surveillance cameras, smart homes, wearable devices, connected cars,
smart cities, and many more [Myridakis et al. 2020, Gomathi et al. 2018]. Especially
during the COVID-19 pandemic situation, the demand for these electronic devices
has increased rapidly as an alternative to carrying out essential work. Also, security
and privacy features have been tightly maintained among various vendors due to the
challenges in the market for commercial competence [Bojor 2017].

Meantime, smart devices are used as a weapon for criminal activities by malicious
individuals and organizations. Current technology advancement facilitates criminals
to commit new ways of criminal activities; not only cyberattacks, smuggling of drugs,
explosives and weapons, human trafficking, child exploitation, terrorist financing, and
money laundering, but also many varieties of serious activities that cause threats to human
lives [Conrod 2019]. Although the advancement of technology has simplified day-to-day
tasks, the pattern of human behaviour can be easily detected by having activity records
in smart devices. Smart home systems enhance human life by using sensors, including
cameras, microphones, motion detectors, and activity loggers. They play multiple roles
at home as a guard, servant, entertainer, cook, and many more [Abrishamchi et al. 2017].
Smart home systems contain the pattern of the owners’ routine work, while wearable de-
vices can be able to measure the health and physical behaviour of individuals [Sayakkara
et al. 2019a]. Similarly, smart cars have evidence for driver behavior and the ability to
cause accidents by taking control of the vehicular network [Kalutarage et al. 2019].

Smart devices can be used as an evidence source in forensic investigations through
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PXOWLSOHDSSURDFKHV VXFKDV E\XVLQJFRPSXWHU IRUHQVLF
IRUHQVLFV HWF >6D\DNNDUD HW DO D@ 8QOLNHGHVNWRS I
SKRQHVDQG ,R7HTXLSPHQW DUH VPDOOLQ VL]HDQG KDUG WR KDQ
WR WKH QDWXUH RI WKHLU ILUPZDUH VHWXS DQG WKH XVH RI FU\S
GR QRW VWRUH GDWD RQ ERDUG GXH WR WKH OLPLWHG DYDLODE
UHFRUGV RI ,R7 GHYLFHV DUH RIWHQ NHSW XS LQ WKH DVVRFLDW
ORUHRYHU GDWD UHWULHYDO IURP QRQ YRODWLOH VWRUDJH LV K
RIVPDUW GHYLFHYV

'XULQJWKHLQYHVWLIJDWLRQ SURFHVV PRVW RIWKH ,R7 GHYLFF
RQ VWDWHDW WKHVFHQHRIDQ LQFLGHQW RU FULPH 7KLV LV EHFD.
PRYLQJLW WR WKHIRUHQVLF ODERUDWRU\FDQ GHVWUR\ OLYH I
1RZDGD\V PXFK PHPRU\ EDVHG PDOZDUH WDUJHWLQJ L26 GHYLF
DWDFULPHVFHQH )RULQVWDQFH L26 GHYLFHVDUHUHFRPPHQC
IUHTXHQWO\WR DYRLG PDOZDUH DWWDFNV RQ PHPRU\ >8PDZLQJ
WKH FDSWXUHG GHYLFH KDV EHHQ WXUQHG RIl WKHLQYHVWLJDW
RQ WKH GHYLFH 7KHUHIRUH WKHOLYHLQYHVWLJDWLRQ PRGHLVP
GHYLFHV &XUUHQWO\ GLJLWDO IRUHQVLF H[SHUWV WHQG WR W
LQYDVLYHWHFKQLTXHV GXULQJWKHH[DPLQDWLRQRIVXFK GHYLI

,QUHFHQW\HDUV PDQ\UHVHDUFKHUVDQGGLJLWDOIRUHQVLFH]
GLIIHUHQW GLJLWDO IRUHQVLFLQYHVWLJDWLRQ IUDPHZRUNV DQ
SURWHFWHG VPDUW GHYLFHV >6D\DNNDUD 6KDODJLQRY HW D
EHFDXVH WKH KLJK YROXPHDQG YHORFLW\RIGDWD DQG WKH DFW
GLIJLWDO IRUHQVLFLQYHVWLIJDWLRQ FKDOOHQJLQJ >6M|VWUDQG

@ $GGLWLRQDOO\ WKH MXULVGLFWLRQDOLVVXHV DQG OHJD
DUH QRW FRQVLVWHQW ZLWK WKH DVSHFWV DQG VWUXFWXUH RI

oDUDV @ 7KHUHYLVLRQ RI OHJDO SURFHGXUHV LV H[SHF
DJDLQVW VPDUW GHYLFHV DQG WR VHFXUH WKH XVHUV RI ,R7 SHULS
WKDW GXHWR WKH FRPSOH[ QDWXUH RI QHZO\DUULYLQJGHYLF
UDSLG FKDQJHV LQ WKH RSHUDWLQJ VI\VWHP PDVVLYH YDULDQF
DFFHVV DQG VWRUDJH SODWIRUPV DQG WKH SUHYDOHQFH RI VHFX|
WKH OHJDO FKDOOHQJHV IRUIRUHQVLFLQYHVWLIJDWRUV LQ DFTXL
GHYLFHV >*DUILQNHO @

(OHFWURPDJQHWLF VLGH FKDQQHO DQDO\VLV (0 6&$%$ KROGV V.
YDQFLQJLQYHVWLIJDWLRQV WKDW DUH KDPSHUHG E\ GDWD HQFU
UHO\RQ WKH (OHFWURPDJQHWLF (0 UDGLDWLRQ HPLWWHG E\ W
WDO GHYLFHV (0 ZDYHV FDQEH XQLQWHQWLRQDOO\JHQHUDWHC
LQWHUQDO RSHUDWLRQV RI GLJLWDO GHYLFHV (0 6&$ LV D SDU\
GRPDLQ WKDW HDYHVGURSV RQ WKH LQIRUPDWLRQ IURP OHDND J|
SURFHVVLQJXQLW (0 6&$LV XVHG IRU YDULRXV SXUSRVHV VXFK I
NH\V GHWHFWLQJPDOZDUH GHWHFWLQJPDOLFLRXV PRGLILFDWL
VRIWZDUH EHKDYLRU LGHQWLILFDWLRQ DQGPDQ\PRUH (0 6&$LV
UHTXLUH DQ\SK\VLFDO PRGLILFDWLRQ RIWKHFRPSXWLQJGHYLF
HW DO 'DVDQG 6HQ @ 7KHUHIRUH UHFHQWO\ (0 6&$ PHW|
SRVHG WR RYHUFRPHHWKLFDO DQG OHJDO LVVXHV LQ VPDUW GHY
DEFWLYLWLHV ZLWKLQ WKH GHYLFH >6D\DNNDUD @ 7KH (0 6&$ PH
IRUIRUHQVLFLQYHVWLIJDWRUVWRPRYHLQWKHFRUUHFW GLUHFW
WKH FULPHVFHQHWRZDUGV D VROXWLRQLQ WKHLQYHVWLJDWLRQ

D 6D\DNNDUD DQG /H .KDF E@

ODFKLQH /HDUQLQJ 0/ LV FUXFLDO LQ (0 6&$ DV LW HQDEOHYV
SDWWHUQV LQ (0 HPLVVLRQV IURP VHFXUH HOHFWURQLF GHYLFHV
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DVDQDO\]LQJ (O UDGLDWLRQ GXULQJFU\SWRJUDSKLF RSHUDWLRQ
QHWZRUNY RU VXSSRUW YHFWRU PDFKLQHYVY DUH WUDLQHG RQ C
FU\SWRJUDSKLF DOJRULWKPV RUNH\OHQJWKYV >0XNKWDU HW DC
PLIKWIRFXVRQDQDO\ILQJHPLVVLRQVGXULQJ56$HQFU\SWLRQ R
HW DO @ 0/PRGHOV WUDLQHG RQGLYHUVHO56%$ NH\OHQJWKYV
UDGLDWLRQ SDWWHUQVDVVRFLDWHG ZLWK HDFK NH\OHQJWK 71
OHQIJWKVLQUHDO WLPH DLGLQJLQ VHFXULW\HYDOXDWLRQV E\G
UHODWHG WR NH\OHQJWK GLVFORVXUH WKURXJK (0 6&% >+H HW D

9DULRXVRWKHUPHWKRGYVDUHHPSOR\VHGLQ (0 6&$ WRLGHQWLI\
6WDWLVWLFDO WHFKQLTXHY VXFKDV FRUUHODWLRQDQDO\VLV I
HYWLPDWLRQ DUHYDOXDEOH SDUWLFXODUO\ZKHQ VSHFLILF SDV
HW DO @ )UHTXHQF\GRPDLQDQDO\WLYVY DFKLHYHG WKURXJK PH
7TUDQVIRUP ))7 UHYHDOV XQGHUO\LQJ SURFHVVHY E\DQDO\]LQ
DLGLQJLQLGHQWLI\LQJ FU\SWRJUDSKLFRSHUDWLRQV >+HHWDO
LQYROYHV FRPSDULQJREVHUYHG VLGH FKDQQHO VLIJQDOV ZLWK S
VSHFLILFRSHUDWLRQV RINQRZQ DWWDFNV >+HWWZHU HW DO @
UHFRJQLWLRQ ZKLOHVWDWLVWLFDO PHWKRGV IUHTXHQF\GRPL
DSSURDFKHV RIITHU YLDEOHDOWHUQDWLYHY GHSHQGLQJRQ FRPE
GHVLUHG DFFXUDF\OHYHOV LQ (0 6&$DQDO\VLV

7KHDELOLW\WR XVHDQ (0 6&%$ PDFKLQH OHDUQLQJPRGHO WUD
WA\SHRIGHYLFHRQDQRWKHBWRSM RBIHGH ¥ RFSRLUG\VEEDEDLCOH GV \
7TREHVSHFLILF LWLV QHFHVVDU\WRHQVXUH WKDW (0 6&%$ PHWKRC
LQRUGHUWRPDNH WKHP HITHFWLYHO\ XVDEOHLQ GLJLWDO IRUHC

7KLV UHVHDUFKDLPVY WR H[SORUH WKH SRVVLELOLW\RIJHQHUL
DFTXLULQJGLIJLWDO IRUHQVLFLQVLIJKWV IURP ,R7DQG VPDUW GH
KDYHGHPRQVWUDWHG WKHLU HITHFWLYHQHVV LQ DQDO\]JLQJ GLJL
LQFULPLQDO FDVHVLQYROYLQJ ,R7GHYLFHVDQG VPDUWSKRQHV
WLYH XVHFDQ SURYLGHD PXOWLWXGH RIEHQHILWY VXFKDV EHLQ.
RQVPDUWGHYLFHV ZLWKRXW PDNLQJDQ\DOWHUDWLRQV WR WK
KDYHXQGHUJRQHDSSOLFDWLRQRQ GLYHUVHVHW RIGHYLFHV VXI
$UGXLQR DQG5DVSEHUU\N3L &RQVHTXHQWO\ WKHUH LV D FULWLF|
VXFK (0 6&3 PRGHOV WR HQFRPSDVV D EURDGHU UDQJH RI SURFH
PDLQV $FKLHYLQJFURVY GHYLFHSRUWDELOLW\DFURVV YDULRXV
GLITHUHQW W\SHV RI SURFHVVRUV KROGV WKH SRWHQWLDO WR VL,
RI'(0 6&83LQWKHILHOGRIGLJLWDO IRUHQVLFV

,QWKLVZRUN WKHSUREOHPRIFURVYVY GHYLFHSRUWDELOLW\LV\
DQGOLWHUDWXUH SHUVSHFWLYHV ,QLWLDOO\ DSUHOLPLQDU\
WR GHPRQVWUDWH WKH SUHVHQFH RIWKH SUREOHP LQ FXUUHQV
GHWDLOHGUHYLHZRIWKHOLWHUDWXUHLY SHUIRUPHG ZLWK WKH
VWXG\DUHDVDQG WKHLU IXWXUH SRWHQWLDO 8QOLNHWUDGLWL
GHYLFHSRUWDELOLW\RIWKH (0 6&$ PHWKRGV LV WKH SURPSW ZI
E\IRUHQVLFLQVLIKWV WR GLUHFWWKHLQYHVWLIJDWRU WRZDUG"
IROORZLQJFRQWULEXWLRQYV

+ (PSLULFDOO\GHPRQVWUDWHY WKH H[LVWHQFH RI WKHFURVV G
GHOVWUDLQHG WRLGHQWLI\LQWHUQDO VRIWZDUH EHKDYLF

PR
+$ FRPSUHKHQVLYH OLWHUDWXUH UHYLHZ RI WKH FXUUHQW VW
VHFXULW\A\ IHDWXUHV WKDW FKDOOHQJH WKHFURVYVY GHYLFH SR
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+ , GHQWLI\WKHIDFWRUVDQG SRWHQWLDO DSSURDFKHV WKDW F
XLOG UREXVW FURVYVY GHYLFH SRUWDEOH (0 6&%$IRUVPDUW GH

,Q WKH IXWXUH (0 6&% PHWKRGVY KROG SURPLVHIRULGHQWLI\
WKHZLGHVSUHDG XVHRI ,R7GHYLFHVDQG VPDUWSKRQHYVY 7KLV U
IRULQYHVWLIJDWRUV ZLWK IOH[LELOLW\DFURVYVY YDULRXV GHYLF
VLGH FKDQQHO DQDO\WLV WKURXJKO0O/HOHPHQWY ,QUHDO ZRUOG
RITHUV VXEVWDQWLDO VXSSRUW SRWHQWLDOO\HQDEOLQJWKH VX
WR WKHFRXUW RU SURYLGLQJLQYHVWLIJDWRUYV ZLWK YDOXDEOH

7KHUHVWRIWKLY SDSHULV RUJDQL]JHGDVIROORZV 6HFWLRQ
RI'WKHNH\FRQFHSWV RIGLIJLWDO IRUHQVLFVDQG LWY FRQYHQWLT
SDUWV WKHFXUUHQW VWDWH RIVPDUW GHYLFHV DQG VHFXULW\ P
SUHVHQWVDQRYHUYLHZRIVLGH FKDQQHO DWWDFNV ZLWK DQ HPS
VLGH FKDQQHO DQDO\VLV LV SHUIRUPHG LQ GHSWK DQG D UHYL
LQ WKH FRQWH[W RI D GLJLWDO IRUHQVLFV LQYHVWLJDWLRQ 61
FURVV GHYLFH SRUWDELOLW\RI (0 6&4%$ DSSURDFKHV IRU GLJLWD
WKHFRQWHPSRUDU\ SHULRG E\DQDO\WLQJWKHFXUUHQW DQG U
H[SHULPHQWDO GHPRQVWUDWLRQ ZDVDOVR FRQGXFWHG WR YHUL
FURVV GHYLFH SRUWDELOLW\RIWKH (0 6&3 PRGHOLQUHDO GHYL
FURVV GHYLFH SRUWDELOLW\RI (0 6&3$ PRGHOV WR DVVHVYV SRWHC
VHFEXULW\DQG IRUHQVLF FKDOOHQJHVY WKH\ SURYLGH 6HFWLRQ
RI'WKH GRPDLQ )LQDOO\ IROORZHG E\6HFWLRQ FRQFOXGHV WK|

%DFNJURXQG

'LILWDO )RUHQVLFV

'LJLWDO IRUHQVLFV LV WKHVFLHQWLILFVWXG\RIHYLGHQFHREWDL
VWDQG DQG UHFUHDWH WKH VHTXHQFHRIHYHQWY UHODWHG WR W
DQG H[WUDFWLQJUHOHYDQW LQIRUPDWLRQ IURP GLJLWDO GHYLFI
GDWD WR VXSSRUWDFDVH DQG SUHVHQWLQJIDFWXDOILQGLQJV >¢
YDQ @ &\EHUVHFXULW\ ZKLFKIRFXVHV RQ VDIHJXDUGLQJ SHL
RQ GLJLWDO IRUHQVLFVWRLQYHVWLIJDWHLQFLGHQWY >9RQ DQG
DVFRPSXWHU KDUG GLVNV QHWZRUN ORJV PRELOH SKRQHVWRUD
IRUHQVLFLQYHVWLJDWLRQV >.KDQ HW DO @ )XUWKHU ,R7 DQC
UROHLQ GLJLWDO IRUHQVLFV DV WKH\XQLQWHQWLRQDOO\UHFRUG
HYLGHQFH $QDO\]LQJGLJLWDO PHGLDYV IRUHQVLF LQVLJKWV LVY
SURFHHGLQJY DQGWUDGLWLRQDOLQYHVWLIJDWLRQ PHWKRGV LQY
WRROV >5DILTXHDQG .KDQ @ +RZHYHU DFFHVVLQJDQG XQFRY
GHYLFHV FDQ EH FKDOOHQJLQJGXHWRWKHLUKLJK VHFXULW\ PH
SURWRFROV >&KRL HW DO ‘D ;X HW DO @

7UDGLWLRQDO 'LJLWDO )RUHQVLFV ,QYHVWLIJDWLRQ $SSURD|

7UDGLWLRQDO GLJLWDO IRUHQVLF WHFKQLTXHV XVXDOO\IRFXV R
DWDFULPHVFHQH 7KHQH[WVWHSLVWRH[WUDFW WKHVXSSRUW
GHYLFHY 7KHPDWHULDOVDQGHYLGHQFHVRXUFHV DUH WKHQ KI
ODERUDWRU\WR SHUIRUP WKHLQYHVWLIJDWLRQ ZLWK GHGLFDWHG
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JLIXUARKH VWHS E\ VWHS SURFHVV PRGHO RIWUDGLWLRQDO GLJL

LOQYROYLQJWKHFULPHVFHQH )LQDOO\ WKHUHOHYDQW HYLGHQ
UHSRUW WR SURGXFH EHIRUH D FRXUW

7TUDGLWLRQDO LQYHVWLIJDWLRQ DSSURDFKHVY FRPSULVH RI G
HW DO @ EXWWKH\SULPDULO\HQFRPSDVV WKHFUXFLDO FRP
SURFHGXUHDVLQGLFDWHGLQ)LJXUH /DZHQIRUFHPHQW DXWKRU
FULPH DQDO\|HWKHVLWXDWLRQ RIWKHFULPHVFHQH DQG FDSW
XVHG DV D WRRO DWDUJHW RUDZLWQHVYV >/LHW DO @ ,QYHV!
PDNHDFRS\RIWKHGDWD VWRUDJH RIWKHFDSWXUHG GHYLFH DQ
DQGWDPSHULQJ EHIRUHVXEPLWWLQJLWWRWKHFRXUW ZLWKRXW
DUH KDQGHG RYHU WR GLJLWDO IRUHQVLF SURIHVVLRQDOV WK
XVLQJVSHFLDOL]HG WRROV )RUH[DPSOH (QFDVHDQG)7. ,PDJH
HYLGHQFHIURP WKHKDUG GLVNDQG SK\VLFDO PHPRU\ LIQHFHV)\
.LW 76. FDQDOVREH XVHG WR HIWUDFW LQIRUPDWLRQ IURP IRU
6H\HG @ 7TKHGLJLWDOIRUHQVLFV H[SHUWV JHQHUDWH D GRFXP
EHSUHVHQWHG WR WKH FRXUW

EXUUHQW G6WDWXV RI 6PDUW '"HYLFHYV

1RzDGD\V WKHJURZWK RI VPDUW GHYLFHV VXFK DV VPDUWZDYV
FDPHUDVY PHGLFDO LPSODQWYVY ILWQHVV ZHDUDEOHV HWF KDV PO
GDVOLYHVRIKXPDQVDQGWDNHSDUWLQHYHU\DFWLYLW\ 6PDUW D
DURXQGWKHZRUOGIRUPXOWLSOHSXUSRVHV DQGVWDWLVWLFDO
SHUVRQ ZRXOG XVHDURXQG ,R7GHYLFHVIRUGLIIHUHQW SXUSRVH
$ VWDWLVWLFDO DQDO\VLY RI WKHJURZWK RI ,R7 GHYLFHV XS W
LOOXVWUDWHY WKHH[SRQHQWLDO HI[SDQVLRQRI,R7GHYLFHVR
&YLWLUHWDO @ ,WPDNHV VHQVHJLYHQ WKDW D SHUVR
GHYLFHVIRUYDULRXVUHDVRQV ZLWKLQD VKRUW SHULRG RIWLPH
RIVHUYLFHV ZLWK D ZLGHUDQJHRIVPDUW GHYLFHVY WR PDNH KXP
FRPIRUW VHFXULW\ VDIHW\ HQHUJ\HIILFLHQF\ DQGFRQYHQLHQF
JLIXUH LOOXVWUDWHVY KRZ ,R7DQG VPDUW GHYLFHV DUH LQFUHEL
OLIHWR KHOS SHRSOHFRPSOHWH FKRUHV DW KRPH DW ZRUN ZKLO
WRPHHW WKHLU QHHGV >*XSWD &YLWLUHWDO
$GGLWLRQDOO\ QXPHURXV VFKRODUV KDYHVWXGLHG WKH YD
SUHVHQWDQG IXWXUHKXPDQ UHTXLUHPHQWY 3KLOLSHWDO DQ
EDVHG DSSOLFDWLRQVRQLQ KRPHKHDOWKFDUHPRQLWRULQJ VH
FLWLIHQVDQG GLVDEOHG SHRSOH WR PRQLWRU DQG FDUH IRU W
GLWLRQV >3KLOLSHW DO @ (YHQVPDUW FLWLHVY KDYH DOUHI
HTXLSSHG ,R7GHYLFHV 3DSDGDNLVHWDO KDYHSURSRVHG WKH W/
VHQVRUVY >3DSDGDNLV HW DO @ 3UHYHQWLQJURDGDFFLGHQW
LQJFORXGDQGPRELOHDSSOLFDWLRQVKDVEHHQH[SORUHG E\S$EE
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)LIXUH[SDQVLRQ RI ,R7 GHYLFHV WKDW KDV EHHQ LQ RSHUDWLRQ |
DGRSWHG IURP >*XSWD &YLWLGHW DO @

$OVKHGG\@ ,WLVHYLGHQW WKDW WKHJURZWKRIVPDUWGHYLFHV
LQFUHDVHG DOO DURXQG WKH ZRUOG

6HFXULW\DQG )RUHQVLFV RI6PDUW '"HYLFHYV

6PDUW GHYLFHVY DUH OLPLWHG LQ VWRUDJH FDSDFLW\DQG FRPS
GHYLFHV KDYHEXLOW LQ VHFXULW\IHDWXUHV DQG FU\SWRJUD SK\
WR VDIHIXDUG DIJDLQVW XQDXWKRUL]JHG DFFHVVY 'HVSLWHDGYDQ
PDOLFLRXVDWWDFNHUVFRQWLQXHWRWDUJHWWKHPDMRULW\RIV
DQG GDWDIRUD YDULHWARIREMHFWLYHV >&8RQWLHW DO :DW
.ROLDV HW DO @ 7KHPDQXIDFWXUHUV RIVPDUW GHYLFHV KDY
LQSURWHFWLQJVPDUWGHYLFHVIURPDWWDFNHUV $VDUHVXOW |
ZLWKDOWHUQDWLYHZD\VWRGHIHQG GHYLFHVDJDLQVW VHFXULW\
VHFEXULW\PRQLWRULQJV\VWHPVIRU ,R7GHYLFHVWRPLWLJDWH VH
'D;XHWDO KDYHSURYHQWKHLQWHIJUDWLRQ RIHPEHGGHG EORF
GHYLFHVWRRYHUFRPHVHFXULW\DQG SULYDF\WKUHDWYV ZKHQ KDC
DQGWUDQVDFWLRQVRYHUKHWHURJHQHRXV VPDUW GHYLFHYV >'LC
WHFKQLTXHVY DUH XVHG LQ VPDUW KRPH VHFXULW\WR VHFXUH GDW
RIWKHGDWD FDQUHYHDO WKHORFDWLRQV LGHQWLWLHY DQG DF\
HW DO @

,R7IRUHQVLFV LV YHU\FKDOOHQJLQJIRULQYHVWLJDWRUYV ZKH
IURP ,R7GHYLFHYVY ,GHQWLILFDWLRQRIHYLGHQFH FROOHFWLRQ C
VPDUWGHYLFHVGRQRWFRQWDLQ HDV\ WR DFFHVV VWRUDJH 7KH (
DQG WKH XVHRIWHPSRUDU\GDWD VWRUDJHJLYHVY OHVV VXSSRUW
LQWKHDEVHQFHRID SURSHUDXWKHQWLFDWLRQ VIVWHP LGHQWL
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JLIXUBQ DQQXDO UDWHRIWKH QXPEHU RI ,R7 GHYLFHVDFURVYV YL
DSSOLFDWLRQV DGRSWHGIURP >*XSWD &YLWLUHWDC

RIGLIIHUHQW SDUWLHV KDYLQJDFFHVV WR DQ ,R7 QRGH ZRXOG E
QXPHURXV FRXQWHUPHDVXUHV DUH IRXQG WR SUHYHQW XQLQW
DFWLYLWLHVRIVPDUW GHYLFHV >/DYDXGHW DO @ )XUWKHU DV
GHWHFWHG LQ DQ ,R7HQYLURQPHQW HYHQ LQ WKH SRVVHVVLRQ R
LQ WKHDEVHQFH RID UHOLDEOHDQG VHFXUH DUFKLWHFWXUH WKI
ORJJLQJDQG PRQLWRULQJV\VWHP >&RQWL HW DO @

6LGH &KDQQHO $WWDFNV

$VLGH FKDQQHO DWWDFN 6&$ LVFRQVLGHUHG D PHWKRG WR DFT.
SXWLQJV\WWHP WKURXJKDQ\XQLQWHQWLRQDOLQIRUPDWLRQ OHEC
,QJHQHUDO VLGH FKDQQHODWWDFNVDUHFRQVLGHUHGDIRUP RI S
LQIRUPDWLRQ WR WKH RXWVLGH ZRUOG WKURXJK WKH XVH RI SK\V
QRLVH RUHOHFWURPDJQHWLFUDGLDWLRQ ,WLVDOVRFRQVLGHU
EHFDXVH LW HPSOR\V LQGLUHFW XQGHU HTXLSSHG DQG LQH[S

@ $VLGH FKDQQHO DWWDFN IRFXVHVRQ H[WUDFWLQJVHFUHW
FDO SDUDPHWHUV LQVWHDG RI GLUHFWO\ FDSWXULQJWKHLQIRUF

9DULRXV VLGH FKDQQHO DWWDFNV DUHFRYHUHGLQ D ZLGH UDQJ
DO UHYHDO WKH SRVVLELOLW\RIFDSWXULQJVHFUHW LQIRUPDWLF
ZLWKRXW WKHLU LQWHQWLRQ XVLQJJ\URVFRSLF VHQVRUV XVLQJ V
HW DO @ 6X DQG =HQJ H[SORUHG WKH VHFXULW\ DQG SULYD
SURYLGHG E\ &38 FDFKH EDVHG VLGH FKDQQHO DWWDFNV >6X DQG =
DO PDLQO\IRFXVHG RQ WKH SRVVLELOLWLHV RI6&$%$RQ D VPDUW KR
YXOQHUDELOLWLHVWRGHVLJQHUV HQJLQHHUV GHYHORSHUV DQ
WR RYHUFRPH WKH DWWDFNV 6HYHQ W\SHV RIDWWDFNV RQ KRPH
VWXG\WKURXJK 6&$ DW PXOWLSOH OD\HUV >$EULVKDPFKL HW DO
KDVEHHQ SHUIRUPHGRQ GLVWLQFW ,R7GHYLFHV E\6KZDUW]HHW
RIVHFXULW\RIWKHGHYLFHVDQG WKHDYDLODELOLW\RIQHZ IRL
JDLQ DFFHVV WR WKH GHYLFHRZQHUVY SHUVRQDO LQIRUPDWLRQ
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ODQ\UHVHDUFKHUV KDYHGHYHORSHG FRXQWHUPHDVXUHV WR V
WR PLWLIJDWHWKHFRQVHTXHQFHV )RUH[DPSOH SUH VLOLFRQD
XVHG WR GLVFRYHU OHDNLQJ FKDQQHOV XVLQJ GHGLFDWHG WRI

@ 3UH VLOLFRQ PHDQV WKDW WKH OHDNLQJFKDQQHO PD\EH
LOQIWKHGHYLFHV XVLQIJNQRZOHGJH RIWKHDFWXDO GHYLFH DQC
OHDNLQJFKDQQHO FDQ EHGHWHFWHGDQG XVHG IRUIXWXUH SXU¢
HW DO @ $GGLWLRQDOO\ FRXQWHUPHDVXUHYV DJDLQVW VLG
LQJ VKLHOGLQJHTXLSPHQW VKLHOGLQJVWUXFWXUH VRIW 7(0
UH GHVLJQ DQG MDPPLQJ>/DYDXG HW DO @ $QRWKHU PHWKRC
DGHYLFHLVDWWHVWDWLRQ ZKLFKHQVXUHVWKHLQWHJULW\RID'
WHFKQLTXH XVHV LQIRUPDWLRQ IURP WKH SRZHUDQG HOHFWURPD
DWWDFNV >6HKDWEDNKVK HW DO '"HOJDGR /RIDQR HW DO (

(OHFWURPDJQHWLF 6LGH &KDQQHO $WWDFNV $QDO\VLV

(OHFWURPDJQHWLFVLGH FKDQQHOVDUHGHILQHG DV WKHXQLQWH
UDGLDWLRQ IURP KDUGZDUH FRPSRQHQWV RIHOHFWURQLF GHYL
FKDQQHO PHWKRGV UHO\RQ WKHHOHFWURPDJQHWLF (0 UDGLD'
FLUFXLWV RI GLJLWDO GHYLFHV (OHFWURPDJQHWLF UDGLDWLR(
E\HOHFWURQLF VA\VWHPV GXULQJWKHLULQWHUQDO RSHUDWLRQ\
PHPRU\ FKLSY GDWDDQGDGGUHVV EXV OLQHV GLVSOD\V NH\EREC
DUHVRPHRIWKHVRXUFHV WKDW HPDQDWH (0 VLIQDOV >/DYDXG HW
&38 LV DKLJKO\OLNHO\VRXUFHRIXQLQWHQWLRQDOLQIRUPDWL
RSHUDWLRQV DQG GDWD KDQGOLQJRIDFRPSXWHU 6LPLODUO\ W
LQ,R7GHYLFHV HPLWV XQLQWHQWLRQDO (0 UDGLDWLRQ EXW FR
UDGLDWLRQ LWLV FRQVLGHUDEO\ZHDN >6D\DNNDUD HW DO |

(OHFWURPDJQHWLF 6LGH &KDQQHO $WWDFNV (0 6&$% DUHD S
VHFXULW\ GRPDLQ WKDW HDYHVGURS RQ WKH LQIRUPDWLRQ IUR
HPLWWHG E\FRPSXWHUV ,Q RWKHU ZRUGV (0 6&$LVWKHWHFKQLT
IURP HOHFWURQLF GHYLFHV ZLWKRXW WKH RZQHUfV NQRZOHGJH
DWWDFNV >$JUDZDO HW DO @ (0 6&$ LV XVHG IRUYDULRXV SXU
FU\SWRJUDSKLF NH\V GHWHFWLQJPDOZDUH GHWHFWLQJPDOLF
GDWD H[WUDFWLRQ VRIWZDUHEHKDYLRXULGHQWLILFDWLRQ >86
ILQJHUSULQWLQJ >-L HW DO @ (0 6&3LVDQRQ LQYDVLYH WHFK
DQ\SK\VLFDO PRGLILFDWLRQ WR WKHFRPSXWLQJGHYLFHEHLQJ
E\FRPPHUFLDOO\DYDLODEOH VSHFLDOL]HG KDUGZDUH WRROV [
VXFKDVVLPSOHHOHFWURPDJQHWLF DQDO\VLV 6(0$ GLIIHUHQW
'(0$ DQG FRUUHODWLRQ HOHFWURPDJQHWLF DQDO\VLV &(0$ >

1XPHURXV VWXGLHV KDYHH[SORUHG YDULRXV DSSOLFDWLRQV RI
SUHVHQWHG D QHZ VWUDWHJI\IRUGHWHFWLQJ HOHFWURPDJQHWL
GLIIHUHQW SURFHVVRU LQVWUXFWLRQV 7KHLUH[SHULPHQW VKRZ
YDOXHEHWZHHQ GLIIHUHQW GHVLJQV RIVPDUW GHYLFHV 6XFK V|
XVHIXOIRUFRPSXWHUGHVLJQHUVDQG SURJUDPGHYHORSHUV WR L
DQG VRIWZDUH DUH PRVWO\HQJDJHG ZLWK VLGH FKDQQHO YXOQ'!
PRVWO\H[SORLWDEOH IRUVLGH FKDQQHO DWWDFNV 6LPLODU W\S
WR KDYH WKH VDPH (6( IUHTXHQF\ &RQVHTXHQWO\ VLPLODU V\VW
(6(YDOXHFDQRSHQD SDWK IRUGLJLWDO IRUHQVLFV LQYHVWLJD'
(O WUDFHVDQGEXLOG PRGHOV >&DOODQHW DO @

*XVWRY DQG /HYLQD KLIJKOLJKWHG WKH YDULRXV IRUPV RI XQ
XVLQJ D PRELOH SKRQH EDVHG RQ *OREDO 6\VWHP IRU ORELOH &
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WHFKQRORJ\ 7KHHOHFWURPDJQHWLFILHOGRIDPRELOHSKRQHTV
LQ RUGHU WR REVHUYH KRZ WKH VLJQDO VWUHQJWK LQGLFDWRU
PRGH )'0$ 7'0%$ DQG &'0$ DUH WKH PRVW SRSXODU WKUHH SK\VL
WHOHFRPPXQLFDWLRQ QHWZRUNV ,QIRUPDWLRQ OHDNDJH FDQ
DFWLYLW\RIWKHDIRUHPHQWLRQHG ORJLFDO FKDQQHOV FRPSDUH
HYDOXDWH WKH VWDWXV RI WKHPRELOH SKRQH WKHHOHFWURPDJ
LQGPRIGH XVLQJWKHPXOWL IXQFWLRQDO VHDUFKLQJGHYLFH 367
PDJQHWLFILHOG GHWHFWRU IHUULWHDQWHQQD ZLWK WKH IUH"
PHDVXUH WKH HOHFWURPDJQHWLF ILHOG FKDQJHV GXULQJ D YR
)XUWKHU D ORZ IUHTXHQF\HOHFWURPDJQHWLF ILHOG LV REVHL
PRGHVLQPRELOHSKRQHYV 7TKHFROOHFWHGVLJQDOVWUHQJWK PHLC
LQ WKH HOHFWURPDJQHWLF VLIJQDO SDWWHUQ 7KHUHIRUH HOF
GHWHFW PRELOH SKRQHVY GLIIHUHQW RSHUDWLRQV DQG GHFU\S!
DQDO\VLV >*XVWRY DQG /HYLQD @

6HKDWEDNKVK HW DO LGHQWLILHG DQG H[SORLWHG WKH (0 EC
SRZHU PDQDJHPHQW XQLWV IURP QHZ FRPSXWHU GHYLFHV LQ R
FKDQQHODQG D NH\ ORJIJLQJIUDPHZRUN 7KH\VKRZHG KRZ H[LVW
XQLWY FUHDWH GLIITHUHQW SRZHU VWDWHY RQ WKH V\VWHP ZKLF
HQHUJ\HIILFLHQF\ ,WFDQ OHDG WRDVLGH FKDQQHO E\OHDNLQJ
SUHVHQW VWDWH RI WKH VIVWHP (0 UDGLDWLRQ KDV EHHQ FDSW XU
VWDWHV RISURFHVVRUV SURGXFHG E\WKH YROWDJHUHJXODWRU P
HW DO @

7KH FRQWURO IORZPRQLWRULQJRIWKH SURJUDPPDEOH ORJLF
VSHFLILFDOO\DYDLODEOHLQLQGXVWULHY SRZHUVWDWLRQV D
PRQLWRULQJDSSOLFDWLRQ WR SUHYHQW DWWDFNV 3/&V DUH WK
ZLWKRXW WKHDZDUHQHVV RIKXPDQ RSHUDWRUV 7KHUHIRUH (0 6&
WKHDQRPDORXV H[HEXWLRQV RQ 3/&V E\FRQWUDVWLQJWKH GH
EDVHG RQ WKH GLVWLQFWLYH SDWWHUQ RI (0 WUDFHV IRU HDFK
SURJUDPPHV >+DQ HW DO +DQ HW DO @

$GGLWLRQDOO\ QXPHURXV VWXGLHY KDYH GHPRQVWUDWHG V
SURYLGHD ZD\WR DQDO\]H GHYLFHV ZLWK OHVV SK\VLFDO DFFHVYV
VXFKDV XQLQWHQWLRQDO HOHFWURPDJQHWLF HPLVVLRQV HOHF
WXUH DQG LQIRUPDWLRQ OHDNLQJHOHFWURPDJQHWLF HPLVVL
(0 6&3 WHFKQLTXHV SDYH WKH ZD\IRUQHZDYHQXHV LQ GLIJLWDO IR
HYLGHQFHIURP VPDUW GHYLFHV >6D\DNNDUD HW DO D@

(0 6&$ IRU'LIJILWDO )RUHQVLFYV

6PDUW GHYLFHVY FDQ EH D YLWDO VRXUFH RIHYLGHQFH LQ DQ
XQOLNH RWKHU WUDGLWLRQDO GLIJLWDO GHYLFHVY GR QRWIDFL
DODFNRIXVHULQWHUDFWLRQ IHDWXUHY LQDGHTXDWH X U
RQ PHFKDQLVP >/LOOLVY HW DO =XONLSOL HW DO @ K
DSSURDFKIRFXVHV PRVWO\RQFODVVLFDO GLJLWDO GHYLFHYV V>
FDPHUDV DQG PDQ\RWKHUV )RUVPDUW GHYLFHV (0 6&%$ZLOO EH
VPDUW GHYLFHLQD QRQ LQYDVLYHPDQQHUDWD FULPHVFHQH

(0 6&%$LVD SRWHQWLDO VROXWLRQIRULQYHVWLIJDWRUV WR WUL
IURP VXVSHFWHG VPDUW GHYLFHYVY ZLWKRXW WDPSHULQJ ZLWK \
OLYHLQVSHFWLRQV ZKLOH WKH VA\VWHPV UXQ YDULRXV DSSOLFD
SKRQHV >6D\DNNDUDDQG/H .KDF D@ 5HFHQWO\ (0 6&%$ZDV SUR
HWDO WRGHWHFWIRUHQVLFLQVLIKWVDVDQDOWHUQDWLYHWR W
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7KHSURSRVHG (0 6&$ DSSURDFK LY GHVLIJQHG WR REWDLQ GLJLW|
GHYLFHVDQGVPDUWSKRQHY 7KHLQIRUPDWLRQJDWKHUHG WKURX
KDV QRW\HWEHHQ FRQVLGHUHG DV FRXUW DGPLVVLEOHHYLGHQ
DUHUHIHURHBBQWR BLLOMLBBWWRI IRUHQVLF HYLGHQFH $VDUHVXOW
VKRXOGRQO\EH XVHGDVDJXLGHWRDVVLVWDQLQYHVWLIDWRU L(
REWDLQLQJFRXUW DGPLVVLEOHIRUHQVLFHYLGHQFH WKURXJK F
.KDF D@ )LIJIXUH GHSLFWV WKHHYHQWXDO FRPSOHWLRQ RIDFELC
UROHLQ GLUHFWLQJWKHLQYHVWLIDWLRQLQ WKHULJKW GLUHFV

JLIXUHO 6&$ GLILWDO IRUHQVLFVLQYHVWLIJDWLRQ PRGHO WKH OL
WKHH[LVWLQJLQYHVWLIJDWLRQ PRGHO DGRSWHGIURP >6D\D

$VXEVHWRI (0 6&$ PHWKRGV WKDW PDNH XVHRIPDFKLQHOHDUQL
WR GHWHFW VSHFLILF VRIWZDUH EHKDYLRXUDO SDWWHUQV RI WL
HW DO @ )XUWKHUPRUH DIUDPHZRUN FDOOHG (OYLGHQFH LC
OHDUQLQJ EDVHG (0 6&%$ WR IJDWKHU GLJLWDO IRUHQVLF LQVLJK
PRGHOVDUHWUDLQHG XVLQJ(OHPLVVLRQGDWD IURP GHYLFHV VX
3L>6D\DNNDUD HW DO @ DQG VKRZWKDW WKH (0 6&$% LV D SUF
GLIJLWDO IRUHQVLFLQVLIKWV IURP ,R7GHYLFHY >6D\DNNDUD HV
ZRUN E\ 6D\DNNDUD HW DO VWXGLHG GLIITHUHQW W\A\SHV RI VPDUWS}
&KLSV 6R&V DQGDQDO\|HG WKHLU (O UDGLDWLRQ SDWWHUQV XV
OXOWLOD\HU SHUFHSWURQ 0/3 DQG FRQYROXWLRQDO QHXUDO
HPSOR\HG LQ GHHS OHDUQLQJ EDVHG 6&% /RQJVKRUW WHUP PH
QHXUDO QHWZRUNYV 511 UHVLGXDO QHXUDO QHWZRUNV 5HV1IHW
QHWZRUNV *$1V DUHDOVR XVHGLQDOLPLWHG QXPEHU RIDSSC
PRGHOV >3LFHN HW DO @ 7KHZLGHUDQJHRILQVLIKWY FROOH
,R7GHYLFHV KDVRSHQHG WKHRSSRUWXQLW\IRUGLJLWDO IRUH
DQG/H .KDF D@

OXOWLSOH VWHSVDUHLQYROYHGLQ WKH (0 6&%$ PHWKRG IRU GL.

IRFXVLVRQGHILQLQIJDQG HVWDEOLVKLQJWKHULIJKWHQYLURQ
PHOQWY VPDUW GHYLFHV DQG (0 GDWD JDWKHULQJHTXLSPHQW
GHYLFHVDYDLODEOHWRWKHLQYHVWLIJDWRU WKHLQYHVWLJD)
FDQEHFRXQWHGDV GHYLFHVIRU (0 6&$DQG KDYH SUHYLRXV GDW
TXHVWLRQVFDQEHDQVZHUHG E\GHWHFWLQJ WKHFXUUHQW LQ\
EVFRPSDULQJWKH SUHYLRXV UHFRUGV XVLQJ (0 6&% 7KHQ FRQVI
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DQDO\WLVLQRUGHUWRGLVFRYHUIRUHQVLFLQVLJKWY >6D\DNNDU
ZLWKPXOWL GRPDLQVLGHFKDQQHOVDQG FXWWLQJ HGJH $, WHFK(
LQYHVWLIJDWLRQ SURFHVVDVOLYHDQDO\VLVY ZKLOHWKHGHYLFHL

&URVYVY GHYLFH 3RUWDELOLW\

7KH1HHG RI &URVYV GHYLFH3RUWDELOLW\LQ 'LJLWDO )RUHQV|

7KH FRQAFHSRW R IGHY LFH ISIRIWW DWW KWV HQHUDOL]DELOLW\RIPRGH
IRUD YDULHW\RIGHYLFHV ,Q RWKHU ZRUGV D PRGHO WKDW ZDV G
EHDGDSWHG IRUDQRWKHU &URVV GHYLFH SRUWDELOLW\ SOD\V
LQYHVWLIJDWLRQV SDUWLFXODUO\ZKHQ XWLOL]LQJWKH (0 6&8$ |
ELOLW\DOORZV GLIJLWDO IRUHQVLFLQYHVWLIJDWRUV WR HDVLO\"
DFURVV PXOWLSOHGHYLFHVDQG ORFDWLRQV 7KLVHQDEOHV DV
HVSHFLDOO\LQ VFHQDULRYV ZKHUHWKHHYLGHQFH QHHGV WR EH FR
DQDO\]HG LQ GLIIHUHQW HQYLURQPHQWY ,Q GLJLWDO IRUHQVLFV
UDQJHRIGHYLFHV LQFOXGLQJFRPSXWHUV VPDUWSKRQHV ,R7 ¢
VI\VWHPVY 7KH SRUWDELOLW\RIGHYLFHV HQVXUHV WKDW (0 6&$ V
DSSOLHG DFURVV YDULRXV GHYLFHVY UHJDUGOHVV RIWKHLUIRUP II
VA\VWHPV

"LITHUHQW LQYHVWLJDWLYH VLWXDWLRQV FRXOG FDOO IRU WK
WHFKQLTXHV &URVV GHYLFH SRUWDELOLW\HQDEOHV GLIJLWDO |
RIWKHGHYLFHVLQYROYHG WRDGDSWDQG FXVWRPL]JHWKHLU (0 6
SDUWLFXODUVDQG QHHGV RIHDFKFDVH ,QYHVWLJDWRUV FDQ SHU
PRQLWRULQJRIHOHFWURPDJQHWLFVLJQDOV HPLWWHG E\WKH HTX
SRUWDEOH (0 6&$ WRROV 7KLV LQLWLDWLYHPD\VSHHG XSWKHFUL
IRUD PRUH WLPHO\DQG HIILFLHQW DQDO\VLV RIGLJLWDO HYLGHQ
SURWHFWHG E\WKH FDSDFLW\WR PRYH (0 6&$ HTXLSPHQW DQG WH
%\HPSOR\LQJFRQVLVWHQW DQG VWDQGDUGL]HG WHFKQLTXHV 1
SRVVLELOLW\RIKDUPLQJRUFKDQJLQJWKHHYLGHQFH ZKLOH FRQ

&URVYV GHYLFH SRUWDELOLW)\ IDFLOLWDWHY VFDODELOLW\ L
DOORZLQJ WHDPV WR KDQGOH PXOWLSOH FDVHV VLPXOWDQHRX
KDQGOH ODUJHU GDWDVHWY )XUWKHUPRUH LW VXSSRUWYV FRO
HQDEOLQJWKH VKDULQJDQG VIQFKURQL]JDWLRQ RI SRUWDEOH (0 6
GLIIHUHQW WHDP PHPEHUV RUIRUHQVLF ODEV 7KHDGDSWDELOLW\
GLJLWDOIRUHQVLFLQYHVWLIJDWLRQV XVLQJWKH (0 6&$3DSSURDFK
EHWZHHQ GHYLFHV ,WKHOSVLQYHVWLJDWRUVDGDSW WR YDULRX:
RI WKH HYLGHQFH DQG LQWHUDFW PRUH VXFFHVVIXOO\ XOWLP
TXLFNO\H[WUDFW YLWDO GLILWDO HYLGHQFH

B3URSRVHG OHWKRG

7TKH ZRUNIORZ GHSLFWHGLQ )LJXUH RXWOLQHV WKH SURFHVYV F
DQGHQVXULQJ FURVYVY GHYLFH SRUWDELOLW\RIO/PRGHOV LQ (O
YROYHV WKHVHOHFWLRQ RI,R7GHYLFHVDQG VPDUWSKRQHYV ZLYV
LOQWR GLITHUHQW OHYHOV WKURXJK VWUXFWXUDO DQDO\VLV 7KL
SURFHVVRUVSHFLILFDWLRQV PDQXIDFWXUHU DUFKLWHFWXUH LC
$GGLWLRQDOO\ GHYLFHVIURP WKHVDPHIDPLO\DUHLQFOXGHG
ULHY DQGDUFKLWHFWXUHV )XUWKHUPRUH GHYLFHV IURP GLYHU
VKDULQJ FRPPRQ IHDWXUHYV VXFKDVDUFKLWHFWXUHDQGLQVWU.
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JLIXURKH SURSRVHG IORZ RIPHWKRGRORJ\IRUWKHFURVV GHYL
(0 6&$ WRLGHQWLI\WKHIRUHQVLFLQVLIJKWV IURP VPDUW

7KH SURFHGXUH HQWDLOV SLQSRLQWLQJWKHRULJLQRI(0UDG
VLRQV DUH FDSWXUHG XVLQJ DQ K ORRS QHDU ILHOG DQWHQQD
BRIWZDUH 'HILQHG 5DGLR 6'5 7KH6'5LVFRQQHFWHG WR D FRPSX
GLR VRIWZDUH ZLWK WKH WDUJHW GHYLFHYV FORFNIUHTXHQF\ FRC(
%\ PRYLQJ WKH DQWHQQD RYHU WKH GHYLFH (0 UDGLDWLRQ LV
FRPSXWHU

,Q WKLV SURFHVV WKH (0 WUDFHVY FROOHFWHG IURP GHYLFHV >
WR UHILQH WKH GDWD 6XEVHTXHQWO\ DQ 0/ PRGHO LV FUHDWHOC
HQDEOH (0 6&$ IRUWKH FKRVHQ GHYLFHV 7RHQKDQFH WKH YHUV
YDULRXV GHYLFHV D ODUJHU YROXPHRI (0 WUDFHV LV JDWKHUHG |
DGGLWLRQDO WUDFHV DUH XVHG WR DVVHVV WKH PRGHOfV SRUWD
7KLVHYDOXDWLRQ LV DFKLHYHG WKURXJK WKHLPSOHPHQWDWLRQ
HQVXULQJ WKDW WKHNQRZOHGJH JDLQHG IURP RQH VHW RI GHYLFH
DQDO\]H (0 WUDFHV IURP GLYHUVH GHYLFHYV

,Q FRQWHPSRUDU\OHJDO FDVHV ,R7 GHYLFHV DQG VPDUWSKRQF

(0 6&% DQRQ LQWUXVLYHWHFKQLTXH SURYLGHV H[FHOOHQW U
GHYLFHV %\HPSOR\LQJO/DQG 'HHS/HDUQLQJ '/ SUHFLVHPRGH
IRUGLIITHUHQW VRIWZDUH DFWLYLWLHVY RQ DUDQJH RI GHYLFHYV

WHV IRUHQVLF DQE

RGHOVDFURVV GLIITIHUHQW GHYLFHVDFFHOHUD
IILFLHQW

P

H
([SHULPHQWV RQ WKH &URVY GHYLFH 3RUWDELOLW\
6HOHFWLRQRIG6PDUW '"HYLFHV

,Q WKLV VHFWLRQ VRPH RIWKH H[LVWLQJ ZRUN RQ (0 6&% EDVH
LOVLIKWDFTXLVLWLRQ ZLOO EHUHSURGXFHG ILUVW 6XFK UHSL
LOQOYHVWLIJDWH WKHLU FURVV GHYLFH SRUWDELOLW\LVVXHV 7K
UHDO ZRUOG VPDUW GHYLFHVDUHLQFOXGHGLQDQH[LVWLQJ GDWI

! KWWS DVHDGRV XFG LH GDWDVHWYV (06&$
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6SHFLILFDOO\ IRXU VPDUWSKRQHV 2L3KRQH 6 6DPVXQJ *DOD][\
DQG B6RQ\;SHULD72DQG IRXUGHYLFHV RIWKH,QWHUQHW RI 7
$PD]JRQ (FKR'RW $PD]JRQ (FKR6KRZ *RRJOH+RPH DQG6DPVXQJG6F
ZHUH FKRVHQ EDVHG RQ WKHLU GLVWLQFWLYH SURFHVVRU W\SHV
VSHFLILFDWLRQRIWKHGHYLFHV 7KHODUJHFROOHFWLRQRI (0 WU
LQWKHILOH IRUPADWUFROPMEGGDWD7TIIRMWPDWMLOH FRQWDLQV
WKH GDWDVHW LQ WZR EUDQFKHV IRUBPDUWSKRQHV DQG ,R7 GH
IXUWKHU VHSDUDWHG LQWR IRXU EUDQFKHV HDFK RI ZKLFK UHS
GHYLFHV >6D\DNNDUD DQG /H .KDF E )RONHW DO @

"HYLFH 7\SH¥LFH 1DPH 6\WWHP RQ &EBEUSKLWHFWXUH
$PD]JRQ (FKR6KRZ |[OHGLD7HNO7 |$50Y $
$RPIRQ (FKR'RW UGHERDWHN 07 [$50Y $

*RRJOH +RPH ODUYHOO '( [$56VY
PDGD OLQL[BOXV

6DPVXQJ6PDUW7KIO0RIV;+XELY $%$50Y $

,R7'HYLRH

$SSOHLSKRQH 6 |$SSOH $ $50Y $
6PDUWSPWAvSHULD7 g)G((I)DOF$RPP 6QBSGUDIR|Q
6DPVXQJ *DOD[\ *UPDIX® OFRPHP 6 Q|BSGW BJR|Q
060
1IRNLD Y 4XDOFRPP 6QBSGUDIR|Q
6'0

7TDEOH 7HFKQLFDO VSHFLILFDWLRQ RIVHOHFWHG VPDU\

6HOHFWLRQ RI6RIWZDUH $FWLYLWLHV

6RIWZDUHDFWLYLWLHVY DUHYDULHGDFFRUGLQJWR WKHVHOHFWH
ZKLOHFDSWXULQJWKH (OUDGLDWLRQ )RULQVWDQFH FDOHQGDUTL
HPDLODSS JDOOHU\DSS KRPHVFUHHQ LGOHGHYLFH SKRQHDSS
DUHWHQ FRPPRQ VRIWZDUH DFWLYLWLHY 7KH VHOHFWHG WHQ |
WRFDSWXUH (O UDGLDWLRQIURPHDFKRIWKHIRXUVPDUWSKRQH
*UDQG 3ULPH KDGDXGLRUHFRUGLQJDFWLYLWN\LQVWHDG RI WKH
GHYLFHV $PD]JRQ (FKR'RWDQG *RRJOH +RPHKDYHPRQLWRUHG Q
DFWLYLWLHY DVNLQJD GHILQLWLRQ DVNLQJIRUWLPH DVNLQJ
EXOE GHYLFHLGOH GHYLFHPXWHG GHYLFHUHVHWWLQJ MXVW
$PD]RQ (FKR6KRZ KDV REVHUYHGDJDLQQLQH GLIIHUHQW DFWLY
DVNLQJIRUWLPH DVNLQJWR SOD\UDGLR FRQWUROOLQJOLJKWE
MXVW ZDNHXS ZRUG SRZHULQJ RII DQG SRZHULQJRQ )LQDOO\ 6
REVHUYHG HLJKW GLITHUHQW DFWLYLWLHV FRQWUROOLQJVPDUW
RIl GHYLFH SRZHULQJRQ RSHQLQJWKHDSS YLHZDUULYDO VH(
YLHZPRWLRQ VHQVRU >6D\DNNDUD DQG /H .KDF E@

$FTXVLWLRQRI(06LGH &KDQQHOV

(OHFWURQLFFRPSRQHQWV LQVLGHFRPSXWLQJGHYLFHV SURGXFH
SHULRGY %RWKVPDUWSKRQHV DQG ,R7GHYLFHV KDYHD YDULH\
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5$0 EXVOLQHV QHWZRUNDGDSWRUV YLGHRDQGDXGLR FRPSRQ
LQWHUQDO SDUWV DUH FRQVWUXFWHG XVLQJ6\WWHP RQ &KLS 6R
EXLOW LQ VIVWHP FORFNIUHTXHQF\DQG LV FDSDEOH RI SURGXFLQ
FDXVHV FUXFLDO LQIRUPDWLRQ OHDNDJH GXULQJ WKH RSHUDWL
OHDNHG LQIRUPDWLRQ LV WKH VRXUFH WR WKH DWWDENHU IRU W
/H .KDF E@

6RIWZDUH 'HILQHG 5DGLRV 6'5 DUHXVHG WR FDSWXUHDQG FR
QDOV LQWR GLJLWDO GDWD DQG VHUYH DV DQ LQWHUPHGLDU\ E
WRROV >6D\DNNDUD -RQGUDO @ 6'5 WRROV VXFK DV +DF
LW PXFKHDVLHU WR FDSWXUH HOHFWURPDJQHWLF UDGLDWLRQ
KDYLRXUV RI WKH VRIWZDUH RQ ,R7 GHYLFHV DQG VPDUWSKRQH)
EURDG IUHTXHQF\UDQJH IURP 0+]WR *+] LVDFFHVVLEOH XVLQJ
WR FROOHFW VLJQDOV 8VXDOO\ WKLV 6'5 GHYLFHFDQ UHFRUG |
%OXHWRRWK (0VLJQDOV *60 :L)L HWF 7KLV LPSOLHV WKDW PRV W
RQ WKH ,QWHUQHW RI 7KLQJV ,R7 KDYHD V\VWWHP FORFN IUHTXHQF
PHQWLRQHG UDQJH 7KH +DFN5)2QH 6'5 FDQ UHFRUG VDPSOH UD!
0+] $GGLWLRQDOO\ *185DGLR OLEUDULHVY DUHLQWHJUDWHG Z
VRIWZDUH WRROV WKDW RIIHU JUDSKLFDO XVHU LQWHUIDFHV NC
ZKLFK PDNHV LW HDVLHU WR YLVXDOL]H (0 UDGLDWLRQ SDWWHU

@ 7KHSURSHUV\VWHP FORFNIUHTXHQF\RIWKHWDUJHW GHYLF
FRPSXWHU ZLWK WKH DLG RI WKH *18 5DGLR FRPSDQLRQ 7KH + O
ZKLFK LV DWWDFKHG WR WKHDQWHQQD SRUW RI WKH +DFN5) 2QH
WKHHOHFWURPDJQHWLF UDGLDWLRQ RIWKH YDULRXV VRIWZDUH F
DQWHQQD PRYHV RYHU WKH WDUJHW GHYLFHDQG JHWV FORVHU WR
H[SHFWHG WR OHDN FUXFLDO LQIRUPDWLRQ DERXW WKH LQWHUQEL
2QFH WKHHOHFWURPDJQHWLE (0 VLJQDOV DUHUHFRUGHGLQ
ORRS DQWHQQD WKH\DUH SURPSWO\FRQYHUWHG LQWR D GLJLWDZC
FRQYHUWHU $'& LQDVRIWZDUH GHILQHG UDGLR 6'5 $VSHFLILH
HDFK VLIQDO FRXOG EH WULJJHUHG GHSHQGLQJRQ ZKHQ SURJU!
7KH 3\WKRQ ODQJXDJH LV XVHG WR DGMXVW SDUDPHWHUV LQ WK
RUGHU WR DFTXLUH (0 GDWD 7KH UHVXOWLQJ (0O WUDFHILOHV DUH
VXEVHTXHQW SURFHVVLQJRQ GHYHORSLQJDQG HYDOXDWLQJPRG
RI (0 6&$LQ GLILWDO IRUHQVLFVLQYHVWLJDWLRQ 7KHKDUGZDUH
LQVLIJKWY XVLQJ WKH +DFN5) 2QH 6'5 IURP D VSHFLDOL]HG VPDU
YLIXUH

BURFHVV (0 7TUDFHV

'HYLFH VSHFLILF (0 WUDFH GDWD QHHGV WR EH WUDQVIRUPHG L
RUGHU WR HIILFLHQWO\FRQVWUXFW DQ (0 6&$ PRGHO 7KH FDSWX|
FRQWLQXRXV WLPH GRPDLQ VLJQDOV PL[HG ZLWK H[WHUQDO QRLYV
IUHTXHQF\GRPDLQ 7KHDFFXUDF\RIGHWHFWLQJLQIRUPDWLRQ OH
DQDO\WLVLQ WKHWLPHGRPDLQLVY OLPLWHG 7KHUHIRUH FRQYHU
GRPDLQLV FUXFLDO IRUHIIHFWLYH GDWD DQDO\VLYV 6KRUW 7LPH )]
JHQHUDWLQJIHDWXUH YHFWRUV IURP WLPH GRPDLQ WR IUHTXHQ
DFFXUDWH DQDO\VLYV

(DFK (0O WUDFH ILOH UHSUHVHQWLQJD WLPH GRPDLQ VLJQDO ZD
FUHDWH IUHTXHQF\ GRPDLQ ZLQGRZV (DFKZLQGRZVHUYHV DV DV
FRUUHVSRQGLQJ,R7GHYLFH VPDUWSKRQH VRIWZDUHDFWLYLW\ D\
IHDWXUHV ZLQGRZVL]H DQG WUDLQLQJVDPSOHV )RUH[DP!
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JLIXURKH KDUGZDUH VHWXS IRUDFTXLULQJ (O WUDFHILOHV IURP D \
+DFN5)2QH6'5 GHYLFH WKDW LVDWWDFKHG ZLWK DQ K ORRS Q!

O

DEHO FRQWDLQYV IUHTXHQF\IHDWXUHV DQG WLPHVDPS
HQHUDWHG IRU YDULRXV VRIWZDUHDFWLYLWLHY UHVXOWLQJ L
\ IHDWXUHV IRUWHQ VRIWZDUHDFWLYLWLHY UHSUHVHQWLQ.
LIXUH VKRZV WKH 36" SORWRIWKHHPDLODFWLYLW\RYHU WKH
QG LWKDV SURYHQ WKHGLIITHUHQFHRI (O UDGLDWLRQ RIWKH VDPI
I VPDUWSKRQHV )LIXUH VKRZV WKHGLIIHUHQW IRUPV RI 36' SOR
,R7 GHYLFHV DUHLGOH

DO—-"m<

(0O 6&$ WUDFH GDWDVHW

7KH+') EDVHG (0 6&$ GDWDVHW FRQWDLQVD WRWDORI (0OWUDFH
DQG (OWUDFHILOHVIURP ,R7GHYLFHVY (DFKWUDFHILOHKDV EHHC
DIHZVHFRQGY OHVV WKDQDPLQXWH ZKLFKPHDQV WKHYDULDQF
VLIQDO KDVEHHQ FDSWXUHG RYHUWLPHDQG WKHFDSWXULQJVDP
XVLQJD VRIWZDUH GHILQHG UDGLR 6'5 GHYLFH FDOOHG +DFN5) 2
ZDVRULJLQDOO\DSSUR[LPDWHO\ *% LQ VL]HEXW ZDV FRPSUHVVH
IRUUHVHDUFKHUV WR VKDUH VWRUH DQG SURFHVV LWRQIDLUO\
DQG/H .KDF E@

'"HYHORSLQJ (0 6&4$ 0RGHO SHU 'HYLFH

7TKHVWXG\HPSOR\VO0/3PRGHOVRQHLIJKWGHYLFHV SUH SURFHVVL
IHDWXUHV 2Q WKLV UHJDUG 67)7 RSHUDWLRQ ZLWK D ZLQGRZ VL]H
RYHUODSSLQJUDWLRLV XVHG 7KLVFUHDWHV DWZR GLPHQVLRQDC
GLPHQVLRQV JHQHUDWLQJ IHDWXUHV IRUHDFK RI WKH WL
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