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Abstract: Existing Automatic Exploit Generation (AEG) solutions primarily target Linux and 
Windows binary files. Currently, only one AEG framework for IoT devices—IoTAEG—has 
been proposed, which emphasizes bypassing diverse protection mechanisms and relies on real 
devices for exploit generation. To enhance the efficiency of exploit generation for IoT firmware 
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vulnerabilities, we present Automatic Exploit Generation Based on Shared Keywords (SKAEG) 
in embedded systems, a novel shared-keyword-based approach. SKAEG automatically detects 
and analyses vulnerabilities within IoT device firmware and generates exploits subsequently. It 
first extracts shared keywords from firmware to guide taint analysis for vulnerability detection. 
To improve efficiency, pruning strategies are applied during taint analysis to eliminate infeasible 
paths. Subsequently, we introduce two new modules: Exploitability Analysis, which evaluates 
whether identified vulnerabilities can be exploited, and Frontend File Parsing, which constructs 
request packets based on shared keywords. This design enables SKAEG to integrate vulnerability 
analysis with concrete exploit generation, thereby facilitating the automated construction of 
complete exploits. Experimental results demonstrate that SKAEG successfully detects and 
exploits vulnerabilities across 10 IoT devices from 4 manufacturers, covering 8 CVE-listed 
vulnerabilities. Additionally, the exploitability analysis accurately identifies 51 non-exploitable 
vulnerabilities. Through optimized symbolic execution, SKAEG addresses solver crash issues 
and achieves superior exploit generation efficiency compared to IoTAEG. 
 
Keywords: Internet of Things; embedded software; symbolic execution; firmware security; 
automatic exploit generation 
Categories: D.4.6, D.2.5, C.2.0 
DOI: 10.3897/jucs.207391 

1 Introduction 
The Internet of Things (IoT) has brought human life into an unprecedented era of 
intelligence, providing new smart services for our daily lives. However, IoT technology 
is now widely applied across multiple fields, including critical infrastructure, industrial 
sectors, and smart homes. This widespread integration has amplified the security risks 
associated with its architecture, leading to a growing number of attack surfaces 
targeting IoT systems [Cheng et al., 2023]. 

Firmware, which includes the kernel and file system, is stored in IoT devices and 
controls their proper operation. Devices of the same model often use identical firmware, 
and even different types of devices from the same manufacturer may share similar 
firmware. Furthermore, devices from different manufacturers may also be developed 
based on the same firmware system. Therefore, firmware vulnerabilities are particularly 
severe for the following reasons: 1) The number of exposed firmware vulnerabilities 
continues to grow; 2) In-the-wild attacks targeting firmware are becoming more 
frequent; and 3) Exploiting firmware vulnerabilities provides attackers with the highest 
levels of privilege and system control. 

To better identify security issues in firmware, researchers have continuously 
proposed automated vulnerability detection methods [He et al., 2021, Zheng et al., 2019] 
and static analysis techniques, which have exposed a large number of vulnerabilities in 
IoT devices. Updating firmware is the most effective and economical way to mitigate 
vulnerabilities. However, updates cannot address the threat of 0-day vulnerabilities, and 
vulnerability patches must ensure that they do not cause conflicts in the software’s 
functionality, such as fixing bugs while avoiding program crashes. It is evident that 
compared to vulnerability discovery, vulnerability remediation requires developers to 
invest significantly more effort. Therefore, for device manufacturers, it is impractical 
to fix all vulnerabilities, and the key is how to allocate resources efficiently. 

Vulnerability assessment is an effective way to help manufacturers mitigate 
firmware security issues to the greatest extent. AEG is a crucial method for evaluating 
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the severity of vulnerabilities and can be performed either manually by developers or 
automatically by machines. However, vulnerability assessment that relies solely on the 
triggering conditions and impact effects of vulnerabilities is incomplete; the ease of 
exploit (Exp) generation should also be taken into consideration. Manually generating 
exploits requires developers to have a deep understanding of the underlying system, 
including file formats, processor architecture, enabled security mitigations, and the host 
operating system’s operational conditions. In the early days, exploits relied on code 
injection, where shellcode was inserted into memory and executed. However, with the 
implementation of security protections such as NoeXecute(NX) and Address Space 
Layout Randomization (ASLR), control flow hijacking has become increasingly 
difficult. As a result, researchers have shifted their focus to specific instruction 
sequences in memory. Return-Oriented Programming (ROP) has emerged as the most 
popular exploit development technique. However, ROP still requires manual analysis 
and crafting. Given the rapid increase in vulnerabilities in IoT devices, manual exploit 
generation is no longer sufficient. This has led to the exploration of new methods to 
introduce automation in exploit development, known as AEG. 

As an effective solution for vulnerability assessment [Luo et al., 2021], AEG has 
garnered increasing attention. Firmware developers can utilize AEG to assess 
vulnerabilities and prioritize the remediation of high-risk issues, while defenders can 
analyse the generated exploits to create security rules aimed at preventing 0-day attacks. 
The core technologies employed by AEG are fuzzing [Yu et al., 2023] and symbolic 
execution [Chipounov et al., 2011]. Fuzzing seeks to identify inputs that cause a 
program to crash through random input generation. While Fuzzing is effective at 
discovering vulnerabilities and generating Proof of Concept (POC) exploits, it does not 
provide the necessary details for exploit generation, such as overflow variable lengths, 
hijack address locations, and control flow condition constraints. As a result, exploit 
generation through Fuzzing tends to be random and inefficient [Cha et al., 2012]. On 
the other hand, symbolic execution is used for control flow and data flow analysis. 
Control flow analysis checks whether a program contains calls to vulnerable functions, 
while data flow analysis examines whether tainted data can reach vulnerability points. 
However, neither approach adequately checks the constraints on inputs that affect 
branching structures, which can lead to false positive vulnerability reports [Liu et al., 
2024]. 

The web services and network services of IoT devices contain more exploitable 
vulnerabilities, primarily because such programs accept frontend requests and invoke 
backend binaries for processing. Attackers can craft malicious frontend requests to 
corrupt the backend binaries. Existing solutions often overlook this characteristic of 
IoT devices. For instance, fuzzing and symbolic execution [Yu and Cui, 2024] typically 
focus on backend programs as entry points for analysis, only executing part of the 
program state, which leads to inefficient exploit generation and a large number of false 
positives. Research has shown that the variables triggering backend vulnerabilities are 
passed in from frontend inputs, and the keywords in the backend variables are identical 
or similar to those in the frontend [Chen et al., 2021]. This discovery can be leveraged 
to quickly and accurately construct exploits. 

Early AEG approaches initiate path exploration and taint analysis from assignment 
functions within binary programs, ultimately achieving exploit generation. However, 
as discussed earlier, the data sources for IoT device firmware are primarily provided by 
frontend requests. Therefore, starting program analysis from assignment functions 
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within the binary code is clearly inaccurate in this context. Instead, it is more 
appropriate to use frontend inputs as the starting point for program analysis [Yu and 
Cui, 2024]. 

We propose SKAEG, a method that establishes a link between frontend inputs and 
backend vulnerability-triggering variables by leveraging shared keywords between the 
frontend and backend. This approach employs symbolic execution as the core technique 
and introduces a series of measures to address the issue of false positives inherent in 
symbolic execution. The rationale behind this approach is based on the similarity or 
identity of keywords between frontend and backend functions. The frontend marks 
inputs using keywords and encodes them in the request package, while the backend 
uses the same keywords to extract user input for function variables. The starting point 
of the vulnerability path is the intersection where frontend input meets the backend 
extraction function. From this, the vulnerability-triggering keywords can be 
determined. By further analysing the vulnerability path, keyword constraints can be 
generated, and by parsing the frontend file containing the vulnerability keywords, an 
exploit can be constructed.  

To quickly generate exploits, this method first analyses the frontend files to 
determine the source of vulnerability keywords and the composition of the request 
packet. It then uses the constraints from backend vulnerability keywords. Additionally, 
it introduces a vulnerability exploitation generation method based on frontend-backend 
shared keywords. To improve the efficiency of exploit generation, this paper proposes 
an optimized method for taint analysis in vulnerability detection, filtering out backend 
vulnerabilities lacking frontend inputs and those whose vulnerability endpoints are 
unreachable to reduce false positives. SKAEG consists of two components: the 
vulnerability detector, which is used to initially identify vulnerabilities in the program, 
and the exploit generator, which analyses the exploitability of the vulnerabilities and 
performs constraint solving for exploitable vulnerabilities. Finally, by parsing the 
frontend files, it constructs a complete exploit. 

To summarize, we have made the following contributions: 
1) We propose a vulnerability exploit generation method based on shared keywords 

between the frontend and backend, eliminating hardware dependencies. By combining 
the source of frontend input keywords with the constraints of backend vulnerability 
keywords, this method enables rapid exploit generation. 

2) We introduce a vulnerability exploitability analysis method that filters out non-
exploitable vulnerabilities by analysing the vulnerability type, variable type, and 
reachability of the target state, thus reducing the performance overhead of generating 
redundant exploits. 

3) We design and implement SKAEG, which was evaluated on 10 IoT devices from 
4 different manufacturers. In the evaluation, we identified 51 non-exploitable 
vulnerabilities. Furthermore, by comparing the use of CVE vulnerabilities from 8 real 
devices with IOTAEG, we successfully generated exploits more quickly. 

In this paper, Section 2 establishes the theoretical foundation of shared keywords 
and reviews limitations in existing IoT exploit generation techniques. Section 3 details 
the SKAEG framework design comprising vulnerability detection and hardware-
independent exploit generation modules. Section 4 presents experimental validation 
across 10 IoT devices. Section 5 concludes with SKAEG’s efficacy in eliminating 
hardware dependencies and outlines future research directions. 
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2 Background and Related Work 
2.1 Background 

Existing AEG solutions primarily utilize fuzzing and symbolic execution techniques to 
identify input data that can trigger crashes in programs. Exploits are then constructed 
based on these crashes, ultimately achieving arbitrary code execution through 
techniques like control flow hijacking. IoT devices typically have frontend web 
interfaces, and backend vulnerabilities are often triggered by request packets. 
Therefore, unlike conventional binary program exploits, IoT device exploits can be 
generated more quickly and accurately by analysing frontend page files. 

2.1.1 Vulnerability Detection 

Vulnerability detection commonly employs three methods: fuzzing, symbolic 
execution and static analysis. Fuzzing uses specific seeds for mutation to generate 
random inputs, and through these random inputs, it identifies states that cause program 
crashes [Böhme et al., 2016, Li et al., 2022]. However, fuzzing has notable limitations: 
it requires manually provided seed sets, and conventional fuzzing programs cannot 
cover all program branches [Feng et al., 2021, Qin et al., 2023, Zheng et al., 2019]. 
Additionally, the vulnerabilities discovered through fuzzing lack detailed information, 
making vulnerability analysis more challenging. 

Symbolic execution, on the other hand, is a formal method that represents all 
program inputs with symbolic values. It simulates the execution of the program and 
uses a powerful constraint solver to solve the constraint expressions for each path 
[Stephens et al., 2016]. During symbolic execution, the vulnerable variable is treated 
as a symbolic variable. Each time a condition involving this variable is encountered, a 
corresponding constraint is recorded. For example, if the vulnerable variable is s, and 
the path includes a condition such as s.length > 0, this constraint is saved. If a 
subsequent condition like s[10:13]=="png" is encountered later in the path, it is 
recorded as an additional constraint. Each vulnerability-triggering variable corresponds 
to a constraint expression, and the constraint solver in symbolic execution can not only 
generate vulnerability validation scripts but also derive the structure of the 
vulnerability-related variables, providing data constraints for exploit generation. 
Therefore, compared to fuzzing, vulnerability detection techniques based on symbolic 
execution are more advantageous for exploit generation. 

Symbolic execution faces the challenge of path explosion [Cha et al., 2012, Wang 
et al., 2018], which results in significant overhead when invoking the constraint solver 
to solve every constraint. Even the most advanced binary symbolic engines still 
encounter this problem today. 

Static analysis is a method of detecting vulnerabilities by analysing the structure, 
syntax and data flow of source code, binary code, or intermediate code without 
executing a program. Its core is to identify potential security flaws such as buffer 
overflow, injection vulnerabilities, or unverified data usage through techniques such as 
pattern matching, data flow analysis or symbol execution [Yin et al., 2023, Yu and Cui, 
2024]. However, this method also has limitations such as high false positive rates, 
difficulty in detecting runtime behaviour and logical vulnerabilities, and usually 
requires verification in combination with dynamic analysis [Chen et al., 2016, Kim et 
al., 2020] or other technologies. 
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2.1.2 Exploit Generation 

Local variables that lack length restrictions can lead to buffer overflows, resulting in 
the corruption of return pointer data. The return address will be used as the instruction 
address of the program when the program executes the return instruction, facilitating 
the transfer of program control [Burow et al., 2017]. 

To exploit such vulnerabilities, attacker needs to craft overflow data that modifies 
the return address content to the payload and execute the return instruction. If the return 
address is set to an invalid address, the program will crash upon executing the return 
instruction. 

In IoT devices, vulnerabilities are triggered through request packets, with 
parameters supplied by user input. These variables are passed to the backend program 
in the form of request packets [Costin et al., 2014, Liu et al., 2025], potentially causing 
buffer overflows. By crafting the target segments of these variables, attacker can control 
the program's jump to specific instruction states. 

2.2 Related Work 

AEG has evolved through three key areas: general-purpose AEG tools, IoT-specific 
solutions, and symbolic execution optimizations [Hernandez et al., 2022, Hu et al., 2015, 
Spensky et al., 2021]. In recent years, numerous automated exploit generation methods 
have been proposed. APEG [Brumley et al., 2008] was an early attempt at AEG, it is a 
patch-based solution focusing on the location of patches but does not delve deeply into 
exploit generation. In 2011, Thanassis et al. first proposed a source code-based 
automated exploit generation method, AEG [Avgerinos et al., 2011], which achieved a 
complete process from vulnerability detection to exploit generation, though it was 
limited by program source code and vulnerability types. Mayhem [Cha et al., 2012] 
expanded AEG by introducing dynamic instruction insertion and taint analysis 
techniques, but it still struggled with complex and multithreaded applications. 
FlowStitch [Hu et al., 2015] achieved vulnerability detection and exploit sample 
generation but could not be applied to real programs. Huang et al. [Huang et al., 2012] 
implemented CARX based on S2E to enable dynamic vulnerability analysis, improving 
the speed of symbolic execution. FAEG [Xu et al., 2023], based on feature-driven 
implementation, addressed the poor effectiveness of other open-source exploit 
solutions in bypassing program protection mechanisms. These solutions attempt to 
introduce various techniques into automated exploit generation, advancing research in 
the field. In addition, although tools such as AlphaExp [Wang et al., 2023b], AAHEG 
[Wang et al., 2023d], AutoPwn [Xu et al., 2024], Tunter [Wang et al., 2023a], and Vesta 
[Chen et al., 2024] have made some progress in vulnerability exploit generation, they 
are still limited to specific application scenarios. Classic general-purpose AEG systems 
focus on binary-level analysis and on converting program crashes or PoCs into 
exploitable inputs in general-purpose OS environments. General AEG techniques that 
target single-process binaries or depend on full-system emulation are not directly 
applicable or do not scale well for firmware [Zhao and Zhang, 2025]: they cannot 
reconstruct request packets from multi-file frontend artifacts nor exploit vulnerabilities 
that require precise frontend parameters embedded in HTML/JS/XML files. 
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In 2023, Wang et al. proposed IOTAEG [Wang et al., 2023c] for the first time, a 
vulnerability exploitation system aimed at bypassing protection mechanisms in IoT 
devices. It provides different exploit generation strategies based on various protection 
mechanisms. While effective in certain contexts, IOTAEG exhibits two major 
limitations. First, it relies heavily on real hardware or emulated execution 
environments, which increases the complexity and cost of large-scale vulnerability 
exploitation. Second, it treats the firmware as a monolithic binary and fails to consider 
the collaborative interaction between the frontend and backend in typical IoT web 
services—a characteristic that is especially prominent in embedded web-based 
management interfaces. To address these limitations, we propose SKAEG, a novel 
exploit generation scheme that leverages shared keywords between the frontend (e.g., 
HTML/ASP) and the backend (e.g., binary handlers). By establishing semantic links 
between user inputs and vulnerable variables, SKAEG enables accurate exploit 
generation without requiring hardware interaction or dynamic emulation. This 
approach significantly improves scalability and aligns more closely with the 
architectural characteristics of real-world IoT firmware.  

The concept of shared keywords was first introduced in Karonte, which used entry 
functions as frontend keyword inputs to initiate taint analysis [Redini et al., 2020], 
enabling the detection of a certain number of vulnerabilities in embedded devices. Satc 
[Chen et al., 2021] was the first to formally introduce the concept of shared keywords 
by parsing frontend files to extract frontend keywords and pairing them with keywords 
in boundary binary files for vulnerability detection. It leverages string-literal overlap 
between front-end files and back-end binaries [Zhao et al., 2024] to find input entry 
points and then applies targeted data-flow analysis to detect bugs. From the perspective 
of application, both Satc and Karonte leverage shared keywords for vulnerability 
detection, enhancing the efficiency and accuracy of taint analysis. In contrast, the 
approach presented in this paper extends the use of shared keywords not only for 
vulnerability detection but also for the process of constructing complete request 
packets. Second, from an object-oriented perspective, Satc and Karonte utilize shared 
keywords to identify vulnerability-related variables for taint analysis. However, this 
paper’s approach goes further by employing shared keywords to identify all variables 
involved in the construction of a complete request packet. These variables include not 
only vulnerability-related variables but also essential ones for constructing the request 
packet, such as login credentials, password, and CAPTCHA values, which are 
necessary for a comprehensive exploit.  

SKAEG, proposed in this paper, is the first to introduce shared keywords into the 
exploit generation process. Unlike conventional binary program exploit generation, IoT 
device exploit generation requires not only generating the exploit variable but also 
constructing a complete request packet. Shared keywords allow for quick localization 
of the vulnerable variables in the web page, and by parsing frontend files, request packet 
construction can be completed, enabling IoT exploit generation. 

The core technology behind SKAEG's exploit generation is symbolic execution. 
However, symbolic execution is plagued by significant challenges such as path 
explosion and constraint-solving failures [Bailey and Nicholas, 2025, Zhang et al., 
2020]. These issues severely limit its scalability and efficiency, prompting numerous 
studies to propose various optimization strategies to mitigate these limitations. Revery 
[Wang et al., 2018] proposed a layout-based fuzzing method to replace symbolic 
execution for exploitable state exploration, while using lightweight symbolic execution 
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to solve inputs during the exploit generation phase. Tunter [Wang et al., 2023a] is a 
vulnerability exploitability assessment scheme that uses symbolic execution to find 
exploitable states, relying on both control flow and data flow constraints as the criteria 
for determining exploitable states. It also employs pruning strategies to mitigate the 
problem of path explosion in symbolic execution. During exploit generation, SKAEG 
also assesses exploitability. To optimize symbolic execution, SKAEG alleviates the 
computational over-head through three key measures: reducing redundant symbolic 
execution processes, applying fragment constraints to vulnerability-related keywords, 
and optimizing variable constraints. 

3 Motivation and Approach 
3.1 Problems 

The core idea of exploiting a vulnerability is make the program go into a state that can 
be used for an attack. This process involves exploring the vulnerability state and 
generating the corresponding exploit script. This exploitable state typically occurs 
when memory corruption caused by a vulnerability changes the normal execution flow, 
leading to control flow hijacking. The key to discovering this exploitable state is path 
exploration. 

A typical application has thousands of execution paths, each with different 
constraints. Given the huge number of paths in the target application, fuzzing often fails 
to reach good coverage. Additionally, it can’t guarantee that strict constraints will be 
satisfied within a limited time. As shown in the code in Listing 1, the server variable 
has 0xFFFFFFFF possible addresses, of which 0x6A000 addresses satisfy the 
constraint on line 8. For fuzzing's random algorithm, the probability of satisfying this 
constraint is 1/10000. Thus, fuzzing is highly unlikely to meet the constraints and 
explore subsequent path. 

if(nvram_match("vpn_type","PPTP")) 
type="vpn_pptp_server"; 

else 
type="vpn_l2tp_server"; 

server=nvram_get(type); 
host=gethostbyname(server); 
com = fopen("/dev/ttyS1", "w"); 
if(host) 

{ 
fprintf(com, "Resolve VPN Server [%s] ip=%s\n", server, host); 
return 1; 

} 
else 

fprintf(com, "Can not resolve VPN Server [%s]\n", server); 
return 0; 

Listing 1: Code from CVE-2024-27567 
Symbolic execution can satisfy strict constraints and achieve sufficient path 

coverage in small-scale programs. However, as program complexity grows, it suffers 
from path explosion, making it ineffective for large-scale applications. Unlike 
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traditional binary exploit generation, exploiting vulnerabilities in IoT firmware not only 
requires solving for the vulnerability-related variables, but also constructing a complete 
request packet to trigger the backend logic. Listing 2 shows the PoC for CVE-2024-
27567, which includes both the request header and request content. The existing IoT 
vulnerability exploitation schemes, such as IoTAEG, are unable to generate PoCs 
directly from firmware and instead rely on emulation environments or real devices. As 
a result, when neither real devices nor suitable emulators are available, these 
approaches fail to produce working exploits.  

POST /apply.cgi HTTP/1.1 
Host: 192.168.10.1 

Authorization: Basic YWRtaW46YWRtaW4= 
Upgrade-Insecure-Requests: 1 

Origin: http://192.168.10.1 
submit_button=VPN_PPTP&change_action=&vpn_pptp_auto=0&vpn_pptp_only=
0&vpn_type=PPTP&vpn_pptp_enable=1&vpn_nat_enable=1&vpn_dns_enable=1
&action=Apply&wb_pptp_enable=on&vpn_pptp_server=192.168.10.1&vpn_pptp
_username=a&vpn_pptp_passwd=a&vpnc_auth=0&vpn_pptp_mppe=0&vpnc_stat
eful=0&vpn_pptp_mtu=1450&vpn_pptp_mru=1450&vpn_client_ip=192.168.10.2
&vpn_pptp_redial_count=10&vpn_dst_enable=0&vpn_check_mode=0&web_vpn_

nat_enable=on&web_vpn_dns_enable=on 

Listing 2: Poc of CVE-2024-27567 

In summary, existing exploit generation techniques face significant limitations in 
both path exploration and exploit generation. 

3.2 Idea 

As discussed in Section 3.1, fuzzing has a low probability of satisfying path constraints, 
making it unsuitable for path exploration. Symbolic execution can strictly meet path 
constraints, but it faces path explosion issues in large-scale programs. Therefore, 
addressing the path explosion problem is essential and necessary. So, we use 
exploitability analysis first to eliminate non-exploitable vulnerabilities, which can 
effectively reduce the number of symbolic executions. Then, symbolic execution can 
be used to explore the remaining exploitable states. In addition, we apply a pruning 
strategy to further mitigate the impact of path explosion.  

Another important challenge is eliminating hardware dependencies in the exploit 
generation process. We introduced a novel scheme based on shared keywords to 
generate exploit scripts. As shown in Listings 1 and 2, backend variables are passed in 
through frontend request packets. We formalize a keyword as a non-empty string 𝑘. Let 
𝐹 denote the set of extracted frontend tokens and 𝐵 the set of backend string literals. A 
shared-keyword is any 𝑘 satisfying: 

(1) 𝑘 ∈ 𝐹 ∩ 𝐵 after normalization (lowercasing, trimming punctuation); 
(2) 	|𝑘| ≥ 𝐿(minimum length threshold) and 𝑓𝑟𝑒𝑞!(𝑘) ≥ 𝜏!𝑓 (frontend frequency 

threshold) to filter spurious short tokens; 
(3) optional semantic similarity check 𝑑𝑖𝑠𝑡(𝑘" , 𝑘#) ≤ 𝜀 (edit distance or token 

similarity) to allow near-matches. 
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By leveraging shared keywords, we can effectively establish a mapping between 
frontend files and backend vulnerability variables. Through statical analysis of the 
relevant frontend files, we are able to generate the exploit scripts.  

In summary, the pruning strategy is used to overcome challenges in exploitability 
analysis during symbolic execution, while shared keywords can eliminate the hardware 
dependency. 

4 Framework Design 

4.1 Pipeline 

We introduce a novel exploit generation scheme, SKAEG, which leverages the 
characteristics of shared keywords between the frontend and backend. This approach 
enables efficient vulnerability detection in IoT firmware and rapid exploit generation 
based on vulnerability states. As shown in Figure 1, the scheme consists of two main 
components: vulnerability detection and exploit generation. 

 

Figure 1: The overall pipeline of the proposed SKAEG scheme 

For vulnerability detection, the firmware serves as the input. First, a firmware 
unpacker is used to unpack the firmware image and identify frontend files and backend 
programs based on file types. HTML, JavaScript, and ASP files are typically frontend 
files, while executable binaries and dynamic link library files are backend files. After 
extracting shared keywords by analysing the frontend files, taint analysis is performed 
based on these keywords. Based on the shared keywords extracted from the frontend, 
the system locates the corresponding request handling functions and identifies the 
relevant boundary binaries in the firmware. These serve as the entry points for taint 
analysis. The taint analysis then tracks how input data propagates through the program, 
and the results are analysed to extract vulnerability state information, including 
vulnerability paths, variables, and other details. 

The exploit generation process consists of three steps. First, the exploitability of 
the vulnerability is evaluated based on the extracted state information. Execution 
tracing is then conducted from the vulnerability’s entry point to construct data 
constraints and assess whether these constraints can lead to an exploitable state. Second, 
constraint solving is conducted on the exploitable state. Based on the vulnerability state 
information, the memory layout is reconstructed at the point where the vulnerability is 
triggered. This step identifies the controllable memory regions and calculates the extent 
of memory influence. Symbolic constraints are then generated to describe the necessary 

Firmware Vulnerability 
States Exp

Vulnerability Detection
Shared 

Keyword 
Extraction

Taint
Analysis

Exploit Generation.

Exploitability 
Analysis

Constraint 
Solving

Frontend 
File 

Parsing

Original components Modified components New components



   1321 
 

Wu Sh., Chang J., Guo J., Chen F., Wei H., Wang Zh., Zhang G., Chu Y.: SKAEG ... 

conditions for reaching an exploitable state. Third, we parse the frontend file where the 
vulnerability-related variables are passed, and extract other related variables and 
operations in the request package. These are then combined with the constraints of the 
exploitable state to generate the final exploit script. 

4.2 Vulnerability Detection 

4.2.1 Shared Keyword Extraction 

Frontend and backend keywords generally use identical string representations. For the 
unpacked firmware, the Shared Keyword Extraction Module is used to extract potential 
keywords from frontend files. The overall workflow is illustrated in Figure 2, which 
includes five key steps: identifying the frontend files, determining their types, 
extracting candidate keywords, filtering out redundant terms, and finally matching the 
keywords with corresponding variables in the backend code. 
 

 

Figure 2: The workflow of the Shared Keywords Extraction Module 

Initially, the file type is identified in the Type Judgment to determine the 
appropriate keyword extraction method. In this work, four representative types of 
frontend sources are considered: ASP files, HTML files, XML files, and JavaScript 
files. For HTML files, which have a standard format, regular expressions are used to 
extract keywords. XML services typically have fixed formats to mark input data in 
XML files, so a pre-analysis is employed before applying regular expressions to extract 
keywords. JavaScript, being more complex in format, is parsed into an Abstract Syntax 
Tree (AST), and each Literal node is scanned to extract values from its value attribute. 
ASP files contain both HTML and scripting languages.  

Afterwards, the relevant files are chosen in the Select Extraction step for further 
handling. The candidate strings are then obtained in the Keyword Extraction step 
according to the above rules. The extracted strings contain many false keywords, which 
will lead to a significant burden to string matching in the Keyword Filtering step. To 
exclude the false ones, criteria such as string length and frequency of occurrence are 
applied.  

Finally, in the Keyword Matching step, the filtered strings are matched with 
backend strings to obtain the shared keywords. Here, we apply criteria such as string 
length and frequency to reduce false positives in string extraction. Subsequently, the 
remaining strings are matched with backend code to identify shared keywords. The 
keywords are classified into parameter and operation types based on frontend 
characteristics. Then specific rules are applied to each category to improve accuracy. 

A representative case from the LBT-T310 router’s web service is shown in Figure 
3. The variable vpn_client_ip appears in both the frontend page and the backend 
program. It is provided by the user through the frontend interface and passed to the 
backend via a request packet sent to the web service. In the backend, the value of this 
variable is retrieved using the function nvram_get and assigned to the variable v8. A 
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subsequent call to strcpy with v8 as an argument can trigger a stack overflow. By 
extracting and matching keywords from both the frontend and backend code, it is 
possible to quickly identify variables that are passed from the frontend and used in the 
backend, thereby locating potential vulnerability points. 

 

Figure 3: Example of frontend and backend keyword matching (code excerpt from 
LBT-310) 

4.2.2 Taint Analysis 

Taint analysis is utilized to trace the propagation of untrusted input through a program’s 
execution. Leveraging the Shared Keyword Extraction Module described above, we 
can efficiently identify the starting point for taint analysis. Starting from the identified 
extraction point, taint information is propagated along the program's data flow. If 
certain memory locations are not affected by the taint, or are constrained by specific 
functions (e.g., strlen, which limits data length), the corresponding taint tags are cleared. 
Once taint analysis is complete, the vulnerability state information, including the 
starting point of the vulnerability, vulnerable variables, and trigger points, is obtained. 

To efficiently perform taint analysis on embedded devices, SKAEG implements 
three optimization strategies at this step: 1) Skipping non-tainted variable function calls: 
Function calls that do not involve tainted variables do not impact the analysis results 
and are therefore skipped to enhance execution efficiency; 2) Setting a function call 
threshold: To prevent path explosion, we set a threshold for the function call depth. 
Calls exceeding this threshold are not executed; 3) Logic constraint pruning: For paths 
that are reachable according to control flow but contain mutually exclusive logical 
conditions, data constraints are applied to identify and exclude such paths. 

4.3 Exploit Generation 

4.3.1 Exploitability Analysis 

To accurately identify exploitable vulnerabilities, we introduce a new component—the 
Exploitability Analysis Module. The module leverages vulnerability state information 
to identify the vulnerability path, beginning from the function that invokes the sink 
function and targeting the exploitable state as the endpoint, as illustrated in Algorithm 
1. The memory of the current function is analysed to determine the memory layout and 
the length of the memory corruption at the target state—that is, the concrete program 
state the exploit aims to reach to achieve the intended security impact. For instance, in 
a stack buffer overflow, the target state is the saved return instruction pointer (RIP) on 
the stack being overwritten with an attacker-controlled value to redirect control flow to 
a payload or ROP chain. As vulnerability variables are categorized as pointers or strings, 
three cases are considered during the analysis: If a vulnerability variable is stored as a 
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pointer and cannot be used to control the program flow, the vulnerability is marked as 
non-exploitable; If the variable is a string, the analysis checks whether the corrupted 
memory is located on the current stack; If the corrupted memory resides in a heap 
address (such as one allocated by malloc()) or a global string that does not allow control 
of program flow, the vulnerability is also marked as non-exploitable. 

To handle memory changes, SKAEG hooks functions that manipulate vulnerability 
variables, such as strcpy and nvram_get. Three types of hooks are employed: 1) 
Variable extraction function hooks, which replace vulnerability variables with 
symbolic variables to derive the constraints required to reach the target state; 2) Tainted 
variable operation hooks, which update the corresponding memory contents; 3) 
Unrelated variable operation hooks, which are skipped as irrelevant to the analysis. 

Algorithm 1 Exploitability Analysis 

Input:VSs,CFG 
Output:exploitableVuls 

1   exploitableVuls←[] 
2   for VSÎVSs do 
3       if VS,type is Stackoverflow then 
4           memmap=memLayoutAnalysis(VS.addr) 
5           if VS.variable is string then 
6               size=computSize(memmap,VS.variable) 
7               if TargetStateExplore(VS.addr,size, CFG) then 
8                  exploitableVuls←VS 
9               end 
10         end 
11    end 
12 end 
13 return exploitableVuls 

Finally, the system performs path exploration to the target state. If a reachable path 
is found, the corresponding exploitation state constraints are generated; otherwise, the 
vulnerability is marked as non-exploitable. 

An example is presented in Figure 4. A stack overflow vulnerability exists at lines 
12 and 14 of the sub_15CE4 function, involving the vulnerable variable s, a string array 
allocated on the stack. The value of s is derived from splitting the string a1. Therefore, 
controlling the value of a1 indirectly controls the variable s. The exploitability analysis 
uses a1 as the starting point for symbolic execution. It checks whether the RIP register 
value can be overwritten, which is the key condition to determine if the vulnerability is 
exploitable. As shown in Figure 4, if the target address cannot be reached after 
executing line 16, the vulnerability is non-exploitable; otherwise, it is considered 
exploitable. 
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Figure 4: Illustrative Example of Exploitability Analysis for Function sub_15CE4 

4.3.2 Constraint Solving 

In the process of exploitability analysis, symbolic variables are used to replace the 
vulnerability variables for path exploration. Meanwhile, constraints on these symbolic 
variables, such as variable bit length and value range, are generated as the target state 
is explored. When variables have large lengths or wide value ranges, the number of 
constraints can become excessive, leading to crashes in the symbolic execution engine 
and failure to solve the constraints. Solving these constraints can yield values for 
vulnerability variables that satisfy the conditions.  

To ensure successful constraint solving, we apply constraints only on address-
related bytes, such as jump addresses in control flow hijacking. For character value 
range constraints, we assign specific values from the range instead of solving them. For 
instance, if the vulnerability variable requires characters to be letters or numbers, the 
characters in the vulnerability variable will be set to a consistent value. 

As described in Section 4.3.1, the goal of symbolic execution is to identify whether 
a vulnerability can overwrite the RIP register, thereby redirecting the program’s 
execution to a target location. During symbolic execution, the vulnerable variable is 
replaced by a symbolic variable and propagated through the program. Constraints on 
this symbolic variable are collected during the path exploration process. 

Figure 5 illustrates the constraint solving process. The vulnerable variable pl must 
overwrite both the memory region following its address and the RIP register. 
Furthermore, three constrains on pl are identified through symbolic execution, as shown 
in the "Constraints" box in Figure 4. Specifically, bytes 445 to 448 must equal the string 
".png"; bytes 449 to 482 must contain a target instruction address and the corresponding 
payload string; and the first 444 bytes must consist of arbitrary characters. Constraint 1 
is solved directly using a constraint solver. For Constraint 2, solving is performed based 
on the target address—for example, if the goal is to invoke the system function, the 
target address is set to the address of the system instruction. Constraint 3 is handled 
without symbolic solving. We use fixed characters to fill the corresponding payload 
segment instead. 
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Figure 5: Illustrative Example of Constraint Solving for CVE-2018-5657 

4.3.3 Frontend File Parsing 

Binary programs have two main ways to pass parameters: 1) Terminal Input: 
Parameters are passed through terminal input. For example, in the command “python 
reverse.py abc”, the string “abc” is passed as an argument when the program is 
executed, or obtained via functions like scanf( ) or gets( ); 2) Frontend Web Interface 
Submissions: Programs using HTTP or UPnP protocols for data exchange require 
strictly formatted request packets. In embedded device firmware, boundary binary 
programs generally receive data through request packets.  

Therefore, in order to exploit vulnerabilities, the full request packet must be 
constructed based on the vulnerability variables. The conventional approach to 
obtaining request packets is by sending requests on web pages and capturing them with 
tools like BurpSuite. This process typically requires a simulation environment and real 
devices. In contrast, we introduce the Frontend File Parsing Module to directly 
construct the request packet without relying on such setups, by analyzing the frontend 
files containing shared keywords related to vulnerability variables.  

First, the module locates the page containing the vulnerability variables using string 
matching algorithm. Since a single frontend page may be composed of multiple files, 
this operation establishes a correspondence between the page and its related files. Then, 
key information is extracted from the related files, including the request URL, 
parameters, method, and data format. For HTTP-based applications, regular 
expressions are used to analyze HTML and ASP files, while an Abstract Syntax Tree 
(AST) is employed to parse JavaScript files. Due to the ever-evolving nature of 
JavaScript syntax, regular expressions may fail to accurately identify keywords. To 
overcome this, we parse the JavaScript file into an AST and scan each Literal node to 
extract the value from its value attribute. If the Literal node contains the symbol “/”, 
the string is treated as an action keyword. Additionally, we search for all 
CallExpression nodes to identify those that invoke typical API methods, such as 
sendSOAPAction. The API methods or the arguments of the matched nodes are also 
treated as action keywords. We prioritize literals used in request-construction contexts, 
apply bounded constant-folding for simple concatenations or template literals when 
resolvable statically, and otherwise record unresolved values as dynamic parameter 
placeholders. For UPnP and SOAP-based programs, XML files are analyzed to find 
request format parameters and operation keywords. Finally, we generate an Exp using 
the gathered key information and solved vulnerability variables. During this step, the 
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request URL and method are used to construct the request packet header, and each 
request parameter is assigned specific values. By combining the recorded data 
constraints from the path exploration process and the solved vulnerability variables, the 
request content is generated. 

5 Evaluation 

We evaluated SKAEG using real-world embedded device firmware and vulnerabilities 
to answer the following questions:   

RQ1: How effective are Satc optimizations and exploitability analysis in improving 
the vulnerability exploitation process?  

RQ2: Can the optimized symbolic execution successfully solve vulnerability 
variables?  

RQ3: How does the exploit generation efficiency of SKAEG compare to that of 
IOTAEG?  

These research questions guide the evaluation to assess the performance and 
advancements brought by SKAEG in terms of efficiency and accuracy in vulnerability 
exploitation generation for IoT firmware. 

Dataset: To evaluate the exploitability analysis, we selected firmware samples from 
4 major IoT vendors: D-Link, Tenda, Netgear, and Cisco. As shown in Table 1, a total 
of 10 firmware samples were collected. These samples appeared in Satc's experimental 
dataset and allowed vulnerabilities to be effectively discovered through shared 
keywords. To evaluate exploit generation and compare it with IOTAEG, we selected 8 
real IoT device CVE vulnerabilities evaluated in the IOTAEG experiment. SKAEG 
aims to achieve program control flow hijacking through vulnerabilities, so the 
experiment selected 8 stack overflow vulnerabilities. These types of vulnerabilities 
allow control flow hijacking by manipulating the return address register to indirectly 
control the program's execution flow. 

Existing Tools: We compared SKAEG with IOTAEG, the first tool proposed for 
generating exploits for embedded devices. IOTAEG improves vulnerability detection 
efficiency through fuzzing and uses SMT solvers during symbolic execution to 
determine vulnerability types. However, IOTAEG does not perform exploitability 
analysis and relies on real devices for exploit script generation. 
Experimental Environment: SKAEG’s vulnerability detection part extends Satc using 
FITS [Liu et al., 2024] and Cindy [Yin et al., 2023], while its exploit generation part 
uses Angr for exploitability determination and vulnerability variable solving, and Js2Py 
to handle JavaScript files. Satc is developed in Python 2, but since Angr only supports 
Python 3, we redeveloped Satc in Python 3 to ensure system consistency. The 
experiments were conducted on an Ubuntu 18.04 with an Intel Core i7 10th Gen 
octacore CPU, 16GB RAM, and 512GB memory. The software environment included 
Python 3.11 and Binwalk 2.3.2. The minimum keyword string length was set to 2 
characters; the keyword frequency threshold was fixed at 3 occurrences; the maximum 
call-depth limit was constrained to 5; and the logic-constraint pruning strategy was 
configured to discard constraints whose path frequency was less than 2. These 
parameter values were applied consistently across all experimental evaluations. 
 

Vendor Series Type Firmwares Bugs Exploitability 
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D-link DIR Router 2 5 0 
Tenda AC Router 3 60 46 

Netgear R Router 4 189 109 
Cisco RV Router 1 27 27 
Total - - 10 281 182 

Table 1: Dataset Devices Information 

5.1 Exploitability Analysis Evaluation 

We selected 10 firmware samples from 4 major IoT vendors to evaluate the 
effectiveness of the firmware exploitability analysis. In the original Satc detection 
process, the lack of filtering for security functions resulted in lower efficiency and false 
positives. To address this, we used FIST and Cindy to accelerate vulnerability detection 
and filter out security functions, which reduced the number of alarms. 

Table 2 shows the evaluation results of vulnerability exploitability. Exploitation 
indicates the accessibility of the vulnerability trigger point to the target exploit status 
path. The number of alerts and bugs reflects the results after improving Satc. In the 10 
firmware samples, by extracting front-end shared keywords and performing taint 
analysis on the boundary binary programs, a total of 593 alerts were generated. After 
reviewing the alerts, 281 bugs were confirmed, achieving a true positive rate of 47.4%, 
which is an improvement of 14.7% compared to the pre-optimized Satc rate of 32.7%. 
This significantly reduced the workload for the exploit generation phase. 

SKAEG conducted exploitability analysis on the identified vulnerabilities, first 
detecting the vulnerability type and variable type, then exploring the reachability of the 
target state. Ultimately, 51 vulnerabilities were marked as non-exploitable, while 230 
vulnerabilities were determined to have potential for exploit generation. The 
exploitability analysis identified non-exploitable vulnerabilities, effectively reducing 
the time spent on exploit generation by 18.1%. 

Regarding RQ1, the experimental results show that the improved Satc enhanced 
efficiency by 14.7%, and the exploitability analysis improved efficiency by 18.1%, both 
contributing significantly to the overall efficiency of exploit generation. 

 

Devices Versions Satc SKAEG 
Alerts Bugs Exploitable Non-Exploitable 

Cisco V1.0.3.44 72 27 27 0 
Tenda AC6 V15.03.05.16 22 17 14 3 
Tenda AC15 V15.03.05.18 29 22 15 7 
Tenda AC18 V15.03.05.05 27 21 17 4 

D-link DIR880 V1.07.08 8 4 0 4 
D-link DIR868 V1.12 1 1 0 1 

Netgear AC1450 V1.0.0.36 107 36 31 5 
Netgear R6200 V1.0.3.12 104 37 29 8 
Netgear R6300 V1.0.4.18 99 15 9 6 
Netgear R7900 V1.0.1.26 124 101 88 13 

Total - 593 281 230 51 
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Table 2: Exploitability Analysis Results 

5.2 Constraint Solving Evaluation 

To answer RQ2, we use the 8 CVE vulnerabilities in Table 3 to evaluate the 
vulnerability variable solving. The devices include ARM and MIPS architectures. The 
vulnerability is a stack overflow vulnerability that can cause control flow hijacking. 
The symbolic execution of the vulnerability variable solving is optimized by variable 
partitioning. The different segments of the variables are divided to distinguish the 
address constraint segment and the character constraint segment. The address constraint 
segment is constrained to solve the constraint, and the variable character constraint 
segment is assigned the value of the selected range firmware value. If the number of 
variable constraints to be solved exceeds 256, the constraint solver will crash and the 
solving process will fail. The optimized solving process successfully solves 8 CVE 
vulnerabilities.  

We compare the original symbolic execution (Symbex) and the symbolic execution 
using the optimization strategy (SKAEG). The results are shown in Table 3. For the 
value and operation process of irrelevant variables, symbolic execution does not 
generate symbolic variables for them, which will lead to uncontrollable results of 
related branch structures and inability to complete path reachability analysis. SKAEG 
adopts bypass strategy to deal with it; too many function calls will cause more state 
spaces in the program, which will cause crashes. SKAEG hooks functions that exceed 
the call threshold; for symbolic variables that are too long, the solving engine cannot 
successfully solve the variable content. SKAEG divides the symbolic variable address 
segment and constant segment, uses the solving engine to solve the address segment, 
and processes the constant segment by assignment. The results show that the 
optimization strategy adopted by SKAEG can effectively solve the problems existing 
in symbolic execution and successfully solve the vulnerability variables. 

ID Symbex Strategy SKAEG 
CVE-2018-5657 Missing variables Bypass Success 
CVE-2018-18708 Trapped in call Hook Success 
CVE-2018-16333 Trapped in call Hook Success 
CVE-2020-13392 Overlong variable Fragment solving Success 
CVE-2020-3331 Success Hook Success 
CVE-2021-40556 Overlong variable Fragment solving Success 

EDB-33862 Success Hook Success 
CVE-2018-20056 Success Hook Success 

Table 3: Symbolic Execution Results 

5.3 Efficacy Evaluation 

To address RQ3, we evaluated the efficiency of SKAEG using eight real-world CVE 
vulnerabilities in IoT devices. IOTAEG, being the first vulnerability exploitation 
generation solution for IoT devices, utilizes symbolic execution to identify 
vulnerability types and generate exploits. In order to further assess SKAEG's 
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performance, we compared it with IOTAEG. Table 4 shows the time comparison 
between IOTAEG and SKAEG. 

Since the experiment selected publicly disclosed CVE vulnerabilities, and 
IOTAEG obtains request packets through real devices and emulation, the IOTAEG time 
includes the time for symbolic execution to identify the vulnerability type and complete 
the exploit generation. SKAEG adopted the same CVE vulnerability evaluation scheme 
as IOTAEG for performance comparison. As the IOTAEG source code is not available, 
the IOTAEG experiment data was extracted from its published paper. 

Bugs ID Arch IOTAEG(s) SKAEG(s) 
CVE-2018-5657 ARM 1260.3 640.8 
CVE-2018-18708 ARM 1763.2 470.5 
CVE-2018-16333 ARM 2137.1 598.6 
CVE-2020-13392 ARM 927.6 662.9 
CVE-2020-3331 MIPS 1537.6 1104.8 
CVE-2021-40556 ARM 3142.8 1183 

EDB-33862 MIPS 1389.9 536.2 
CVE-2018-20056 MIPS 5271.6 488.7 

Table 4: Efficiency Evaluation Results of SKAEG 

To build an experimental environment for comparison with IOTAEG, we used an 
Ubuntu 18.04 system and a virtual machine environment with 8GB of memory. The 
time listed for SKAEG in Table 4 reflects the total time spent on exploit generation, 
which includes vulnerability exploitability analysis, vulnerability variable constraint 
solving, and front-end file parsing. The results indicate that SKAEG requires much less 
time compared to IOTAEG over all the cases. The overall average reduction of SKAEG 
vs IOTAEG is 58.2% over the 8 CVEs. This result answers RQ3, demonstrating that 
SKAEG is a more efficient exploit generation solution than IOTAEG. The time 
distribution at each step is shown in Figure 6. The average time proportions (SKAEG) 
across the 8 CVE runs are as follows: approximately 44.4% for taint analysis, 17.4% 
for constraint solving, and 38.2% for frontend file parsing. 

Heap spraying is an attacker technique that pre-fills large regions of heap memory 
with attacker-controlled content to increase the probability of redirecting control flow 
to the sprayed payload. Successfully exploiting these vulnerabilities often relies on 
specific heap allocation behaviors and heap spraying techniques. The approach 
proposed in this paper is not currently applicable to such highly device-specific 
vulnerabilities. 
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Figure 6: Time consumption distribution across SKAEG’s three steps. The bars are 
color-coded as follows: blue for Taint Analysis, orange for Constraint Solving, 

and gray for Frontend File Analysis. 

6 Conclusion 

This paper presents SKAEG, a vulnerability exploitation generation scheme aimed at 
IoT devices. The scheme leverages shared keywords to achieve vulnerability exploit-
ability determination and exploit generation. Experiments were conducted on 10 
devices from 4 manufacturers and 8 CVE vulnerabilities to evaluate SKAEG, and the 
results demonstrate the effectiveness of the approach. Compared to the only existing 
IoT vulnerability exploitation generation scheme, IOTAEG, SKAEG improves 
performance by over 50% and eliminates hardware dependency. 

Future research will focus on the following aspects: 1) Implementing reverse path 
exploration to enhance exploitability analysis; 2) Improving the symbolic execution 
process to achieve multi-variable collaborative constraint solving; 3) Extending 
SKAEG to better handle heap-related vulnerabilities and more complex front-end logic. 
Concretely, we plan to design a lightweight heap-modeling module and targeted heap-
allocation profiling to capture device-specific allocation behaviors and extend the front-
end parsing module to support more modern JavaScript frameworks and protocol styles. 
The concept of shared keywords can potentially benefit vulnerability triage systems, 
where it may assist in prioritizing vulnerabilities that are most directly influenced by 
external input. Furthermore, the keyword-driven input-to-sink correlation model may 
be applicable to non-firmware software, such as mobile applications or industrial 
control systems, where semantic linkage across layers is common. Applying SKAEG’s 
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principles in these environments could enhance both vulnerability detection and 
exploitability assessment by reducing analysis scope and improving interpretability. 
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