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Abstract: With the proliferation of dynamic network environments such as the Internet of Things 
(IoT) and Vehicle-to-Everything (V2X) networks, challenges related to data localization and 
privacy leakage have become increasingly prominent. Efficient and privacy-preserving real-time 
network attack detection has emerged as a critical issue in the field of cybersecurity. Existing 
methods struggle to balance handling dynamic topology changes, resisting privacy attacks, and 
maintaining high detection accuracy. To address this, this paper proposes an attack detection 
framework that integrates adaptive spatio-temporal graph generation, spatio-temporal 
Transformer, and privacy-enhanced federated learning. The approach designs a dynamic 
adjacency matrix optimization mechanism to capture real-time communication relationships, 
incorporates gradient compression and feature decoupling strategies to effectively mitigate model 
degradation caused by differential privacy noi se, and introduces a deep reinforcement 
learning module to dynamically adjust defense strategies based on real-time traffic feedback. 
This enables efficient collaborative training while ensuring data remains localized. Experimental 
results demonstrate that the proposed method achieves accuracy rates of 93.5% and 92.0% on the 
UNSW-NB15 and BoT-IoT datasets, respectively.  Specifically, the proposed method achieves 
a 3.5 percentage point improvement over the strongest privacy-preserving baseline (DP-GNN) 
on the BoT-IoT dataset. Moreover, under the same privacy budget, it significantly reduces the 
success rate of membership inference attacks. This work provides novel insights into distributed 
secure learning in high-privacy-risk dynamic environments, with its low-latency and high-
robustness characteristics supporting real-time threat perception and privacy-secure responses on 
edge devices. 
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1 Introduction 

With the rapid development of the Internet and the Internet of Things (IoT), network 
attacks have become a core challenge in information security [Adatrao, 26]. Traditional 
attacks such as Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS), 
along with complex threats like malware and botnets, continue to evolve. Existing 
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Network Attack Detection (NAD) systems face the primary issue of efficiently and 
accurately identifying attacks in dynamic network environments while ensuring privacy 
protection [Lilhore, 25][Appiahene, 26]. Particularly in application scenarios such as 
IoT and Vehicle-to-Everything (V2X) networks, devices are often resource-constrained 
yet exposed to sophisticated security threats[Alshomrani, 24]. Therefore, designing 
efficient and precise attack detection systems that excel in real-time performance and 
privacy preservation has become a key research topic in contemporary information 
security [Van Langendonck, 25]. 

Despite existing advancements, current methods still have limitations. Traditional 
machine learning approaches, such as Support Vector Machines (SVM) and decision 
trees, rely on manual feature extraction and are suitable for small datasets, but they fall 
short in handling complex temporal features and nonlinear relationships in attacks 
[Jonnakuti, 25][Belal, 24]. With the progress in deep learning technologies, 
Convolutional Neural Networks (CNN) and Long Short-Term Memory (LSTM) 
networks have become mainstream; LSTM performs well in temporal data modeling, 
yet it remains inadequate in capturing spatial dependencies[Joshi, 25]. Transformers, 
due to their powerful spatio-temporal modeling capabilities, have garnered increasing 
attention[Rekik, 25a]. However, they incur high computational overhead when 
processing large-scale data and rely on labeled data for training, facing issues such as 
label imbalance and data quality. Existing research also has room for improvement in 
integrating privacy protection with distributed learning, and enhancing attack detection 
capabilities while safeguarding privacy remains an unresolved challenge. 

This paper introduces three innovations to address the gaps in current research. 
First, adaptive spatio-temporal graph generation and topology optimization: This 
proposes dynamically adjusting graph structures based on real-time network traffic, 
thereby improving attack detection accuracy in dynamic environments such as V2X 
networks. Second, a distributed attack detection framework integrating federated 
learning with privacy protection: Models are trained and updated locally in distributed 
settings to prevent data leakage, enhancing attack detection capabilities while ensuring 
privacy preservation. Third, deep reinforcement learning-enhanced dynamic attack 
response and defense decision-making: By evaluating real-time network traffic, 
defense strategies are automatically adjusted, improving both attack detection and 
adaptive defense capabilities. 

This research holds significant value both theoretically and practically. 
Theoretically, it fills gaps in dynamic topology modeling, privacy protection, and real-
time defense, advancing the development of intelligent attack detection systems. 
Practically, these innovative methods have substantial potential in scenarios such as 
IoT and V2X networks, enhancing network security detection efficiency and accuracy, 
and providing new perspectives for distributed learning and privacy protection 
domains. 

2 Related Work 

2.1 Application Scenarios and Challenges 

With the development of the Internet and the IoT, network attacks have become a major 
challenge in information security, encompassing DoS, DDoS attacks, malware, botnets, 
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and others. The task of NAD is to identify malicious behaviors and prevent potential 
threats by monitoring abnormal patterns in network traffic [Swamy, 25]. Application 
scenarios include Industrial Control Systems (ICS), Intelligent Transportation Systems 
(ITS), Internet of Vehicles (IoV), and smart home devices, which threaten data security, 
device security, and user privacy [Prajwalasimha, 25][Alrayes, 25]. Therefore, 
designing efficient and precise attack detection systems that ensure real-time 
performance and accuracy in complex environments has become a key research 
direction [Rekik, 25b]. Commonly used datasets such as NSL-KDD, CICIDS2017, and 
CICDDoS2019 cover various attack types, but most originate from static network 
environments and fail to fully reflect dynamic changes in real-world scenarios. Dataset 
labels ensure training accuracy, yet challenges such as label imbalance and data quality 
issues persist. Common evaluation metrics include accuracy, recall, precision, and F1-
score, which can reflect performance but exhibit limitations in the presence of data 
imbalance. To improve evaluation quality, it is necessary to comprehensively consider 
differences in attack types and adopt multi-dimensional assessments [Gao, 25][Liu, 
25a]. Current evaluation frameworks have two main issues: first, reliance on single 
metrics that overlook differences among attack categories; second, failure to account 
for network dynamics and attack evolution, leading to suboptimal model performance 
against real-time attacks. Future research should promote multi-dimensional evaluation 
systems, particularly in balancing privacy protection with efficient attack detection 
under distributed learning and federated learning frameworks. 

2.2 Overview of Mainstream Methods 

Traditional machine learning methods (e.g., SVM and decision trees) rely on manual 
feature extraction and are effective on small datasets with clear attack patterns, but they 
cannot handle temporal features and nonlinear relationships in complex attacks. With 
the development of deep learning, CNN and LSTM networks have become mainstream; 
LSTM excels in temporal data modeling but remains inadequate in spatial dependency 
modeling, making it difficult to cope with network topology changes [Khalaf, 25][Liu, 
25b]. 

Transformers capture spatio-temporal dependencies through self-attention 
mechanisms and demonstrate superior performance. Some studies integrate multi-head 
attention with Graph Convolutional Networks (GCN) to enhance spatio-temporal 
feature modeling capabilities [Doremure Gamage, 25]. Nevertheless, Transformers 
incur high computational overhead and memory consumption when processing large-
scale data, and they rely on labeled data for training, facing issues such as label 
imbalance [Kumar, 24]. Research combining graph convolution with Transformers has 
addressed topology modeling problems and strengthened model adaptability to 
dynamic network environments. The introduction of self-supervised learning has 
reduced reliance on labeled data and improved model generalization [Xiong, 
25][Bhanu, 25]. 

Despite these methods improving performance, deficiencies remain in 
computational efficiency, data quality, and adaptation to complex dynamic 
environments. In terms of privacy protection, although differential privacy and 
federated learning have seen some applications, most methods fail to effectively 
integrate privacy protection with distributed attack detection, necessitating 
improvements in detection performance while ensuring privacy security [Musa, 23]. 
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2.3 Most Similar Research 

The research most relevant to this paper primarily focuses on the integration of spatio-
temporal modeling with network attack detection. Some studies combine spatio-
temporal Transformers with GCN to enhance the model's ability to capture temporal 
dependencies and spatial features, performing well particularly in complex 
environments such as IoV and ITS [AboulEla, 25][Hayder, 25]. 

In contrast, the innovation of this paper lies in introducing an adaptive spatio-
temporal graph generation and topology optimization mechanism, which dynamically 
adjusts graph structures based on real-time network traffic to adapt to changes in 
network topology and traffic fluctuations. Additionally, this paper integrates federated 
learning and reinforcement learning to propose a distributed attack detection and 
dynamic defense decision-making framework, offering significant advantages in 
privacy protection and multi-device collaboration [Hayouni, 26]. Although existing 
research has explored privacy protection, most methods have not fully considered how 
to effectively perform attack response and defense decision-making in distributed 
environments [Zhu, 25]. This paper further enhances real-time defense capabilities 
through reinforcement learning and ensures privacy protection via federated learning, 
effectively addressing the shortcomings of existing methods. 

2.4 Summary and Research Gaps 

Although existing research has made certain progress in spatio-temporal modeling and 
network attack detection, it still faces challenges and gaps. Current spatio-temporal 
modeling methods mostly focus on static network topologies and lack adaptability to 
dynamic changes, resulting in insufficient real-time attack handling. Meanwhile, 
although privacy protection and distributed learning have seen preliminary 
explorations, how to improve attack detection and real-time response capabilities while 
ensuring privacy remains to be further addressed. 

This paper proposes three innovations to fill these gaps in existing research. First, 
the adaptive spatio-temporal graph generation and topology optimization mechanism 
enables the model to dynamically adjust graph structures, improving attack detection 
accuracy in dynamic environments such as IoV. Second, the distributed attack detection 
framework integrating federated learning with privacy protection avoids data leakage 
by safeguarding privacy and enhancing attack detection capabilities. Third, the 
reinforcement learning-enhanced dynamic attack response and defense decision-
making system optimizes defense strategies through real-time network traffic 
evaluation, improving both attack detection and adaptive defense capabilities. 

These innovations fill gaps in attack detection, privacy protection, and real-time 
defense under dynamic network environments. However, achieving higher attack 
detection efficiency while guaranteeing privacy protection remains a challenge for 
future research. The solutions proposed in this paper provide new ideas and directions 
for further development in this field. 
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3 Methodology 

3.1 Problem Formulation 

The task investigated in this paper is network attack detection, with the objective of 
accurately identifying potential malicious attack behaviors from given network traffic 
data. Mathematically, let the input be network traffic data X ∈ ℝ!, where each sample 
x" ∈ ℝ! represents a feature vector of network traffic, encompassing attributes such as 
network connections, packet sizes, transmission times, and protocol types. Each sample 
is associated with a label y" ∈ {0,1}, where y" = 0 indicates normal traffic and y" =
1indicates malicious attack traffic. The training dataset is Dtrain = {(x", y")}"#$% , where 
N is the total number of samples; the testing dataset is Dtest = {(x&, y&)}&#$' , structured 
similarly but used for evaluating model performance. 

Our goal is to predict the corresponding labels Y from the input network traffic 
features X, distinguishing between normal and attack traffic in network flows, which 
constitutes a binary classification problem. 

The data are drawn from a joint distribution P(X, Y), where X represents traffic 
features and Yrepresents labels. Each sample x"is independently sampled from this 
distribution, and the dataset is divided into training and testing sets, with specific ratios 
detailed in the experiments. 

The ideal optimization objective is to minimize the expected risk for this task, 
namely minimizing the loss function, typically assessed using cross-entropy loss or 
class-imbalanced loss. This is mathematically expressed as: 

ℒ(f) = 𝔼((*,,)[ℓ(f(x), y)]                                              (1) 
where f(x) is the model prediction, y is the true label, and ℓ(f(x), y) is the loss 

function measuring the discrepancy between the prediction and the true label. The 
optimization aims to minimize the loss, enhancing the model’s attack detection 
accuracy and generalization across varying network traffic conditions. 

This task not only requires improving classification accuracy but also demands 
balanced recognition capabilities across classes when handling imbalanced data, 
avoiding insufficient identification of certain attack types. The ideal goal is to 
comprehensively evaluate the model's robustness and privacy preservation capabilities, 
particularly in dynamic network environments. 

3.2 Overall Framework 

The network attack detection framework proposed in this paper efficiently and 
accurately identifies network attacks through spatio-temporal modeling and privacy 
protection mechanisms. The framework comprises three core modules: the spatio-
temporal feature extraction module, the privacy protection module, and the attack 
detection and defense module (see Figure 1). The system begins with input network 
traffic data, processes it through each module, and ultimately outputs attack detection 
results and defense decisions. 
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Figure 1: The overall framework of the proposed spatio-temporal privacy-preserving 
network attack detection system 

The framework’s input consists of network traffic feature data, which is first 
processed by the spatio-temporal feature extraction module. This module integrates 
spatio-temporal Transformer and graph convolutional networks to extract temporal 
features and spatial dependencies from the traffic, constructing dynamic spatio-
temporal graphs to capture spatio-temporal patterns in network flows and generating 
spatio-temporal features for subsequent attack detection. Subsequently, the traffic data 
processed by spatio-temporal feature extraction enters the privacy protection module, 
which employs federated learning techniques for local model training without 
uploading data, ensuring privacy security. Techniques such as differential privacy 
further safeguard user data, preventing sensitive information leakage during attack 
detection in distributed environments. Finally, the privacy-protected data enters the 
attack detection and defense module, which combines reinforcement learning and 
spatio-temporal Transformer for real-time attack detection and defense decision-
making on the traffic. Through reinforcement learning, the model automatically adjusts 
defense strategies based on network traffic, such as traffic limiting or data filtering, 
thereby enhancing defense efficiency and intelligence. By promptly blocking malicious 
traffic, this module also purifies the input environment for subsequent time steps, 
indirectly improving the model’s classification accuracy for persistent attack flows. 

Through the collaborative operation of the three modules, spatio-temporal feature 
extraction, privacy protection, and attack detection and defense, the framework 
achieves an efficient, precise, and privacy-friendly network attack detection system. 

3.3 Module Descriptions 

3.3.1 Spatio-Temporal Feature Extraction Module 

Motivation: 
Network attack detection requires extracting temporal and spatial features from 

network traffic to identify potential attacks. Traditional methods fail to adequately 
account for the interaction of spatio-temporal information, leading to insufficient 
feature extraction. The objective of this module is to accurately extract spatio-temporal 
features, providing high-quality input for subsequent attack detection. 

Principle: 
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This module is based on a spatio-temporal Transformer architecture, integrating 
temporal encoders and spatial encoders to capture spatio-temporal dependencies 
through self-attention mechanisms. The temporal encoder extracts time-series pattern 
features, while the spatial encoder models spatial dependencies in network topologies 
via graph convolution. The spatio-temporal Transformer captures long-range 
dependencies through self-attention, enhancing the representational power of spatio-
temporal features. Multi-head self-attention allows the model to concurrently focus on 
spatio-temporal information across different subspaces. 

Implementation: 
First, a dynamic adjacency matrix is constructed based on communication 

frequencies and traffic feature similarities among nodes within the current time window 
to form a spatio-temporal graph. To filter noise and capture significant dependencies, 
the dynamic adjacency matrix A(.)is defined as: 

A"&
(.) = ReLU 9/!(/")

#

√!
−ϵ<	                                               (2) 

where x", x&represent the feature vectors of nodes iand j, and ϵis a learnable 
threshold to prune weak connections. The input network traffic data is processed 
through this spatio-temporal graph. To ensure real-time scalability in IoT 
environments, 𝐴(1)is computed within a sliding temporal window of size 𝐾and sparse 
connections are pruned using the threshold 𝜖. This reduces the practical complexity 
from 𝑂(𝑁2) to 𝑂(𝑁 ⋅ deg345), where deg345 is the average node degree. The temporal 
encoder models traffic sequences using Transformer, with the core formula: 

Attention(Q, K, V) = softmax 967
#

8!$
<V                                    (3) 

The spatial encoder employs graph convolution operations to model spatial 
dependencies, with the formula: 

h"9 = σKL $
:!"

&∈𝒩(")

Wh&N                                            (4) 

Finally, the spatio-temporal features are fused through concatenation or weighted 
summation, providing spatio-temporal information for subsequent attack detection (see 
Figure 2). 
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Figure 2: The detailed architecture of the Spatio-Temporal Feature Extraction 
Module 

3.3.2 Privacy Protection Module 

Motivation: 
In distributed attack detection, safeguarding data privacy is crucial. Directly 

sharing data may leak sensitive information; thus, a privacy protection module is 
needed to ensure effective training without disclosing data. 

Principle: 
The privacy protection module is based on a federated learning framework, 

enabling nodes to perform local model training and upload updated model parameters 
to a central server for aggregation, thereby avoiding data leakage. To further enhance 
privacy protection, the module incorporates differential privacy techniques, adding 
noise to each update to ensure that even if an attacker obtains the model updates, they 
cannot infer specific user data. 

Implementation: 
Each device performs local training to obtain the gradient ∇=. To mitigate model 

degradation from noise, we introduce a feature decoupling strategy that separates 
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gradients into structural components ∇=>1?and task components ∇=1>@. The local update 
is: 

θ" = θ" − η∇Aℒ(θ")                                                    (5) 
The devices upload the updated models to the central server, which computes the 

global model: 
θglobal =

$
%
∑ θ"%
"#$                                                         (6) 

To ensure (𝜖, 𝛿)-differential privacy, noise is injected into the decoupled 
components using adaptive clipping: 

θ"
priv = θ" +𝒩(0, σ2)                                                 (7) 

where Norm(⋅, 𝐶) denotes the gradient clipping to threshold 𝐶. By decoupling, we 
apply a larger 𝐶>1? to preserve critical topological features while using a stricter 𝐶1>@ 
for privacy, preventing the spatio-temporal structure from being overwhelmed by noise. 
(see Figure 3). 

 

Figure 3: The mechanism of the Privacy Protection Module based on Federated 
Learning and Differential Privacy 

3.3.3 Attack Detection and Defense Module 

Motivation: 
Traditional attack detection methods often overlook post-detection responses. This 

paper integrates reinforcement learning with spatio-temporal Transformer to propose a 
dynamic attack response and defense decision-making system, enhancing defense 
efficiency. 

Principle: 
This module combines reinforcement learning with spatio-temporal Transformer, 

where an agent evaluates network traffic in real time to dynamically adjust defense 
strategies. The core mechanism is Q-learning, through which the agent learns optimal 
policies based on real-time environmental feedback and automatically adjusts defense 
strategies. The spatio-temporal Transformer extracts spatio-temporal features via self-
attention mechanisms, providing richer input for reinforcement learning. 
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Implementation: 
In this module, the “network state” s is defined as a series of key indicators 

extracted from network traffic within the current time window, including but not 
limited to traffic rates, protocol distributions, and anomaly scores. These indicators are 
processed by the spatio-temporal Transformer to capture spatio-temporal dependencies 
under potential attack patterns. After feature extraction by the spatio-temporal 
Transformer, reinforcement learning optimizes defense decisions based on Q-learning: 

Q(s, a) ← Q(s, a) + α [r + γmax
B
Q(s9, a9) − Q(s, a)_                (8) 

The reward function r is explicitly defined to balance defense effectiveness and 
system overhead: 𝑟 = 𝑤$ ⋅ 𝟙(𝐶𝑜𝑟𝑟𝑒𝑐𝑡	𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒) − (𝑤2 ⋅ 𝐿 + 𝑤C ⋅ 𝐹),  𝑤ℎ𝑒𝑟𝑒𝟙(⋅) is 
an indicator for successful attack blocking, 𝐿 represents response latency, and 𝐹 denotes 
the cost of false positives. The weights 𝑤$,2,C are hyper-parameters adjusted based on 
security requirements. Based on these refined network state information, the agent 
dynamically evaluates the effectiveness of different defense strategies and selects 
measures such as traffic limiting or data filtering accordingly, thereby optimizing 
overall defense performance (see Figure 4). 

 

 

Figure 4: The reinforcement learning-based dynamic attack detection and defense 
mechanism driven by spatio-temporal features. 

3.4 Objective Function and Optimization 

The network attack detection model proposed in this paper aims to simultaneously 
achieve high-precision attack identification and intelligent adaptive defense. 
Consequently, the optimization process is formulated as a multi-objective learning 
problem. The global objective function integrates the classification error for the 
detection task, the Temporal Difference (TD) error for the reinforcement learning 
defense task, and regularization constraints. The final objective function is expressed 
as: 

ℒ(θ) = ℒCE(θ) + λDefenseℒDefense(θ) + λregℒreg(θ)																									(9) 
where ℒCE(θ)represents the classification error loss, ℒDefense(θ)denotes the value 

function approximation loss for the defense strategy, and ℒreg(θ)is the regularization 



   1385 
 

Liu X., Liu X.: A Spatio-Temporal Transformer-Based Approach for ... 

term to prevent overfitting. λDefenseand λregare hyperparameters controlling the trade-
off between tasks, set to 0.5and 1 × 10DE, respectively. 

This component drives the model to accurately differentiate between normal traffic 
and malicious attacks. We employ the binary Cross-Entropy loss, which measures the 
divergence between the predicted probability distribution and the actual label 
distribution. It is mathematically formulated as: 

ℒCE(θ) = −
1
Ns

(y"log(yw") + (1 − y")log(1 − yw"))
%

"#$
															(10) 

where N	is the batch size, y" ∈ {0,1}	is the ground truth label, and yw"is the model’s 
predicted probability. Minimizing this term maximizes the likelihood of correct 
classification across the training batch. 

To enable dynamic defense, the Reinforcement Learning module utilizes Deep Q-
Learning Network (DQN). The goal is to minimize the discrepancy between the current 
Q-value estimate and the target Q-value derived from the Bellman optimality equation. 
The loss function is defined as the Mean Squared Error (MSE) of the Temporal 
Difference (TD) error: 

ℒDefense(θ) = 𝔼Fs,a,r,s9G[(r + γmaxB% Q(s
9, a9; θD) − Q(s, a; θ))2]										(11) 

where r is the immediate reward reflecting defense effectiveness, and γ = 0.9	is 
the discount factor for future rewards. Notably, θD	represents the parameters of the 
Target Network, which are frozen periodically to break correlations and stabilize 
training. Minimizing this error allows the agent to converge towards the optimal 
defense policy. 

Instead of treating privacy as a static loss term, we implement the Differentially 
Private Stochastic Gradient Descent (DP-SGD) algorithm to rigorously enforce privacy 
during the parameter update phase. This process involves two critical steps: Gradient 
Clipping and Noise Injection. 

First, to bound the sensitivity of the model updates, the computed gradient g.is 
clipped to a maximum norm C: gw . = g./max(1,

∥I&∥'
J
). Subsequently, Gaussian noise is 

injected to obscure the contribution of any single data point. The parameter update rule 
using the Adam optimizer is formulated as: 

θ.K$ = θ. − η ⋅ Adam(gw. +𝒩(0, σ2C2I))																						(12) 
where η = 1 × 10DE is the learning rate, and σ = 0.1  is the noise multiplier. Based 

on the Moments Accountant mechanism, the cumulative privacy budget 𝜖is tracked 
over 𝑇 training epochs. Under the given parameters and a sampling probability 𝑞, the 
model satisfies (𝜖, 𝛿)-differential privacy with 𝜖 ≈ 2.4 and 𝛿 = 10DL after 100 epochs, 
ensuring a rigorous privacy guarantee without significantly compromising model 
utility. 

4 Experiments and Results 

4.1 Experimental Setup 

This paper employs the UNSW-NB15 and BoT-IoT datasets for experimental 
evaluation (see Table 1). The UNSW-NB15 is a standard benchmark dataset... 
encompassing 9 attack types and suitable for network traffic analysis and attack 
detection. In our experiments, we utilized the standard d=42 features (excluding ID and 
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labels) from this dataset. Preprocessing involves standardization of all features to 
ensure data consistency and stability. The official partitioning scheme allocates 50% 
for the training set, 10% for the validation set, and 40% for the testing set. The BoT-
IoT dataset, designed specifically for IoT... is processed with a dimension of d=10 core 
network features. Data preprocessing steps include traffic standardization via Min-Max 
normalization. Notably, no additional manual feature selection was performed before 
feeding the data into the spatio-temporal encoder to evaluate the model's end-to-end 
feature extraction capability. 

The UNSW-NB15 dataset is particularly suitable for testing the model’s attack 
detection capabilities in traditional networks, providing typical network traffic features 
and commonly used in evaluations of network attack detection methods. In comparison, 
the BoT-IoT dataset offers more challenging traffic data for IoT and IIoT scenarios, 
covering complex attack patterns and network environments, and is ideal for verifying 
the model's adaptability in dynamic, distributed settings. These two datasets provide 
multi-scenario validation for the spatio-temporal Transformer model, ensuring the 
comprehensiveness of the experiments. 

 

Dataset 
Name 

Primary 
Purpose Task Type Data 

Modality 

Data Scale 
(Training/
Validation/

Testing) 

Key 
Features / 

Target 
Variables 
Descriptio

n 

Source / 
Acquisitio
n Method 

UNSW-
NB15 

Generalizat
ion and 

Robustness 
Validation 

Network 
Attack 

Detection 

Network 
Traffic 
Data 

50k / 5k / 
10k 

9 Attack 
Types 

(Exploit, 
DoS, etc.) 

Public 
Dataset, 

https://rese
arch.unsw.e
du.au/proje
cts/bot-iot-

dataset 

BoT-IoT 

Duration 
and Traffic 

Model 
Evaluation 

Network 
Attack 

Detection 

IoT/IIoT 
Network 
Traffic 

100k / 10k / 
20k 

DDoS, 
DoS, 

Scanning, 
etc. Attack 

Types 

Public 
Dataset, 

https://rese
arch.unsw.e
du.au/proje
cts/bot-iot-

dataset 

Table 1: Key Information of Experimental Datasets 

The experimental hardware utilizes an NVIDIA GeForce RTX 3080 GPU with 
10GB VRAM, paired with PyTorch 1.10 and CUDA 11.2, to meet the demands of 
large-scale data processing. The model adopts a 6-layer Transformer with a hidden 
layer size of 512 and an 8-head multi-head attention mechanism. The Adam optimizer 
is used, with an initial learning rate of ( 1 × 10DE the adaptive spatio-temporal graph 
generation and topology optimization mechanism, combining graph convolution with 
spatio-temporal Transformer to dynamically adjust graph structures. A customized loss 
function integrates cross-entropy and defense strategy optimization losses. The weight 
for defense loss λDefenseis set to 0.5, and the regularization weight λregis set to 1 × 10DE. 
Privacy is enforced via gradient noise (σ = 0.1). Robustness testing involves injecting 
Gaussian noise with a standard deviation of 0.05. To ensure reproducibility, the random 

https://research.unsw.edu.au/projects/bot-iot-dataset
https://research.unsw.edu.au/projects/bot-iot-dataset
https://research.unsw.edu.au/projects/bot-iot-dataset
https://research.unsw.edu.au/projects/bot-iot-dataset
https://research.unsw.edu.au/projects/bot-iot-dataset
https://research.unsw.edu.au/projects/bot-iot-dataset
https://research.unsw.edu.au/projects/bot-iot-dataset
https://research.unsw.edu.au/projects/bot-iot-dataset
https://research.unsw.edu.au/projects/bot-iot-dataset
https://research.unsw.edu.au/projects/bot-iot-dataset
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seed is fixed at 42, and results are reported as the mean ± standard deviation over 5 
runs. 

This study selects Accuracy, Precision, Recall, and F1-Score as core evaluation 
metrics to comprehensively assess the spatio-temporal Transformer model’s attack 
detection capabilities (see Table 2). Accuracy reflects overall prediction correctness, 
while Precision and Recall evaluate the model’s performance across different attack 
types; F1-Score combines precision and recall, particularly suitable for class imbalance 
issues. Accuracy indicates the model’s general correctness, Precision and Recall assess 
false positives and false negatives, and F1-Score balances the two, ensuring model 
robustness. Higher values indicate superior model performance. For regression outputs, 
a threshold (e.g., 0.5) is set to convert outputs into attack or normal traffic 
classifications, from which F1-Score is calculated. 
 

Metric 
Name Calculation Formula Core Interpretation Value Interpretation 

Reference 

Accuracy 
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁 
Measures the overall 

accuracy of the classification 
model. 

Higher values indicate 
better overall 

classification accuracy. 

Precision 
𝑇𝑃

𝑇𝑃 + 𝐹𝑃 
Measures the proportion of 
true attacks among samples 

predicted as attacks. 

High precision 
indicates low false 

positive rate. 

Recall 
𝑇𝑃

𝑇𝑃 + 𝐹𝑁 
Measures the model’s ability 

to identify true attacks. 
High recall indicates 

low false negative rate. 

F1-Score 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙 

Comprehensively considers 
precision and recall. 

Higher F1-Score 
indicates a good 
balance between 

precision and recall. 

Table 2: Evaluation Metrics 

4.2 Baselines 

The intrusion detection method based on Long Short-Term Memory networks (LSTM-
IDS) identifies attack patterns by capturing temporal features, making it suitable for 
tasks with strong time dependencies. However, LSTM primarily focuses on temporal 
modeling and lacks handling of spatial dependencies and topology changes, rendering 
it ineffective against attacks in dynamic network environments, particularly where 
performance degrades significantly during topology variations [Yin, 17]. Thus, while 
LSTM performs well in traditional tasks, its role in this study is limited to serving as a 
baseline for comparison. 

Among state-of-the-art (SOTA) methods, FedIDS employs a lightweight federated 
learning framework to enhance the efficiency and accuracy of network intrusion 
detection while preserving privacy [Bouayad, 24]. By conducting local training and 
aggregating model parameters, it avoids centralized data storage. However, its spatio-
temporal feature modeling capabilities are limited, failing to adequately account for 
changes in dynamic network topologies. DP-GNN integrates graph convolution with 
differential privacy to perform network intrusion detection while safeguarding data 
privacy [Zhang, 24]. Although DP-GNN injects noise in decentralized learning to 
protect privacy, it does not address topology changes or attack evolution, limiting its 
adaptability to dynamic networks. RustGraph combines spatio-temporal dependencies 
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with graph structures to capture temporal patterns and spatial dependencies in network 
traffic [Guo, 24]. While it excels in dynamic graph anomaly detection, it lacks targeted 
design for network attack detection scenarios with high privacy protection 
requirements. 

These methods have advanced spatio-temporal modeling and privacy protection, 
but they generally suffer from deficiencies in dynamic topology handling and cross-
scenario adaptability. This study addresses these limitations through an innovative 
adaptive spatio-temporal graph generation and topology optimization mechanism, 
particularly excelling in dynamic network and privacy-preserving scenarios. 

4.3 Quantitative Results 

To quantitatively demonstrate the superiority of the proposed method in terms of 
accuracy and efficiency, extensive experiments were conducted, with performance 
advantages verified through statistical analysis. The following presents quantitative 
results based on different datasets and baseline methods. 

Table 3 illustrates the performance comparison of the proposed method with 
various baselines on core evaluation metrics (such as Accuracy and F1-Score) across 
the UNSW-NB15 and BoT-IoT datasets. All experiments were repeated 10 times to 
compute means and standard deviations, with significance testing (p-values) 
performed. The significance level was set at 0.05. 
 

Method Dataset Accuracy 
(Mean ± Std) 

FPR (Mean 
± Std) 

F1-Score 
(Mean ± 

Std) 

Training 
Time (s, 

Mean ± Std) 

p-
value 

LSTM-
IDS 

UNSW-
NB15 87.2% ± 0.6% 5.2% ± 

0.3% 
86.4% ± 

0.5% 1200 ± 120 <0.001 

 BoT-IoT 84.5% ± 0.8% 6.8% ± 
0.4% 

83.9% ± 
0.7% 1500 ± 150 <0.001 

FedIDS UNSW-
NB15 89.5% ± 0.5% 3.8% ± 

0.2% 
88.7% ± 

0.6% 1300 ± 130 0.002 

 BoT-IoT 87.0% ± 0.7% 4.5% ± 
0.3% 

86.2% ± 
0.8% 1600 ± 160 0.001 

DP-GNN UNSW-
NB15 90.3% ± 0.4% 3.1% ± 

0.2% 
89.5% ± 

0.5% 1400 ± 140 0.005 

 BoT-IoT 88.5% ± 0.6% 3.9% ± 
0.3% 

87.8% ± 
0.7% 1700 ± 170 0.003 

RustGraph UNSW-
NB15 91.2% ± 0.3% 2.4% ± 

0.1% 
90.5% ± 

0.4% 1500 ± 150 0.01 

 BoT-IoT 90.0% ± 0.5% 3.0% ± 
0.2% 

89.2% ± 
0.6% 1800 ± 180 0.008 

Proposed 
Method 

UNSW-
NB15 93.5% ± 0.2% 1.2% ± 

0.1% 
92.8% ± 

0.3% 1100 ± 110 - 

 BoT-IoT 92.0% ± 0.4% 1.8% ± 
0.2% 

91.3% ± 
0.5% 1400 ± 140 - 

Table 3: Main Performance Comparison 

As evident from Table 3, the proposed method achieves the highest Accuracy and 
F1-Score on both datasets, with the smallest performance variance (standard deviation), 
indicating stronger robustness to dynamic network topologies and variations in attack 
patterns. Furthermore, the proposed method significantly reduces the False Positive 
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Rate (FPR) to 1.2% on UNSW-NB15 and 1.8% on BoT-IoT, which is crucial for 
minimizing false alarms in practical network operations. Notably, on the more 
challenging BoT-IoT dataset, characterized by complex attack types and sparse traffic, 
the proposed method outperforms the strongest privacy baseline (DP-GNN [Zhang, 
24]) by 3.5% in Accuracy. This demonstrates a clear advantage over contemporary 
international privacy-preserving frameworks. It also proves that the designed spatio-
temporal feature decoupling mechanism effectively mitigates the degradation of 
discriminative structural information caused by differential privacy noise, achieving 
superior utility preservation under equivalent privacy guarantees. 

As shown in Figure 5, the proposed method exhibits significantly faster 
convergence than the baselines. On UNSW-NB15, it stabilizes at 90% accuracy in just 
80 epochs, whereas RustGraph requires over 92 epochs. At a deeper level, this 
acceleration does not stem from mere overfitting (as validation loss decreases 
concurrently) but arises from the synergistic effect of the adaptive graph structures and 
spatio-temporal attention mechanisms: the dynamic adjacency matrix reduces gradient 
propagation through redundant connections, resulting in a smoother and more efficient 
optimization path. 

 

 

Figure 5: Convergence analysis on the UNSW-NB15 dataset. The results (a) and (b) 
demonstrate that the proposed method achieves faster stability and lower training 

loss compared to baselines, reaching 90% accuracy in fewer epochs due to adaptive 
graph optimization 

To further evaluate the computational cost and real-time deployment feasibility, 
Table 4 summarizes the efficiency metrics across different models. 
 

Method Parameter Count 
(M) FLOPs (G) Training Time 

(s/epoch) 
Inference Latency 

(ms/sample) 
LSTM-IDS 2.1 ± 0.0 4.8 ± 0.1 15.0 ± 0.8 1.2 ± 0.1 

FedIDS 3.4 ± 0.1 7.2 ± 0.3 16.3 ± 0.9 1.8 ± 0.2 
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DP-GNN 5.7 ± 0.2 12.5 ± 0.5 17.5 ± 1.0 2.5 ± 0.3 
RustGraph 6.9 ± 0.3 15.0 ± 0.6 18.8 ± 1.1 3.0 ± 0.2 

Proposed Method 7.2 ± 0.2 14.8 ± 0.5 13.8 ± 0.7 2.1 ± 0.2 

Table 4: Efficiency Metrics Comparison Across Methods (Mean ± Std, n=10) 

As summarized in Table 4, compared to representative international baselines such 
as LSTM-IDS [Yin, 17] and FedIDS [Bouayad, 24], although the proposed method has 
a slightly higher parameter count than RustGraph [Guo, 24] (+4.3%), its training time 
is reduced by approximately 26.6% (13.8s vs. 18.8s), and inference latency is lowered 
by 30%. To ensure fairness, hidden dimensions of all GNN-based baselines were 
standardized to maintain a similar parameter scale. The performance gains are thus 
attributed to architectural innovations, specifically spatio-temporal decoupling, rather 
than mere model capacity, as the marginal 4.3% parameter increase cannot alone justify 
the 2.3% accuracy leap. This reveals a key design advantage: the sparse attention in the 
spatio-temporal Transformer, combined with federated gradient compression 
strategies, effectively offsets the overhead from increased model scale. Furthermore, 
owing to the higher parallel computation efficiency of the Transformer architecture 
compared to LSTM and graph recurrent networks, the proposed method achieves lower 
actual inference latency on GPUs despite a marginally higher total FLOPs. This 
balances high expressive power with low latency. Particularly for deployment on 
resource-constrained IoT edge nodes, the 2.1ms inference latency enables processing 
nearly 500 traffic samples per second, meeting real-time defense requirements. 
Crucially, this measurement covers the entire end-to-end pipeline, including the 
dynamic graph construction, feature extraction, and the Transformer forward pass, 
confirming its suitability for real-time threat perception. Additionally, sensitivity 
analysis regarding the graph threshold 𝜖 shows that the model maintains an F1-Score 
above 91% when 𝜖 ∈ [0.4,0.6]. While lower values introduce noisy connections, 
exceeding 𝜖 = 0.7 causes graph fragmentation and a performance drop (F1 ≈86.5%), 
validating that our chosen 𝜖 = 0.5 optimally balances noise filtering and structural 
integrity. 

4.4 Qualitative Results 

To intuitively illustrate the model's behavioral characteristics, we selected one 
successful detection case and one typical failure case from the UNSW-NB15 and BoT-
IoT datasets, analyzing them through visualizations of traffic statistical features and 
model output confidence scores. 

Successful Case (UNSW-NB15 - DoS Attack Detection) 
Figure 6(a) presents the analysis results for a DoS Hulk attack sample. During the 

attack window (seconds 28-32), the number of new connections per second to the target 
host surged from a baseline mean of 24.3 to 3872 (peak), far exceeding the normal 
fluctuation range (±2σ ≈ 60). Despite some connections featuring forged TTL values 
or random payloads, the proposed method correctly classified it as a DoS attack with 
96.7% confidence. The bar chart indicates that at t=30s, the model assigned the highest 
attention weights to “connection burstiness” and “destination port diversity” (0.42 and 
0.38, respectively), suggesting that the decision relied on generalizable topology 
anomaly patterns rather than noise-prone byte features. In contrast, LSTM-IDS, which 
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relies solely on local temporal sequences, misclassified this sample as normal traffic 
(58.1% confidence). This case validates the proposed method’s robust modeling of 
global collaborative behaviors in high-noise environments. 

Failure Case (BoT-IoT - Low-Frequency Stealthy Scanning Miss) 
Figure 6(b) illustrates a miss in detecting a slow-rate port scanning attack (one 

probe every 6 minutes). Over 30 minutes, the attacker initiated only 5 probe requests, 
each at a packet rate of 0.8 pkt/s, which highly overlapped with legitimate IoT device 
heartbeat packets (0.7–1.1 pkt/s). The model ultimately classified it as “normal 
registration behavior” with 62.3% confidence. Analysis revealed that under federated 
learning, the local views were limited, preventing the dynamic graph from forming 
effective anomaly edges (adjacency matrix sparsity reached 99.6%), thus hindering the 
spatio-temporal encoder from extracting discriminative signals. Additionally, 
differential privacy noise (σ=0.1) overwhelmed the subtle anomaly gradients. This 
failure stems from information scarcity in extremely low-frequency attacks; future 
enhancements could incorporate cross-device meta-event correlations or unsupervised 
anomaly priors to address this bottleneck. 

 

 

Figure 6: Qualitative case study analysis. (a) Successful detection of DoS attack; (b) 
Failure case of low-frequency scanning 

4.5 Robustness Validation 

To evaluate the model's stability under non-ideal conditions, robustness tests were 
conducted across varying noise intensities and cross-dataset scenarios. As shown in 
Figure 7(a), when Gaussian noise was injected into input features (standard deviation 
increasing from 0 to 0.2, corresponding to 0%–20% noise levels), the proposed 
method's accuracy declined gradually from 93.5% to 89.3%, whereas RustGraph and 
DP-GNN dropped to 83.2% and 84.6%, respectively. Particularly at noise levels 
exceeding 10%, the baselines exhibited sharp performance degradation, while the 
proposed method remained stable, demonstrating greater tolerance. The adaptive 
spatio-temporal graph mechanism effectively suppresses noise-induced spurious 
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connections, and the sparse attention in the spatio-temporal Transformer focuses on 
high-confidence edges, avoiding erroneous information propagation. Ablation 
experiments show that removing the spatial attention module causes accuracy to 
plummet to 83.5%, approaching DP-GNN levels. 

In terms of cross-dataset generalization (Figure 7(b)), a direct transfer protocol was 
adopted, training the model on the source dataset (UNSW-NB15) and testing directly 
on the target dataset (BoT-IoT) without fine-tuning. Results indicate that the proposed 
method maintained F1-Scores above 91% on both datasets, and on BoT-IoT, facing 
unseen attack variants (e.g., hybrid DDoS), it outperformed the strongest baseline, 
RustGraph, by 2.1 percentage points. In contrast, temporal models like LSTM-IDS, 
lacking topology awareness, showed significant degradation in complex IoT interaction 
scenarios (F1=86.4%). This highlights the proposed method's core advantage: dynamic 
graph structures capture real-time communication dependencies, enhanced by local-
global collaborative modeling under federated learning, improving adaptability to 
distribution shifts. Even with differential privacy (σ=0.1), the proposed method’s 
robustness surpasses that of the non-privacy-preserving RustGraph, indicating that 
gradient compression and feature decoupling strategies effectively mitigate privacy 
noise’s disruption to structures. Overall, the experimental results and analyses 
demonstrate that the proposed method’s robustness arises from the synergistic design 
of spatio-temporal modeling, privacy mechanisms, and dynamic graph optimization, 
ensuring reliability in complex, noisy, and heterogeneous network environments. 

 

 

Figure 7: Robustness evaluation results. The curves show that the proposed method 
maintains a superior and stable F1-Score under increasing Gaussian noise levels (a) 

and outperforms baselines in cross-dataset transfer scenarios (b), highlighting its 
strong generalization capabilities 

4.6 Ablation Study 

To quantitatively validate the contributions of each core component, we systematically 
removed or replaced key modules on the UNSW-NB15 and BoT-IoT datasets and 
reported changes in Accuracy and F1-Score. All variants were run under the same 
training configuration and privacy settings (σ=0.1), with results shown in Table 5. 
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Model Variant UNSW-NB15 BoT-IoT 
Full Model (Ours) 93.5 / 92.8 92.0 / 91.3 
–Adaptive Spatio-Temporal Graph Generation 90.1 / 89.4 ↓3.4 88.7 / 87.9 ↓3.3 
–Federated Differential Privacy Mechanism (Replaced 
with Centralized Training) 92.8 / 92.0 ↓0.7 91.2 / 90.5 ↓0.8 

–Reinforcement Learning Dynamic Defense Module 93.2 / 92.5 ↓0.3 91.7 / 91.0 ↓0.3 
–Spatio-Temporal Transformer (Replaced with 
GCN+LSTM) 89.6 / 88.7 ↓3.9 87.4 / 86.5 ↓4.8 

Base GNN Only 87.3 / 86.1 ↓6.2 84.9 / 83.8 ↓7.1 
Note: “↓” indicates the absolute decrease relative to the full model. 

Table 5: Ablation Study Results (Accuracy / F1-Score, %) 

To assess the contributions of each core component, module-level ablation 
experiments were conducted on the UNSW-NB15 and BoT-IoT datasets. The results 
indicate that removing the “Adaptive Spatio-Temporal Graph Generation” or “Spatio-
Temporal Transformer” significantly degrades performance, on BoT-IoT, F1-Score 
drops by 3.4 and 4.8 percentage points, respectively, highlighting their central roles in 
the architecture. This is particularly evident in dynamic IoT environments like BoT-
IoT, where static graphs fail to handle transient inter-device communications. The 
“Adaptive Spatio-Temporal Graph Generation” effectively suppresses noisy 
connections by constructing adjacency matrices in real time, maintaining high 
discriminative power in sparse traffic scenarios and enhancing cross-scenario 
robustness; the “Spatio-Temporal Transformer” outperforms the GCN+LSTM 
alternative [Khalaf, 25] (F1 drop of 4.8%), through joint modeling of spatio-temporal 
dependencies [Gao, 25]. 

The “Federated Differential Privacy Mechanism” incurs less than 1% performance 
loss but effectively ensures data localization, with its privacy utility clearly superior to 
DP-GNN [Zhang, 24] (87.8% vs. 91.2%); the “Reinforcement Learning Dynamic 
Defense Module” has minimal impact on classification accuracy (↓0.3%). This is 
expected as the RL module is primarily responsible for “dynamic response” [Doremure 
Gamage, 25] rather than the “detection” task itself. Its core value lies in maintaining 
system throughput and reducing human intervention during active attacks, providing 
an automated defense interface beyond simple classification. Synergistic effects are 
evident: using GNN alone yields the worst performance (F1=83.8%), while the “-
Spatio-Temporal Transformer” variant (GCN+LSTM) recovers limited performance, 
indicating that spatio-temporal attention achieves information complementarity 
through interactive encoding. The combined use of adaptive graphs and Transformer 
outperforms the GCN+LSTM variant by 4.6% in F1 on BoT-IoT. The ablation 
experiments quantify the contributions of each module and validate the rationality and 
necessity of the overall architecture. 

5 Discussion 

This study validates the comprehensive advantages of the proposed method in terms of 
accuracy and privacy protection, with its underlying mechanisms warranting in-depth 
exploration. Experimental results demonstrate superior performance under noisy 
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conditions, primarily attributable to the synergistic mechanism between adaptive 
spatio-temporal graphs and Transformer [Gao, 25]: dynamic graphs construct sparse 
yet semantically rich adjacency relationships based on real-time traffic, effectively 
suppressing spurious connections induced by differential privacy noise; spatio-
temporal attention then performs long-range modeling on reliable topologies, achieving 
signal amplification rather than noise propagation[Guo, 24]. This explains the sharp 
performance drops observed upon removing either component and confirms that the 
model's decision-making has shifted from vulnerable payload features to robust 
communication topology patterns. Furthermore, federated differential privacy incurs 
less than 1% accuracy loss, far outperforming DP-GNN, indicating that gradient 
compression and feature decoupling strategies successfully mitigate the degradation of 
discriminative information by privacy noise, offering novel insights into the “utility-
privacy tradeoff” in distributed learning by enhancing robustness through structured 
representation learning rather than mere noise addition [Zhang, 24]. 

However, this work still has limitations. In addressing ultra-low-frequency stealth 
attacks, the model exhibits misses due to limited local views and subtle signals, 
reflecting the inherent tension between federated learning’s “data silos” and differential 
privacy noise in extremely low signal-to-noise ratio environments. Although inference 
latency is reduced to 2.1 ms, adaptive graph construction introduces additional 
computational overhead, necessitating optimization for severely resource-constrained 
micro-IoT nodes. These limitations point to future directions, such as exploring cross-
client meta-event summary sharing to overcome local view bottlenecks (which can be 
implemented via Secure Multi-Party Computation or by transmitting highly aggregated 
statistical summaries to maintain differential privacy boundaries [Rekik, 25b]), or 
designing event-driven sparse graph update mechanisms to reduce power consumption. 

This research reveals a broader implication: dynamic topology modeling capability 
is highly correlated with cross-domain generalization. In complex scenarios where 
static methods fail, adaptive graphs exhibit exceptional adaptability, suggesting that the 
essence of network attack detection may lie in identifying anomalies in “dynamic 
relationships among entities.” This raises a key scientific question: Can this mechanism 
transfer to fully unsupervised scenarios? That is, in label-free settings with unknown 
attack distributions, can risk perception be achieved solely through abrupt changes in 
communication patterns? Additionally, the closed-loop integration of reinforcement 
learning with detection modules demonstrates the potential of “perception-decision” 
unified defense[Doremure Gamage, 25], and formalizing the optimality of security 
policies within this framework will be a critical topic in the intersection of privacy 
computing and AI security. 

6 Conclusion 

This paper addresses the challenges of high-accuracy, strong-privacy, and low-latency 
network attack detection in dynamic network environments by proposing an end-to-end 
recognition framework that integrates adaptive spatio-temporal modeling, federated 
differential privacy, and reinforcement learning-based responses. To this end, a unified 
architecture is constructed to collaboratively perceive communication topology 
evolution and traffic temporal patterns, enabling efficient collaborative training and 
real-time defense decision-making while ensuring data remains localized. First, a joint 
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modeling mechanism based on dynamic graph generation and spatio-temporal 
Transformer is introduced, with its core innovation lying in robust perception of noise 
and distribution shifts through real-time adjacency matrix optimization and sparse 
attention; experiments on UNSW-NB15 and BoT-IoT demonstrate accuracy 
improvements to 93.5% and 92.0%, respectively, significantly outperforming existing 
SOTA methods. Second, a federated learning framework balancing privacy protection 
and model compression and feature decoupling strategies incur less than 1% 
performance loss, far superior to comparable privacy schemes (e.g., DP-GNN's F1-
Score of 87.8%), achieving the current optimal privacy-utility tradeoff. Third, 
reinforcement learning is integrated into the attack detection system in a closed-loop 
manner for the first time; while its contribution to classification accuracy is limited, it 
provides an extensible decision interface for subsequent dynamic defense, with 
qualitative analysis validating its response rationality in real attack scenarios. 

This work provides a novel and effective paradigm for addressing the tripartite 
challenges of “dynamism-privacy-real-time” in network security. The proposed 
architecture has demonstrated its efficiency and robustness on standard IoT and general 
network datasets, with its 2.1 ms inference latency and cross-domain generalization 
capabilities poised to enable real-time threat perception and response in resource-
constrained scenarios such as edge security gateways and vehicle-to-everything 
networks. Future work will prioritize addressing the ultra-low-frequency stealth attack 
detection bottlenecks discussed herein, planning to incorporate cross-client lightweight 
meta-event sharing mechanisms to overcome local view limitations; concurrently, the 
transfer potential of adaptive graph mechanisms to unsupervised or open-set anomaly 
detection will be explored further, alongside optimizations to the graph construction 
module for micro-embedded devices. This research not only advances the technical 
frontiers of intelligent intrusion detection but also lays a methodological foundation for 
building trustworthy, autonomous, and collaborative next-generation network security 
infrastructures. 
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